
INTRODUCTION 

The Secutor Cybersecurity Management System (SCMS) is a human-
centric cybersecurity-driven service aimed at assessing, reviewing, 
and identifying various IT vulnerabilities for client organizations. We 
seek to understand, learn, and build trust with our clients; and help 
preemptively identify problems before a malicious or mischievous 
hacker attacks your system. 

With this system, Secutor uses both analytical tools and generative 
techniques to help clients see how their IT systems could look in the 
future. Through the use of several industry-proven tools, Secutor can 
rebuild, fix, or reboot your organizational IT security system while 
keeping continuously evolving compliance standards in mind. 

SITUATION 
A multi-national leader in the healthcare industry with over 7,000 
unique installations of its vendor credentialing service takes 
cybersecurity very seriously.  They wanted an independent gap 
analysis against the National Institute of Standards and Technology 
(“NIST”) Cybersecurity Framework in order to determine if internal 
controls were adequately designed. 

The customer needed their information security controls 
documented and correlated to the NIST Cybersecurity Framework to 
facilitate quick and consistent responses to inquiries about their 
information security controls, and any gaps identified and prioritized. 

OBJECTIVES 

Secutor interviewed key staff and reviewed documentation to 
perform a gap analysis against NIST. This included: 

• Customer and Vendor contracts 

• Cyber liability insurance policies 

• Security policies 

• System development lifecycle 

• Network architecture 

• Vulnerability scan results 

• Vulnerability Management, Risk Management, Disaster 
Recover, Security Monitoring, and Incident Response 
procedures 

• HR, IT, Software Development, and Customer Access 
changes 

• Vendor management reviews 

• Incident detection 

Based on this review, Secutor developed a risk and controls matrix to 
document the controls in place to mitigate identified risks, design 
deficiencies in identified controls, and make recommendations for 
remediating the identified deficiencies. 
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SERVICES PROVIDED 

Secutor Cybersecurity experts collaborated with the 
customer’s IT Security team to provide the following 
services:  

1. Risk Assessment – Identified the inherent and 
residual risks for the organization 

2. Evaluating the design of controls – Identified 
controls implemented to mitigate organizational 
risks, as well as deficiencies in the design of 
implemented controls 

3. Evaluating the operating effectiveness of controls 
– Tested control activity occurrences and performed 
analysis to identify deficiencies in control 
performance 

4. Vulnerability Assessment – Analyzed every IP in the 
network to create a curated and prioritized list of 
vulnerabilities, taking into consideration network 
architecture and other mitigating controls 

5. Penetration test – Performed an in-depth analysis of 
the company’s perimeter and internal network 
including discovery, dark web reconnaissance, 
enumeration, vulnerability scanning, Web Application 
scanning, and exploitation 

6. Final report – Provided management with a 
comprehensive report detailing the risks, controls, 
and deficiencies identified during the assessment, 
providing management with recommendations for 
remediating the identified gaps 
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SUMMARY 

Secutor helped this customer: 

➢ Evaluate the design and operating effectiveness of 
controls to meet NIST, answering the question: 
“What is the maturity level of our cybersecurity 
program?” 

➢ Identified the inherent and residual risks, answering 
the question: “What do I need to fix first?” 

➢ Provided recommendations for technical and 
procedural improvements, answering the question: 
“How do I improve my controls?” 

➢ Track improvements in security, answering the 
question: “Is everyone rowing in the same 
direction?”
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About Secutor 

Secutor Consulting is a trusted partner comprised of 
industr y leading experts in the f ie lds of 
Cybersecurity, Governance, Risk and Compliance. We 
p a r t n e r w i t h o u r c l i e n t s t o d e l i v e r o n -
demand  solutions tailored to expertly navigate the 
regulatory demands of their specific industries. 

Our proven track record of successfully exceeding 
client expectations is achieved through the 
combination of our methodical approach, advanced 
technologies, subject matter experts, and synergy 
with client team members. 

Secutor is your team of world-class problem solvers 
with  vast expertise and experience delivering 
complete  solutions keeping your organization 
protected, audit-ready, and running smoothly. 
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