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Introduction
In an environment of increasingly complex security threats, today’s network leaders are
responsible for securing and protecting customer, employee and corporate data,
intellectual property, systems, and infrastructure. They must secure their operational
environment to ensure the integrity of their companies’ networks, service delivery, back
office, and systems. As the “digitized carrier” has become an increasing focus, service
providers are being forced to include organizations, clients, partners, and users – that
historically were outside their legacy security domains – into an integrated service
delivery environment. There are a multitude of security obligations that must be met for
carriers to access third parties’ applications such as a client portal, a portal for off-net
providers/vendors, integration with orchestration platforms, or other 3rd party
applications. This paper will help guide you in assessing prospective technology
solutions and provide an overview of OcularIP’s security in each area:
Compliance and certifications
Third-party security audits
Vulnerability testing and assessments
Platform security
Infrastructure security architecture

Lacking in any of the above areas can expose your company to potential consequences
including loss of revenue, outages, and inability to deliver key customer services.
Carriers and their customers are responsible for complying with local, state, national,
and foreign laws, including those related to data privacy and transmission of personal
data, even when a service provider transports data on their behalf. OcularIP maintains a
security program designed to ensure the security and integrity of data, protecting
against security threats or data breaches and preventing unauthorized access to the
data and environments of our customers.
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External compliance audits (SOC 1 and SOC 2 Reports)
OcularIP’s infrastructure including operations, policies, and procedures are audited
regularly to maintain the security standards expected of service providers. OcularIP
leverages facilities compliant with Service Organization Controls 1 (SOC 1) Type II
report. The SOC 1, which is the successor to the SAS 70, is issued in accordance with
Statement on Standards for Attestation Engagements No. 16 (SSAE 16) and the
International Standard on Assurance Engagements No. 3402 (ISAE 3402). This
dual-standard report gives companies around the world confidence when conducting
business with SOC 1 audited companies such as OcularIP. The scope of the SOC 1 is
limited to OcularIP’s production systems.
The SOC 1 audit is conducted every six months by an independent third-party auditor.
The report is available to customers or prospects upon completion.
OcularIP also leverages a Service Organization Controls 2 (SOC 2) Type II report. The
SOC 2 addresses the Security, Confidentiality, Availability, and Privacy principles of the
Trust Services Principles and Criteria. The scope of the SOC 2 covers any OcularIP
system that contains Customer Data. The intended audience for this report is a
customer or prospect who is interested in understanding OcularIP’s internal control
around the Trust Services Criteria. The SOC 2 audit is conducted once per year by an
independent third-party auditor. This report is available to its customers or prospects
upon completion.
Both the SOC 1 and SOC 2 validate OcularIP’s physical and environmental safeguards
for production data centers, backup and recovery procedures, software development
processes, and logical security controls.
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Physical security
OcularIP co-locates its production systems in state-of- the-art data centers designed to
host mission-critical computer systems with fully redundant subsystems and
compartmentalized security zones. OcularIP’s data centers adhere to the strictest
physical security measures:
Requires multiple layers of authentication before access is granted to the server area
Critical areas require two-factor biometric authentication
Camera surveillance systems at critical internal and external entry points
Security personnel monitor 24/7
Unauthorized access attempts are logged and monitored by data center security

All physical access to the data centers is highly restricted and stringently regulated.
OcularIP data operations uses security best practices such as “least access” hardened
servers and regularly scheduled maintenance windows.

Stringent pre-screening and education process for access requests
Photo, fingerprint, and ID validation is required
Badge readers, biometrics, and man-traps throughout the facility
Video surveillance in all critical areas and in each row of the data halls with 90-days
of retention
24/7 monitoring of access control and video surveillance systems
24/7 onsite security personnel
PCI, ISAE 3402, SSAE 16/SOC 1, and HIPPA compliant
All system and environmental alerts are managed by Managed Data Center 24/7
Operations Centers
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Data segregation
OcularIP is a multi-tenant Software-as-a-Service (SaaS) application. Multi-tenancy is a
key feature of OcularIP that enables multiple customers to share one physical instance
of the OcularIP system while isolating each customer tenant’s application data.
OcularIP accomplishes this through the OcularIP Object Management Server (OMS).
Every user ID is associated with exactly one tenant, which is then used to access the
OcularIP application. All instances of application objects (such as organization, worker,
etc.) are tenant- based, so every time a new object is created, that object is also
irrevocably linked to the user’s tenant. The OcularIP system maintains these links
automatically and restricts access to every object based on the user ID. The OcularIP
system restricts access to objects based on the user ID and tenant. When a user
requests data, the system automatically applies a tenancy filter to ensure it retrieves
only information corresponding to the user’s tenant.
Encryption of Data at Rest (Data Security): OcularIP encrypts all customer data within
our private storage compute environments. This is a fundamental design characteristic
of the OcularIP infrastructure and technology. OcularIP relies on the Advanced
Encryption Standard (AES) algorithm with a key size of 256-bits.
OcularIP also performs encryption of sensitive customer application data as secure
metadata. OcularIP’s metadata is interpreted by the OcularIP OMS and stored in
memory. All data inserts, updates, and deletes are committed to a persistent store on
a MySQL database.
This unique architecture means OcularIP operates with only a few dozen database
tables. By contrast, a RDBMS-based application requires tens of thousands of tables,
making complete database encryption impractical due to its detrimental impact on
performance.
Encryption of Data in Transit (Network Security): Users access OcularIP via the Internet
protected by Transport Layer Security (TLS). This secures network traffic from passive
eavesdropping, active tampering, or forgery of messages.
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OcularIP has also implemented proactive security procedures such as perimeter
defense and network intrusion prevention systems including Web Application Firewalls
(WAF). Vulnerability assessments and penetration testing of the OcularIP network
infrastructure are also evaluated and conducted on a regular basis by both internal
OcularIP resources and external third-party vendors.

Data backups
OcularIP’s master production database is replicated in real-time to a secondary
database maintained at an offsite data center. A full backup is taken from this
secondary database each day and stored at the offsite data center facility. OcularIP’s
database backup policy requires database backups and transaction logs to be
implemented so that a database may be recovered with the loss of as few committed
transactions as is commercially practicable. Transaction logs are retained until there are
two backups of the data after the last entry in the transaction log. Database backups of
systems that implement interfaces must be available as long as necessary to support
the interfacing systems. This period will vary by system.
Backups of the database and transaction logs are encrypted for all data archives.

Unified security model
Unlike legacy systems, OcularIP operates on a unified security model. This includes user
access, system integration, reporting, device, and IT access.
Users must log in and be authorized through the OcularIP security model. By contrast, in
legacy web application systems (such as ERP), there is typically an applications layer of
security which IT and DBA personnel can bypass to access the data directly at the
database level. This is not possible with OcularIP. OcularIP is an
object-oriented in-memory system with an encrypted persistent data.
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This ensures all access and changes are tracked and audited. This uniquely robust
security model, combined with OcularIP’s automatic ability to effectively date and audit
all data updates, lowers the time and costs associated with governance and compliance
and reduces overall security risk.

Logical security
OcularIP security access is role based supporting LDAP Delegated Authentication via
SAML for web-access Single Sign-On and x509 certificate authentication for both user
and web services integrations. All LDAP authentication is integrated with a SAML proxy
on the customer-side for full configuration and centralized control.

Delegated authentication
OcularIP supports delegated authentication via a customer’s on-premise LDAP server
such as Microsoft Active Directory via SAML. This allows the customer’s security team
to disable a user account centrally from the LDAP server without the need to log in to
OcularIP. OcularIP can also automatically update the LDAP server with new active user
accounts via new hires or deactivated accounts such as employee separations and
employees on leave of absence. All LDAP authentication is integrated with a SAML
proxy on the customer-side for full configuration and centralized control.

Single sign-on support
LDAP allows for a unified username/password, SAML takes the next step and enables
an enterprise web access single sign-on (SSO) environment. While LDAP Delegated
Authentication makes it possible for users to have the same username and password
for both their internal applications and OcularIP, it still requires the user to log in twice.
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SAML takes the next step and allows for a seamless, single sign-on experience between
the customer’s internal web portal and OcularIP. Specifically, users log in to their
company’s internal web portal using their enterprise username/password and are then
presented with a link to OcularIP, which automatically gives them access without having
to log in a second time. All LDAP authentication is integrated with a SAML proxy on the
customer-side for full configuration and centralized control.

OcularIP native login
For customers who wish to use OcularIP’s native login, OcularIP only stores their
OcularIP password in the form of a secure hash as opposed to the password itself.
Unsuccessful login attempts are logged as well as successful login/logout activity for
audit purposes.
Inactive user sessions are automatically timed out after a specified time, which is
customer configurable by user or role. Customer-configurable password rules include
length, complexity, expiration, and forgotten password challenge questions.

Authorization
The OcularIP application enforces group policy-based security for authorization.
The application prevents customer end users from directly accessing the production
database. OcularIP’s security groups combined with OcularIP predefined security
policies grant or restrict user access to functionality, business processes, reports, and data.
Customer-configurable security groups are based on users, roles, jobs, organizations,
and business or service circuits, and they can be combined into new security groups
that logically include and exclude other groups. System-to-system access is defined by
integration system security groups. Customers can thereby tailor these groups and
policies to meet their needs, providing as finely-grained access as required to support
complex configurations including global implementations.
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Context-sensitive and context-free access support: OcularIP allows for both
context-sensitive and context-free role-based security. A context-sensitive role-based
security group is associated with an organization type such as a Supervisory
organization, Cost Center organization, or a Company organization. OcularIP security
is ‘sensitive’ to only accessing secured items in the same organization type.

System-to-system access
In OcularIP, system-to-system access is via public web service or
Experience-as-a-Service (EaaS). Regardless of method, the data results are controlled by
Integration System Security Groups. These security groups offer either context-sensitive
or context-free access.

Beyond logic, encryption, firewalls and IDS/IPS security
Any defense only at network security levels will provide no protection against web
application attacks since they are launched on ports which must remain open. Unlike
custom add-on web applications, OcularIP is designed, QA tested, continually tested and
continually protected against vulnerabilities!
OcularIP tests our applications, servers, and websites for over 3000 vulnerabilities including
SQL Injection, XSS/cross site scripting, XXE, SSRF, and Host Header Attacks. In addition, our
environment uses powerful Vulnerability Management tools for ensuring vulnerabilities are
not only discovered but automatically remediated. This is further enhanced by our scanning
platforms which are integrated with our WAF and can automatically create the appropriate
WAF rules to protect OcularIP applications.
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The OcularIP architecture intrinsic security advantage
for carriers
As a privately hosted performance assurance platform, OcularIP provides the highest
security safeguards to our customers. Because of OcularIP’s web scale architecture,
OcularIP is inherently designed to provide best in class security, performance,
and availability.

3-Tier security abstraction architecture
The need for security abstraction becomes even more vital for service providers who need
to meet portal compliance requirements in order to offer performance assurance data,
visibility, and reporting to their end users. Obviously best practices designate that service
providers should never provide access to their internal trusted systems, management
networks, and/or provisioning systems to outsiders (or non-trusted employees).
There are two architectural approaches in offering a customer/third party portal to end
users. These two architectural models consist of a 2-Tier approach or a 3-Tier Abstracted
(OcularIP) approach.
In the 2-Tier model, a service
provider may utilize a Network
Management System (NMS) or
an add-on Performance Monitoring
Application/Appliance (PMA) to
perform their data collection.
Typically, in this model, a limited
access view is provided to end
users to expose basic performance
data, visibility, and reporting to
end users.
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The end users accessing the NMS or PMA traverse the corporate firewall and into the
internal OSS/BSS layer to gain access. This creates an inbound exception in the
firewall as well as allows users access to a trusted part of the carrier’s infrastructure
and network.

Unsafe approach to offering customer portal access
This methodology provides access to internal systems, offering malevolent actors,
applications, and users the opportunity to perform potentially malicious acts. Intruders
may gain access to vulnerabilities which would compromise service provider internal
systems and networks.
The resulting potential data breaches could include system passwords and user- and
customer-sensitive data. It even disrupts network traffic if outsiders are able to gain
access to orchestration and configuration systems.

OcularIP’s 3-Tier proven approach
A secure architecture is Tthe 3-Tier approach
that OcularIP offers through its privately
hosted compute environment. OcularIP uses
a Security Abstraction Layer between end
user access and the service provider’s trusted
network. In this 3-Tier model, end users
access the OcularIP customer portal platform
based upon custom role-based permissions.
OcularIP customers will not need to create
any exception rules to their firewalls to permit
any inbound traffic by end users. End user
access stays in the User Access Abstraction
Layer as depicted in the following diagram.
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OcularIP clients further enhance the security of their network and data by creating a
Security Abstraction Layer without providing any user access to their Internal Trusted
OSS/BSS systems. This architecture offers an advanced approach to protecting &
shielding internal systems from unauthorized/warranted access.
Through OcularIP features such as Private Branding and Single Sign On (SSO), end
users accessing the OcularIP system will appear to be accessing the service provider’s
system. The user interface “look & feel,” including URL domain names, will look just like
the service provider’s website and marketing brand. Our software supports SSO for
identity management and authentication through secure industry leading SAML v2.0,
ensuring a transparent user experience.
OcularIP enables our clients to roll out a customer facing performance assurance portal
with confidence. Our portal’s unique security abstraction layer and managed, privately
hosted compute environment provides the highest security safeguards to protect your
customer data.
However, not all SaaS or “hosted” solutions are designed the same. SaaS solutions
typically utilize one of three cloud computing infrastructure models:
1. Public shared cloud or
2. Hybrid public/private cloud or
3. Private cloud (which is the OcularIP model)

11

LBNETWORKS.CO

OcularIP is a privately hosted computing platform
In the public shared and hybrid public/private cloud computing infrastructure models; the
public cloud and hybrid public/private environments share cloud computing resources,
such as CPU, memory, and storage across numerous different users. Users in these
environments can run their own Virtual Machines (VMs), load their own operating
systems, and execute any code they load onto servers. Additionally, there is contention for
shared processing, memory, and storage Input/Output (I/O) which can constrain user and
application performance. There are no guaranteed resources available in the
environments of public shared cloud computing infrastructure.
In these two cloud computing scenarios, both Meltdown and Spectre vulnerabilities,
confidential data, passwords, personal information, and business-critical documents are
at risk from being read by other unauthorized/malicious users who know how to execute
the Meltdown and Spectre exploits.
Because shared cloud computing infrastructures allow any user to execute code directly
on the VMs, theoretically the exploit could be accomplished. Microcode patches and
operating system patches will be released shortly to help provide protection against
Meltdown attacks. However, as these vulnerabilities have existed, any customer data in a
public shared computing cloud has been at risk since the users’ initial usage of those
public/shared compute environments. For example, public clouds are susceptible to CPU
vulnerabilities to access the entire memory contents of the physical machine. The most
visceral attack scenario is characterized by an attacker who rents five minutes of time
from an Amazon/Google/Microsoft Cloud Server (public cloud) to gain access to
confidential data from others.

Private cloud advantage
However, the third model, private cloud, provides the best architecture for a secure,
high performance, and highly available infrastructure. OcularIP is privately hosted and owns
100% of all the computing resources including CPUs, memory, storage, and networking to
ensure OcularIP offers our clients the best user experience possible while protecting all data.
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OcularIP is inherently designed to provide deterministic performances to our clients.
We manage and scale each VM to support our clients as they grow dynamically, while
guaranteeing resources without any contention. LB Networks manages all OcularIP
systems on our clients’ behalfs to ensure they are proactively monitored, and our
automation systems allow for dynamic scaling, as required, to meet our customers’
growths. The OcularIP Data Center is SAS Type 1 and Type 2 Compliant!
No external users or other companies have access to any of our private computing
infrastructures so they cannot gain unauthorized access to confidential data or load
their own OS and/or applications to execute a Meltdown and/or Spectre exploit, cross
site scripting, etc. We provide full encryption from communication to data at rest on our
storage systems.

Corporate policies
All LB Networks employees require a thorough background check across multiple
security services. In addition, LB Networks’ employees must be certified and authorized
to receive privileges for applicable customers. In addition, LB Networks has and
maintains stringent password requirements for employees such as requiring the use of
at least eight characters, upper- and lower-case letters, and a combination of letters,
numbers, and special characters. These passwords are required to be changed based
on system timeframes. LB Networks’ business focus is in our OcularIP
Software-as-a-Service application. As such, we are constantly focused on security,
including sending reminders and updates to our team. When leveraging OcularIP the
quality of security is equal to the service assurance analysis and reporting. LB Networks
and the OcularIP platform are secured through the following guidelines:
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Acceptable Use Policy

Disaster Recovery Plan Policy

Mobile Employee Endpoint

Security Response Plan Policy

Anti-virus Guidelines

Email Policy

Responsibility Policy

Server Audit Policy

Clean Desk Policy

Email Retention Policy

Password Construction Guidelines

Server Security Policy

Code of Conduct Policy

Ethics Policy

Password Protection Policy

Technology Equipment Disposal Policy

Data Breach Response

Information Logging Standard

Remote Access Policy

Virtual Private Network Policy

Database Credentials Policy

Lab Security Policy

Router & Switch Security Policy

Web Application Security Policy
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Make the switch to OcularIP
LB Networks ensures carrier and enterprise customers have every tool available to
optimize their networks. OcularIP is the most integrative and affordable monitoring and
reporting customer portal solution in the industry. OcularIP delivers improved service
delivery, reduced operating costs, and an enhanced customer experience.

140+ carriers are currently using OcularIP to report
TRUE performance and save real money: $356 per
circuit per year on average!

Start a free trial today
See how OcularIP helps you prove and improve your service,
reduce costs, and win new customers – all for a remarkable ROI
and with no long-term contracts.

lbnetworks.co
info@lbnetworks.co
(314) 414-1000
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