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Michele & Kerry, Michele, Kerry

Michele  00:09
Welcome back, Cyber Geeks. This episode is a continuation of our discussion on credit
card theft. How it happens. How to prevent it. And what to do if your card or card number
has been stolen. The PCI DSS standard is designed to make things be stored as safely as
possible. And this standard includes things like encrypt any databases of credit card
information. Don't use default passwords on your equipment. Use antivirus software and
test your system for security on a regular basis.

Kerry  00:59
These all sound like good ideas, but do the companies actually do these things?

Michele  01:04
Not always. And on top of that, these companies aren't supposed to store your CVV or
your pin. And there's also data from the magnetic strip on the card, which they're not
supposed to store, but some of them do. Now, if a hacker gets all that stuff, they can
make new fake cards with this information and sell them to people who don't care that
they're stealing your money.
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Kerry  01:27
They make physical cards.

Michele  01:28
Yes. Same number, same magnetic strip, same CVV. Ooh, let's go shopping. I know it's
frustrating. But what are you going to do? Call up the security department of whatever
store you shop at and say, "Excuse me? Are you storing my magnetic strip data?" I don't
know that you'd get an answer.

Kerry  01:48
A couple 100 people a day should call these companies and ask them specifically, "Are
you storing my magnetic strip data? I think they might get the point.

Michele  01:56
Maybe that would change things. Oh my God, we should start a movement. A Facebook
page.

Kerry  02:00
It's a campaign.

Michele  02:11
Plus, some of the PCI DSS standards are kind of vague. And they leave it up to the
company to figure out how to implement it. For example, it says to use antivirus software.
That sounds great, right. But there's many different kinds of antivirus software. And in the
case of Target, they were using antivirus software, but it was this free software that's
designed for consumers. It had no ability to scan a big system to find malware.

Kerry  02:40
Okay, so Target with all their millions of dollars were skimpy on the antivirus software.

Michele  02:47
This is the kind of thing that just, it just boggles my mind. In fact, excuse me, I'm gonna get
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angry now!

Kerry  02:52
She threw up a little in her mouth.

Michele  02:54
I'm sorry, I'm okay now. So, Target was using this free consumer software called
Malwarebytes. Now, this is actually very good software and there's a pro-version of this
software. But Target was using the free consumer version which you're not supposed to
even do if you're a business. Now, if you personally don't have any malware software on
your computer, this free version of Malwarebytes is a great choice. It's very good. And I
actually have recommended it to a lot of people. But a large corporation like Target really
should have been using a business solution so that they could do scans for malware.

Kerry  03:27
So how do you know if a company that you do business with is keeping your credit card
information safe?

Michele  03:33
The eternal question? The simple answer is you can't.

Kerry  03:39
You can't.

Michele  03:40
You can't, there's no way to know. Like I said, what are you going to do, call them up? "Tell
me do you encrypt your credit card database?" Who's going to answer that question for
you?

Kerry  03:50
So what do you do?
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Michele  03:52
There's not much you can do.

Kerry  04:06
Wait a minute. In all this, you still haven't explained how someone steals your credit card
when it's still in your wallet?

Michele  04:12
Well, now that you have a little bit of the picture of how credit card information is
transmitted and stored, the answer is pretty straightforward. What happens is a company
transmits your credit card number because you just swiped it, or entered it in a browser,
and maybe the company stores it. A hacker might catch the card at the point of
transmission or at the point where it's stored. After it's stored, they can hack a system and
find a list of credit card numbers. And if they're not encrypted, then they have them. Of
everything that can happen is that the people you give your credit card to they might
take it and do things with it. Like what used to happen with people, before online
shopping, where they would they eat at a restaurant and one of the waitstaff would steal
the credit card number. And also what happened with the Dr. Seuss book company.

Kerry  05:04
So how do we catch them? How do we stop it?

Michele  05:07
Well, you kind of can't it's like playing Whac-A-Mole. You know, like what happened with
the Dr. Seuss books. By the time I figured out what happened, the website was gone. It
wasn't even there anymore and who knows who they were or where they went? The
hackers, how do you catch them? The police are not going down to The Chicken Shack on
Route 24 to arrest them. So just about the only thing you can do is protect yourself from
being affected personally from your credit cards, your personal credit cards being
affected.

Kerry  05:47
All right, and how does one do that?
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Michele  05:49
Well, the number one way to protect yourself is to monitor your card transactions. Just
monitor, and monitor, and then monitor some more.

Kerry  05:57
That's it.

Michele  05:57
Yep, sorry, I wish I had a magical solution. But there isn't one. You know, with all the
convenience that credit cards bring to us there is a price. The price we pay is the work that
it takes to stay on top of it. I mean, credit cards and debit cards have made our lives so
much easier in a lot of ways. Like we talked about rushing to the bank on Friday to get
some cash. You don't have to do that anymore. You can just get cash anytime you want at
the ATM. You can use your credit card anytime you want to buy stuff.

Kerry  06:32
Yeah, waiting for the banks to open, and crap that sucked.

Michele  06:34
Yeah, it did suck. But now we have ATMs. And you're gonna realize that with the
convenience of these electronic payment systems, with the internet on top of it. It can't
just all be you know, all fabulous sunshine, and roses, and happiness. There has to be a
price and this is it.

Kerry  06:51
So just monitoring everything, all the time.

Michele  06:54
Yep, that's the number one thing. Look at your credit card statement at minimum once a
month. I checked mine every couple of weeks, sometimes every week. If you see a charge
that looks off, query it, if it's false, report it, and have the credit card company send you a
new card number.
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Kerry  07:10
Okay. So, watch my credit card statements.

Michele  07:14
Yes, assume your credit card might be stolen at any time. Or what I do actually is I assume
my cards have already been stolen. Because it probably will be one day and just check
your credit card statements frequently. The second thing you can do is never ever use your
debit card for purchases, use your debit card at the ATM only and preferably the bank's
ATM.

Kerry  07:39
And we've talked about this where I don't often have a choice.

Michele  07:42
Why couldn't you just use your regular credit card?

Michele & Kerry  07:44
Mumble, mumble, I don't wanna. Mumble, it's a pain in the parts, mumble, then I gotta use
something else.

Michele  07:52
See you do have a choice. You just don't want to do it. Because you like...

Kerry  07:57
I want to use my debit. I want the choice of using my debit card as a credit card.

Michele  08:01
Well, you have that choice. But just monitor the card, that's all.

Kerry  08:05
Yes, I do that. That I do. I do, do that.
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Michele  08:08
You know, one of the things about not using your debit card as a credit card is it's never
going to get stored in a database somewhere that a hacker can steal. And credit cards
have limits. Whereas your debit card the limit is the amount of money in your bank
account. So...

Kerry  08:28
I guarantee my credit card limit is way more than my debit limit.

Michele  08:32
That's actually a good thing. So you have a bank account that you keep just a little bit of
money in.

Kerry  08:36
Uh-huh, yeah.

Michele  08:37
Okay, that's different. That's not so bad. I was thinking it was the account that has like all
your money.

Kerry  08:43
Oh, no, no, no, no, no, no.

Michele  08:44
Okay. But a lot of people operate that way, that they have a checking account that has
whatever money they...

Kerry  08:50
I could buy a yacht on my credit card. I could buy a few burritos on my debit card. Okay,
so we're talking a big difference here. But aren't there risks even with an ATM? Can't they
be hacked too?
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Michele  09:09
Well, yeah, there's a risk with any electronic system. But at least if there's a breach with
the bank's ATM, you have good grounds to dispute any false transactions because the
breach was on their equipment on their premises. They'll probably bend over backwards
to fix the problem and keep you as a customer.

Kerry  09:27
Alright, so debit card for ATM only.

Michele  09:30
Ideally, although it sounds like you have a good setup where your debit card if somebody
did get ahold of your debit card, they're just gonna buy some burritos. The third thing you
could do is just use cash whenever you can. Like we did in the old days. The less you use
your credit card, the less risk there is. Whenever you buy something for like, under $20, like
coffee or something, just pay cash. And when you go to buy groceries, or if you go out
locally to a restaurant, or bar just pay cash. This also helps the merchants since they don't
have to pay that processing fee. It's like a big 3% on every credit card transaction. So
you're supporting your local businesses when you pay cash. I know it's a little harder now
because of COVID. A lot of us are ordering food online, but if you do go to the store, try to
pay with cash.

Kerry  10:31
Okay, I can do that. And the fourth thing is, let me guess, jiggling the card reader.

Michele  10:36
Yes, you can do that too. Jiggle that cover.

Michele & Kerry  10:39
Jiggle that cover, jiggle that cover. Real or fake? It's one or the other. If you jiggle that
cover, jiggle that cover.

Kerry  10:48
Don't let your credit hover, jiggle...that...cover.
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Michele  11:04
We hope you have enjoyed this series of episodes on True Crime Cyber Geeks. Now for the
credits. My co-host is Kerry Pakucko.

Kerry  11:12
Hello there, darlings.

Michele  11:13
And audio editing is by Impish Eight. I'm Michele Bousquet, the geekiest lover of all things
cyber geeky on earth.

Kerry  11:20
That is the Gods honest truth.

Michele  11:23
Please support us by subscribing, or rating us, or by becoming a patron at
patreon.com/cybergeeks. And if you learned anything, please tell all your friends. This is
True Crime Cyber Geeks signing off.
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