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Michele & Kerry, Michele, Kerry

Michele  00:09
Welcome back, Cyber Geeks. This episode is a continuation of our discussion on credit
card theft. How it happens. How to prevent it. And, what to do if your card or card number
has been stolen. How can your credit card number be stolen, while the actual card is still in
your wallet? There are actually a bunch of ways that it can happen. And one of the most
basic ones, this is called skimming. This is when someone puts a fake cover on a credit
card machine or an ATM. And it has circuitry in it that reads the credit card information as
soon as you slide your card in. They work off the magnetic strip on the credit card. So, if
you only have chipped cards, you're not going to be a victim to that. And then, now there
is also shimming, which is different from skimming in that it works on the chipped cards.
But more importantly, these methods the skimming and the shimming. They aren't as
common as the news would have you believe like if you Google those two terms, you'll find
all kinds of news reports about, "Oh, skimming is on the rise" and all this stuff, it's a lot
easier for hackers to just steal credit cards the old-fashioned way, off the internet. This is
the preferred method these days and the one that is also the hardest to detect.

Kerry  01:37
Why is that?
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Michele  01:38
Well, to understand why we need to take a look back at how credit cards have evolved
over the years. Back when we consumers started using credit cards, there were no
electronic machines to record the transaction. At first, the merchants would just write
down the credit card number and send the transaction to the bank later. And then we
have those imprinter machines, you remember the ones I'm talking about?

Kerry  02:12
Oh yeah, the slide back and forth clicky things, that you click...clack.

Michele  02:16
Also known as The Knuckle Buster, or a Zip Zap Machine. You would put the credit card in
and then put this receipt paper on top of it, and then move the slide over it, and that
would imprint the card information on these three pieces of paper. Then the merchant
would write in the amount, the customer would sign it and get one copy, and the
merchant kept another copy, and they'd send the last one to the bank. Now, it never
occurred to me back then, but just that kind of thing, that put your card number right on a
piece of paper that a lot of people could see, like anyone who worked at the store where
you just bought your stuff.

Kerry  02:56
You know, in retrospect, that wasn't very secure. But, we were more trustworthy then.
People were trustworthy then. There weren't as many sneaky people out trying to steal
your sh*t.

Michele  03:05
I don't know. I think there probably were just as many sneaky people. They were just doing
different sneaky things. They hadn't really caught on to how to make money off of this.
Like, it was just too hard, and it was, it would have been in the 1980s. For example, I had
heard stories, this is just anecdotes from people I knew about their credit card number
being stolen. They'd go out to a restaurant, and they use a credit card to pay for their
meal. And the next day, there would be a charge from some bar, that wasn't them. But
they could trace it back to a waiter or a waitress at the restaurant. And back then it was
really easy to trace back where the theft came from because most of it was local. A
person had to have your card in their hand to copy the number, or at least have a receipt
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where the number was imprinted. And then the thief would use the card somewhere
nearby. Maybe even in the same town. They didn't have the physical card. So the
bartender would kind of have to be in on it too. It's like," Oh, no, I don't have my card, but I
can write down my credit card number for you." Like, uhm, okay.

Kerry  04:08
Yeah, and the bartender would have to write in that number.

Michele  04:10
Yeah. So they have to kind of be in on it. Or they might at least remember that. So, it was
really easy to trace it back. And back then most people I knew had only one credit card.
And if they did, they used it maybe a couple of times a month, usually locally. And there
was no internet and you didn't really give your credit card over the phone to buy stuff
back then. So, with only using it at a couple of places it's easy to trace it back to a specific
place where the number might have been stolen and even visit the business in person
where the card was fraudulently used and be like, "Hey, did somebody do something funny
last night."

Kerry  04:51
So even though it was easy to steal credit card numbers, it was also easy to track down
the thief.

Michele  04:56
Yeah, and maybe that's what kept it kind of safer. Like, okay, think of the waiter or
waitress who went to the bar and they spent, I don't know, $100.00 treating their friends to
drinks. Now they've committed a crime, for what $100.00. Not something that would
attract thieves or people who were regularly going to be thieves like that waiter or
waitress was would have been fired right after that. And for what? And I don't have any
specific reference on this, it's just what I heard from people back then, just personal stories
that people told me.

Kerry  05:27
So did you have a credit card then?
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Michele  05:29
In the 1980s? Yes, I had one. And I only used it for big purchases. Like, I remember buying a
stereo with it for a big whopping $400.

Kerry  05:39
That was a lot of money back then.

Michele  05:41
It was. I planned for that purchase for months. Did you have a credit card in the 80s?

Kerry  05:46
I did. My mom taught us to kind of like start slow to build up our credit. So we got like a
gas station credit card, and then you'd buy a tank of gas and then pay it off that month
all $12. You know, to build up your credit. So yeah, I had like a couple of smaller, like gas
station and store credit cards like Sears and JC Penney.

Michele  06:03
Yeah, yeah, I had a Sears card, too. I forgot about that. Well, wait a minute, was it a store
card, though, you could only use it there.

Kerry  06:10
You could only use it there. But if you paid off your bill every month, back then, that was
part of your credit score.

Michele  06:15
Yeah, they don't really do those anymore, do they? But also back then, it never occurred to
me to use my credit card for everyday purchases, like, you know, buying groceries, or
lunch, or drinks after work. I'm not even sure most of those places even accepted credit
cards.

Kerry  06:31
Yeah, we used cash and checks a lot more back then. And let me tell you, I was one of the
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last dinosaurs to give up writing checks. Really, I was, I brought my checkbook freakin'
everywhere and people behind me in line to be like, " Why mumble $#@$#@!&^% mumble
" because it took like an extra 30 seconds. I was a pariah.

Michele  06:48
Yeah, I still write checks. But only like, you know, I wrote a check to my plumber the other
day.

Kerry  06:54
Right, for something like that. Yeah.

Michele  06:55
Once or twice a month. But not like it used to be.

Kerry  06:58
Uh uh, I used to write checks for everything.

Michele  06:59
Yeah, and also you get an actual paycheck, like a physical piece of paper. And you had to
go deposit it. You had to make sure you get to the bank to deposit the paycheck and get
cash on Friday before the bank closed. Yeah, there was just a lot more checks. It's like a
monthly thing. You had your rent, your electric bill, your phone bill. Oh, do you remember
using checks for plane tickets? Go to a travel agent. You give them a check and they mail
you a plane ticket.

Kerry  07:25
Exactly. You waited with bated breath for the mail to come

Michele  07:28
And that plane ticket, that piece of paper. You had to bring that to the airport or you
could not get on the plane. And all the stories of like, "Oh, we got halfway to the airport
and realized we left plane tickets on top of the TV" or something. Back when the TV had a
flat surface on them?
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Kerry  07:45
That you could put stuff on. Now they are all like, an inch wide.

Michele  07:49
Yeah, that doesn't happen anymore. I forgot it on top of the TV. That's just not something
somebody says anymore. Oh, my God? Well, there are a few key differences now like one
is that now people just have more credit cards. And another is that more places take
credit cards. And they are often more convenient than paying cash. And then, of course,
there's the internet and using our credit cards online.

Kerry  08:11
My dad used to make this joke now we're talking early 90s, we'd go someplace, and he'd
asked the cashier, "do you take cash." Because it was starting to become such a thing to
use your credit card for everything.

Michele  08:22
I actually said that to a couple people recently, though, because

Kerry  08:27
Well recently, it's Yeah,

Michele  08:29
There's some places that won't take cash,

Kerry  08:32
Like if you want to track your purchases, they're way better than cash.

Michele  08:35
Yeah. And you don't have to carry around a little notebook to write down your purchases.

K

M

K

M

K

M

K

M

CreditCards_3B Page 6 of 12 Transcribed by https://otter.ai

https://otter.ai


Kerry  08:40
I do that.

Michele  08:40
You call ME a geek. That is so geeky.

Kerry  08:43
That's called being a control freak. I have a little itty bitty Post-it note on the back of my
credit card or debit card. And whenever I use it...don't laugh at me. Until like a few months
ago, I actually still balanced my checkbook every month. And Mercedes is like, "What are
you doing? The banks are much better at this sh*t now, just look at your balance." And you
know she's right.

Michele  09:02
Well, that used to be the advice for taking control of your finances. You write everything
down.

Kerry  09:09
Like Felix Unger in The Odd Couple.

Michele  09:10
He used to get like a sinus thing and he'd go, " hhaaahh hhaaaahhh."

Kerry  09:11
Yup, for those of you who don't know, Google, what the hell was his name?

Michele  09:19
Felix Unger. Aside from most people, not everybody takes it down on little tiny Post-it
notes anymore. Another difference now is that people have more credit. The average
American now has four credit cards with an average credit limit around $30,000 total.

Kerry  09:40
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Kerry  09:40
$30,000, that's like 400 stereos.

Michele  09:45
Well, in the case of my $400 stereo, it's only 75 stereos. But who's counting. My credit limit
on that card though, and back in the 80s, was something like $1,500. So there was maybe
three stereos and some change. So, if a thief stole it, that's the max they could charge.
And the really huge difference nowadays is that we have online shopping and all kinds of
online subscriptions. And I can pay all my bills with credit cards. And as the use of credit
cards has evolved like this, it gave rise to new standards that are designed to protect us.
But these standards can only do so much. We all want convenience too. We don't want to
have to type in our credit card number every time we buy something online. So there's this
balance between this convenience and a higher level of security and this is where things
get tricky.

Kerry  10:38
I have a feeling I'm not gonna like the next part.

Michele  10:52
Hey, Cyber Geeks, we hope you've been enjoying this podcast, and maybe learning a few
things along the way. We offer this podcast for free, but it does cost money to produce it.
If you want to support us, one of the things you can do is become a patron. For just $1 a
month, you can help keep this podcast on the air. Go to patreon.com/cybergeeks to find
out how to become a patron. We always appreciate that. And if you can't become a
patron, you can subscribe to the podcast and rate and review it. Also, you can find us on
Facebook and like our page, just look for True Crime Cyber Geeks and you'll find us. And
as always, thanks for listening. So what happened was, in 2004, all the major credit card
companies got together. Companies like Visa and MasterCard, American Express, and
Discover and they put together this thing called the PCI DSS (Payment Card Industry
Data Security Standards). And the standards pertain to how merchants should store and
transmit credit card data.

Kerry  12:09
Store and transmit...
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Michele  12:12
Those are two different things. So let's take a look at these. We're going to start with
transmitting. When you buy something online, your credit card information is transmitted
through the internet and to the company's server. This transmission is supposed to be
encrypted and for most reputable companies, it is. That part's actually pretty easy and
there are a lot of solutions for that that a business can use to make that happen.

Kerry  12:38
Does that have to do with the little lock icon on the browser?

Michele  12:41
Yes, the lock tells you not only that the company is who they say they are. But also that
any data you submit to them through the website will be encrypted before it's
transmitted. This includes your credit card number,

Kerry  12:53
And that's safe?

Michele  12:54
Well, it is. I mean, it's supposed to be, the main problem is some companies don't encrypt
stuff. Most companies are very good about it. When it comes to orders through browsers.
They all have the SSL which means they get that lock icon next to their name in the
browser. But for the big Target breach of 2013. For example, the hackers put the malware
on the point of sale device, like where people swipe their cards. And so the malware would
send the credit card information to the hackers, live and in person, at the same time the
information was sent to Target for processing. And sometimes people use their debit cards
and the hackers also got their pin.

Kerry  13:35
Yep. So, how do you guard against that?

Michele  13:37
Well, you can't keep hackers from hacking. But you can do other things about it, which I'll
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get to later.

Kerry  13:43
Okay, so that's transmission. What about storage?

Michele  13:46
Right? That's the second type of data that the standard addresses, stored data. The
standard says companies shouldn't store credit card data unless there's a legitimate
business-related reason to do so. Like if you buy something online, the website might ask
you, "Do you want to save your credit card with us to make future purchases easier?" Like,
you've seen that right?

Kerry  14:08
Oh, yeah, I always say no.

Michele  14:10
Very good.

Kerry  14:11
Thank you dahling.

Michele  14:12
If you say yes, this is considered a legit reason for the business to store your credit card
info. Now, when you give this permission, they can store the account number, your name,
and the expiration date. But they are not supposed to store the security code with it.
Yeah, that's why you have to type that in every time even if the card pops up
automatically for you.

Kerry  14:32
So they don't store that. What is it, the CVV?

Michele  14:36
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Michele  14:36
That's right. They don't, or they shouldn't. And if you don't ask for your card to be stored,
they shouldn't be storing anything. But in these big breaches where credit card numbers
are stolen, that's what the hackers are getting. They're stealing lists of credit cards that
have been stored because the consumers agreed to let the company store them. In these
stored credit cards that's what they're after. Or at least one of the things they look for.

Kerry  14:59
All right. But you'd think that the companies storing your credit card would try to do that
as securely as possible if they want you to keep doing business with them.

Michele  15:08
You would think.

Kerry  15:09
One would think.

Michele  15:10
The PCI DSS standard is designed to make things be stored as safely as possible. And the
standard includes things like encrypt any databases of credit card information. Don't use
default passwords on your equipment. Use antivirus software and test your system for
security on a regular basis.

Kerry  15:30
These all sound like good ideas. But do the companies actually do these things?

Michele  15:35
Not always.

Kerry  15:36
Rat bastards.
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Michele  15:37
So shocking to you, I'm sure. Lack of encryption of credit card data is one of the biggies. If
companies would just do that, it would stop an enormous amount of credit card theft. But
according to one of the references I use for this, the Verizon 2020 payments security
report, there are still a large percentage of businesses who are not doing this. And on top
of that, these companies aren't supposed to store your CVV or your pin, but some of them
do. And there's also data from the magnetic strip on the card, which they're not supposed
to store.

Michele & Kerry  15:49
But some of them do.

Michele  16:12
Yes, it's the same old story! Now, if a hacker gets all that stuff, they can make new fake
cards with this information and sell them to people like actual physical plastic cards. Sell
them to people who don't care that they're stealing your money.

Kerry  16:31
They make physical cards.

Michele  16:32
Yes, same number, same magnetic strip, same CVV. Ooh, let's go shopping. I know it's
frustrating, but what are you going to do? This is the end of this episode, but it is not the
end of this story. Tune in to the next episode to find out more
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