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AtIssue
L e e  G o l d b e r g ,  E d i t o r

Since March is Women’s History Month, I was 
all set to write an inspiring editorial about the 
growing presence of women in tech-related 

fields and some of their accomplishments. Then the 
word came out that a small company in England 
had managed to weaponize the personal data it 
had hijacked from 50 million Facebook users in an 
attempt to influence America’s presidential election. 
Even if Cambridge Analytica’s psychological 
profiling techniques were completely ineffective, it 
was a chilling assault on our democratic system. 
Worse yet, it’s only one of many examples of how 

technology seems to be making it harder for free, 
open, and democratic societies to function. 

Allowing companies like Facebook, Google, 
and Amazon to collect and use personal data with 
few meaningful restrictions has made e-commerce 
incredibly efficient and enabled the creation of many 
innovative services. Unfortunately, the same liberties 
that allowed them to build up detailed e-dossiers 
had few, if any, restrictions against their abuse. Keep 
in mind that the 2016 elections were a relatively 
early-stage Beta test of a new form of information 
warfare that will only get more effective and difficult 
to combat the longer it has free run of our society 
and our economy.

It appears to me that there are few, if any, legal 
or technical measures in place to prevent these, 
or other types of corporate malfeasance. The 
mountains of information about purchases, locations, 
travel, social media posts and social connections 
could easily be turned into economic, behavioral, 
psychological and perhaps even political profiles 
that identify desirable – or undesirable - tendencies 
that would be of interest to a business or industry. 
It’s not inconceivable, for example, for a company 
to apply AI and Deep Learning, and other analytic 
techniques to extract patterns from the data that 
businesses like insurance companies and mortgage 
brokers, or potential employers could use to avoid 
having to deal with “undesirable individuals”. 

I also worry that the same information, and many 
of the same analytic tools, could be easily fashioned 
into a behavioral surveillance system that would 
be the envy of any would-be dictator. Even without 
access to the massive databases currently being 
maintained by official government agencies, it would 
become fairly easy to create an extra-governmental 
system that keeps tabs of “suspicious” behavior, 
however the user chose to define it. 

Before you dismiss this as paranoid ramblings, 
consider the fact that such a system is already 
in place in parts of China. A cooperative venture 
between the Chinese government and several of the 
country’s largest banks, the so-called “Social Credit 
System” generates a three-digit social credit score 
for each citizen that determines their eligibility for 
everything from jobs and housing to which schools 

their children are allowed to attend. The score is 
calculated based on a large matrix of personal data 
that includes your purchases (including titles of 
books and videos), where you went to school, the 
type of car you drive, your online activity, and who 
(and where) you spend time with. 

While only deployed in parts of China today, the 
government has announced that they intend to roll it 
out for all Chinese citizens by 2020. And if there is 
any question about the intent of the system, Wired 
Magazine reports that “China’s State Council has 
signaled that under the national social credit system 

people will be penalized for the crime of spreading 
online rumors, among other offenses, and that those 
deemed “seriously untrustworthy” can expect to 
receive substandard services1.”

I don’t think that most Americans would 
knowingly allow such a system to be created 
here, but with so many of the elements required 
to build it already in place, all it would take would 
be the right financial incentives and a small spark 
of fear, perhaps generated by an act of terrorism, 
to get things rolling. We saw how the attacks 
of September 11, 2001 gave rise to a massive 
expansion of America’s electronic surveillance 
infrastructure and a greatly relaxed interpretation 
of the FISA Act of 1978 that protected us against 
privacy abuses by our government2. Is it too far-
fetched to consider the possibility that that some 
well-intentioned security agency might find a way 
to use commercially collected data to supplement 
their own records collected from Internet 
communications and facial recognition systems?

The good news is that these alarming scenarios 
are probably not inevitable. 

We still have time to develop technical measures 
and laws that will preserve our rights, freedoms, 
and ability to function as informed participants in a 
functioning democracy. Nobody has all the answers 
yet, but we can take a lead from some countries in 
Europe that already have laws in place to protect 
people’s personal data. I also suspect some 
important parts of the solution will emerge from 
the same entrepreneurial culture that brought the 
Internet, social media and e-commerce to the world. 

As technologists, I believe that we can be part of 
the solution. 

Is our democracy in danger from abuse of 
social networks? If so, what can we do about it? 
Please share your thoughts with me, and your 
fellow readers, by writing me at:  lee.goldberg@
advantagemedia.com 
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This month’s Brainstorm asks what 

design changes must be made in 
order for wearables to become 

adopted by the general population 
(Brainstorm page 24). The consensus? 
Smaller, longer lasting batteries. While 
I don’t contest these answers, the 
reason that I don’t wear my FitBit has 
nothing to do with its size or charging 
requirements – it was comfortable on 

my wrist, water-resistant, and since I 
charge my phone every night, I had no 
problem plugging in one more device.

My issue was that the wearble 
didn’t provide me with any real ben-
efit. Although I quickly jumped on the 
bandwagon, as my dad and sister 
decided we would compete to see who 
could get the most steps on any given 
day (we are a wildly competitive fam-
ily), the novelty soon wore off, and I 
removed my FitBit for good.

What my FitBit did tell me was that I 
really don’t walk that much some days 
(so is the life in a cubicle) and I really 
don’t sleep that soundly at night. 
But I knew these behaviors already. 
The wearable just made it difficult to 
deny. Apparently walking to the coffee 
machine and back doesn’t force me up 
and around as much as I had hoped 
(even though it happens regularly, all 
day, because of the aforementioned 
sleep issues and general caffeine 
addiction).

My other qualm: It didn’t give me 
any credit for going to yoga but my dad 
racked up his steps by simply rocking in 
his La-Z-Boy. Needless to say, my dad 
still wears his, although he did take a 
short hiatus from the tech in a period of 
frustration, as he has less patience with 
the device’s charging time.

According to a recent report by Pew 
Research Center, 83 percent of experts 
say wearable technology will have a 
“widespread and beneficial effect” on 
the public by 2025. While I don’t doubt 
the consensus, I don’t think this “ben-
eficial effect” will be the ability to count 
how many steps we take in a given day.

Recently, I had to wear a Holter 
monitor, a medical device that continu-

ously recorded my heart's rhythms 
for 24 hours (don’t worry, I am quite 
positive any issues stem from my 
aforementioned coffee consumption). 
However, I was able to avoid a long 
stay in a hospital bed because of this 
technology. Although the technology 
is not new (Norman J. Holter invented 
telemetric cardiac monitoring in 1949) 
it is an example of where wearables 
have an opportunity to really improve 
quality of life. 

The device let me go along about 
my day as normal, but it was very 
uncomfortable and bulky. Simple tape 
was still used to secure the electrodes 
to my skin – apparently some instances 
offer no high-tech solutions.

My issues with consumer wearables 
persist, and I remain hesitant about the 
many expert reports that predict our 
future. Yet any time I find myself feel-
ing doubtful about impending technol-
ogy, I remember that my grandfather 
grew up nothing during the Great 
Depression, and now he can FaceTime 
with his grandchildren on his new 
iPhone. That is pretty amazing.

What do you think? Will wearables 
change our lives for the better? Email 
me at Melissa.Fassbender@advantage-
media.com.
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1 Inside China’s Vast New Experiment in Social Ranking – Mara 
Hvistendahl – Wired, December 2017.
2 Foreign Intelligence Surveillance Act of 1978 (“FISA”) created 
as a response to President Richard Nixon’s usage of federal 
resources, including law enforcement agencies, to spy on 
political and activist groups within the U.S. https://en.wikipedia.
org/wiki/Foreign_Intelligence_Surveillance_Act


