
Cybersecurity Professional Penetration Tester
Professional Infrastructure to Cybersecurity Career Pathway 

Cybersecurity is of utmost importance, 
especially in today’s world. Our world is 
connected through a fragile network that
deals with internet banking and 
government infrastructure as DoS attacks, 
website defacement, and other cyber
attacks are on the rise. 

Penetration testers help businesses and 
organizations identify and resolve security 
vulnerabilities and weaknesses affecting 
their digital assets and computer networks. 
Some hold in-house positions with 
permanent employers, functioning as part 
of internal cybersecurity or information
technology (IT) teams. Others work for 
specialized firms that provide 
penetration-testing services to end clients.
Some penetration testing jobs carry other 
titles, such as “ethical hacker” or “assurance 
validator”.

By the end of the Cybersecurity Professional 
Penetration Tester immersive program, you 
will learn the role and responsibilities of a 
Pentester: to seek, identify, and attempt
to breach existing weaknesses in digital 
systems and computing networks. These 
systems and networks include websites, 
data storage systems, and other IT assets. 
You will be able to confidently demonstrate 
how networks and security infrastructure 
can be provisioned and operated across 
small to large enterprise businesses.

The programs follow a Foundations, 
Acceleration, and Transition (FAT) Structure. 
A minimum of three modules with 120 
hours each make up the learning 
framework.

Modules Hours

Virtualization and Cloud

Program Structure

Duration

Certifications

Contact Us

CompTIA Server+ / CompTIA
Linux+ / CompTIA Cloud+

CompTIA Network+

CompTIA Security+

CompTIA Pentest+

Divergence Academy
14665 Midway Rd, Ste. 220
Addison, TX 75001

(833) DIVERGE

hello@divergence.one

https://divergence.one

Schedule

Weekdays: Mon-Fri, 
9:00  – 6:00  CST

Weekday  Extended: Mon-Fri, 
9:00  – 1:00  

120

120

160

Wired & Wireless Networking

Security & Pentesting 

Get acquainted with server architecture, 
storage, security, networking, 
troubleshooting, and disaster recovery. 
Move the components of the server 
infrastructure into the Cloud via 
virtualization, additional security, 
deployment, operations, and automation.

Learn Information Technology network
foundations to work better with security
practitioners. This module covers newer
hardware, cloud computing best 
practices, service models, and hands-on
troubleshooting of small, medium, and 
large simulated networks for network 
resiliency.

Install and configure systems to secure
applications, networks, and devices. 
Perform threat analysis and respond with 
appropriate mitigation techniques. 
Participate in risk mitigation activities 
and operate with an awareness of 
applicable policies, laws, and regulations. 
Additionally, learn how to plan and scope 
an assessment, understand legal and 
compliance requirements, perform
vulnerability scanning and penetration
testing, analyze data, and effectively 
report and communicate results.

Immersive Program



The program is aligned with the National Initiative for Cybersecurity 
Education (NICE) Framework. The NICE Framework provides a set of 
building blocks for describing the tasks, knowledge, and skills that are
needed to perform cybersecurity work by individuals and teams. Through 
these building blocks, the NICE Framework enables learners to provide the 
support, administration, and maintenance necessary to ensure effective 
and efficient information technology (IT) system performance and security. 
This framework also empowers learners to identify, analyze, and mitigate 
threats to internal IT systems and/or networks.

Cheshire Pathways Security & Pentest Jobs

 
builds confidence to apply for jobs as:

Server Administrator: Server Administrator or Admin has the overall 
control of a server. This is usually in the context of a business 
organization where a Server Administrator oversees the 
performance and condition of multiple servers in the business 
organization.

Security Technician: Network Security Technicians monitor 
computer networks for security threats or unauthorized users, 
analyz  security risks, and develop response procedures.

Vulnerability Assessment Analyst: Perform  assessments of systems 
and networks that have deviated from acceptable configurations and 
measure  effectiveness of defense-in-depth architecture against 
known vulnerabilities.

Junior Penetration Tester: Also called “ethical hacker” or "assurance 
validator”, they are hired by network system owners and web-based 
application providers to probe for vulnerabilities that hackers with 
nefarious intent might be able to exploit to gather secure data and 
intelligence.

Learn how to design and tailor your resume, establish your 
LinkedIn profile using best in line industry tips and tricks, prep 
for interviews with one-on-one coaching sessions, and expand 
your professional network!

Engage with peers and instructors in Study Group Channels on 
Microsoft Teams.

Support Services

Various Funding Options available for you to start this program today

Hammertoss Advanced Persistent Threat (APT29) 

Pentesters spend most of their time conducting assessments and running tests. 
These duties may target internal or external assets, and testers can work both 
on-site and remotely.

During the morning, the tester or testing team decides on a strategy for the 
project at hand and sets up the required tools. In some cases, this involves 
rounding up “opensource intelligence” or OSINT, which real-life hackers draw on 
when trying to bypass security measures and initiate attacks.

In the afternoon, teams carry out the tests they spent the morning designing. 
Teams sometimes subdivide into smaller groups, with one group playing the role 
of hostile outside hackers and another group assuming the duties of internal 
cybersecurity personnel tasked with stopping them.

Alternate duties include carrying out simulations designed to assess other aspects 
of internal risk. For instance, penetration testing teams may target select 
employees with phishing scams or other false breaches to see what type of 
responses they get and how those responses affect established security protocols.

A DAY IN THE LIFE OF A PENETRATION TESTER

Scholarships
Apply for programs, including our Women in Technology scholarship, 
that provide access to underrepresented communities in tech.

Loans
Apply for a loan from one of our high-quality lenders, Skills Fund 
Financing, for as low as $600 a month.

Installments
Divide tuition into three payments at $ 00 per installment. 

Start Today With $0 Upfront

Other Funding Options 
Contact Admissions at 833-DIVERGE for funding options you may 
be eligible for. 

GI Bill®
GI Bill® is a registered trademark of the U.S.  Department of Veterans 
Affairs (VA). More information about education benefits offered by the 
VA is available at the official U.S. government website. 


