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For some entering the blockchain space, it is also the first time they step foot into 
the world of open source software, even though their lives have been affected 
by it for decades, both with software they directly use as well as indirectly with 
proprietary software built with components that were open source. Because 
of this, there is occasionally some confusion with regards to certain aspects of 
blockchain, as things may have been explained with the assumption that the 
audience has a basic understanding of open source software. This section aims 
to provide readers with a better understanding of open source as well as why it 
is important with blockchain. 

OVERVIEW ON OPEN SOURCE

The term “open source” commonly refers to software that has the source code 
available, is open for contribution, and is redistributable, among a few other key 
aspects. [1] With regards to the source code being available, it means that one 
would be able to determine exactly what the software does and modify it as they 
wish, as opposed to proprietary software where only the developing entity is able 
to see the details. 

A common analogy is that of a cake. With the source code available, one is able 
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to see the ingredients and recipe of the cake and make modifications as desired. With pro-
prietary software, only the cake is delivered with a description of what it is. With the former, 
you would, for example, know the type of chocolate used and how much of it, but with the 
latter, you may only know the kind of chocolate used. 

Open contribution, though not required to be considered as open source software, is a com-
mon trait. Keeping the cake example, people would be able to provide recommendations 
for changes to the recipe that is shared with others. In large open source projects, it is also 
common that the decision on which changes to approve or reject are made not by a single 
entity but rather by an otherwise unaffiliated group of contributors known as maintainers. 

With redistribution, the details tend to differ from one open source license to another. For 
example, software released under the GNU Public License (GPL) requires that distributions 
must show the source code as well and that any modifications done to the software are also 
under the same license, while the MIT license does not require that any further distribution 
also be under the same license or the publication of the source code. 

WHY IT MATTERS WITH BLOCKCHAIN

For blockchain, the most relevant trait of open source software is that the source code is 
available for audit. Though the other aspects are important, they tend to be dependent on a 
wide range of factors. However, all aspects need to be at the very least considered when ma-
king a decision on whether to use blockchain technology or not, as well as which one to use. 

The importance of auditing is due to one of the key reasons why blockchain is used in the 
first place - the reduction of the need of trust. If implemented correctly, the lack of verifia-
bility onchain should be limited to the accuracy of initial data entry and the physical assets 
connected to the digital twins represented onchain (tokens). However, if the source code 
of the blockchain is not able to be audited, trust would need to be placed with the develo-
ping company or individual with regards to the possibility that things such as backdoors 
for data modification causing erroneous data appearing as legitimate, or confidential data 
access potentially causing leaks, and other malicious actions, are not done. Though perhaps 
these are covered with legal contracts, the risk of data leaks and damages from either ma-
licious-but-hidden portions or errors that may have been found had auditing been possible, 
cannot be simply disregarded. 

LIABILITIES WITH OPEN SOURCE

Open source software is largely presented without any warranty. Companies and individuals 
that use the software are expected to audit the code themselves before implementing them 
at a more significant level and make the necessary adjustments themselves, or hire someone 
to do it. Though some companies that release open source software provide consulting ser-
vices to help with implementation, this is not always the case and it is usually 3rd parties that 
provide this service. 
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This is important for companies to take note of as it can potentially be a liability issue with 
severe consequences. For proprietary software, some responsibility for losses may be attri-
buted to the software development company. However, due to the licensing of open source 
software, this won’t be possible due to the transfer of responsibility.

PROPERLY APPROACHING OPEN SOURCE 

Because of these liability issues, the approach to open source must thus be an active one 
for risk management purposes. Being actively involved in the development of the software 
is usually one of the best ways to do this as not only would the company’s developers gain 
hands-on insights of the software being used, but also influence the direction of the software 
updates by being part of the community and providing feedback as well as perhaps contri-
buting features needed by the company. This also has positive PR effects, depending on how 
tech-focused a company is, as it can be used as a factor for marketing.

This aspect played a large role within Hyperledger, the fastest growing project under the 
Linux Foundation [2]. As the frameworks under Hyperledger gained greater popularity, more 
companies were interested in how they worked and how they could use them. During the 
early days, however, there were not a lot of guides ready, and so if companies wanted to 
understand them better, they had to get involved. Though now with the Hyperledger white 
paper and many other resource materials available, this still remains a viable option. 

RECONCILING OPENNESS AND PRIVACY WITH BLOCKCHAIN 

One common misconception and concern from industries where organizational intellectual 
property and data privacy are a major factor is that with blockchain, everything needs to 
be transparent. However, this is not necessarily the case. When data is communicated, the 
contents of the data can be encrypted and thus be only accessible by the receiving party. 
However, all who have access to view the blockchain can see the activity. 

��������� ��������������� ���������

Through various methods such as utilizing side chains, blockchains that run separately but 
are cryptographically linked to a main chain, and state channels, essentially private networks 
running with the main blockchain network, parties can further increase the level of privacy 
to one that they are more comfortable with, though with varying tradeoffs. It is also of course 
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completely possible to just publish proof that a partnership exists or that an order has been 
made, but not have anything else. It is under the full control of the parties that wish to com-
municate or transact with each other on how to move forward depending on their needs, 
both with each other and others on the blockchain network.

The control of what one shares follows the same concept. It is a common misunderstanding 
that all internal activities will need to be published on the blockchain. It should always be 
approached from the perspective that data owners retain control over the data they have. 
Companies and organizations themselves decide what they share and consider how this will 
impact them moving forward. For example, sharing more data may lead to easier collabora-
tions with other entities within the network, and perhaps some data is required to be shared 
based on the agreement with others on the network as a condition for joining the network in 
the first place. These additional considerations are why business disruption is almost always 
required when blockchain is implemented as one of the key factors to determine whether it 
is really needed or not.

SMART CONTRACTS - AUDITABILITY AND AUTOMATION

The increased viability of smart contracts, transactions that will automatically occur after a 
certain set of conditions have been met without interference by a third party, is one of the 
reasons why blockchain technology has increased in popularity. The concept of open source 
follows here as well with regards to being able to audit the terms of the smart contract.

����� ��� ������� �����������������������

One of the earliest forms of smart contract implementation on blockchain was the use of 
multisignature security [3], where multiple signatures were required for a transaction to exe-
cute. This could be used for a wide range of use cases. For example, outgoing transactions 
from a fund could only execute once a majority of the board has agreed to it. 

The utilization of smart contracts has strong disruption potential in the financial world as it 
can replace the need for an escrow. For example, a smart contract can be created between 
two parties in the network where a trade of one asset for another is being made. The first 
party creates a conditional transaction that will only execute once the second party sends 
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the digital assets. The second party meanwhile can audit the smart contract and can verify 
the conditions set by the first party. If all are as agreed, the second party sends the assets 
and automatically the transaction from the first party executes. 

���������� �����������

This capability can also expand to a greater number of participants, such as having an 
open and decentralized marketplace or asset exchange, again with no need for any escrow 
providers, or any other third party to enforce the transfers. Implementations such as the 
decentralized asset exchanges on public platforms like Nxt, Ardor, Ethereum, BitShares, and 
Waves, as well as the implementation of Moscow Exchange Group’s National Settlement 
Depository for stock trading utilizing Hyperledger Iroha [4] are a few of the examples in 
production today. 

TOKENIZATION - DIGITAL TWINS ON THE BLOCKCHAIN

The creation of digital representations of physical goods, known as digital twins, as well as 
representations on the blockchain for other things digital, such as digital software license 
coupons, on blockchain is commonly known as Tokenization. Though seemingly a new thing, 
the existence of tokens, then known as colored coins, has been around since 2014 with plat-
forms like Nxt [5] and Counterparty [6], which ran on the Bitcoin network, providing the 
ability to create tokens on top of their platforms. These tokens could represent whatever the 
issuer deems them to be. Other entities that acquire these tokens can thus transfer them 
amongst each other without the restrictions of the issuer or any other 3rd party platform. If 
there are restrictions set by the issuer, however, these are also open for audit by anyone who 
has access to view the blockchain.

These tokens can become more complex in addition to simple representation. For example, 
a token can represent a futures contract. At the time of maturity, a smart contract can be au-
tomatically launched where holding the token is a requirement to enter into the agreement.

A token could also represent a share, bond, or profit participation right, where all those who 
hold the token receive the payouts once issued, weighted to the amount of tokens they hold.
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NETWORK MAINTENANCE - TECHNOLOGY AND BEYOND

Taking into consideration developments in technology, the blockchain network used requires 
regular updating as with other systems. However, the maintenance goes beyond technology 
as the continuous use of a blockchain network adds more value to being part of the network, 
as does the growth of the number of parties that are involved. Thus, the maintenance of the 
blockchain network covers both technology and the existence of collaborative relationships. 
However, as the utilization of the network is dependent on business cases, it is thus impor-
tant to continue moving forward with a business-focused mindset. This includes changing 
blockchain platforms, changing to another form of distributed ledger technology entirely, 
such as a directed acyclic graph (DAG) which projects like Obyte, Nano, and IOTA use, or 
going back to traditional database systems, depending on the needs of the company and 
those in the network so that they can best collaborate with each other. 
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