Being a Safe Digital User:
Online Safety, Digital
Literacy, and Social Media

Outline
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• What is online safety?
• Online safety risks
• What school has in place

• Social media

What is Digital Literacy?
Digital literacy is defined as the ability to locate, organise,
understand, evaluate and create information using digital
technology.
It refers to a person’s understanding and ability to make an
informed decision on which digital tool to use for a specific
everyday task and their respective skill in using that tool to
produce a successful outcome.

What is Digital Literacy?
Children and young people today are using the power of digital
media to explore, connect, create and learn in a range of new ways.
With this power, young people have great opportunities however
schools are dealing with the associated ramifications – online
safety risks
Digital literacy teaching allows school to support their pupils to act
responsibly following internet etiquette or ‘netiquette’ and to use
the internet in a better way. It is important to teach DL because
of our growing usage and reliance on digital technologies. Pupils
need to be taught which tools are effective and how to use them.

What is online safety?
Online safety is defined as educating people about the BENEFITS,
risks and responsibilities of using the internet and electronic
devices.
Online safety is:
• Safeguarding children in the digital world
• Not about restricting children but educating them
• Supporting children and young people to develop safer online
behaviours both in and out of school
• Being educated ourselves to be able to support and help the
children

What risks might a child face when
they are online?
• Sharing personal information
• Reliability of sources
• Digital footprint
• Cyberbullying
• Unwanted contact/grooming
• Inappropriate websites
• Losing control over pictures and videos
• Sexting
• Radicalisation

Activity – Discuss each risk you have on your table and come
up with:
-an explanation of what it is
-what the risks may be
• Sharing personal information
• Reliability of sources
• Digital footprint
• Cyberbullying
• Unwanted contact/grooming
• Inappropriate websites
• Losing control over pictures and videos
• Sexting
• Radicalisation

Sharing information and privacy
settings
Children may share personal information online
that they shouldn’t – name, address, phone number, d.o.b,

email, passwords, photos, appearance, location, school name.

Sharing such information allows anyone to know
personal information linked to the child.
This information can be used in a variety of ways
and the main risk is that a stranger would know
where to find the child.
Children often don’t understand privacy settings
– making personal information shared easily

Reliability of sources
A high proportion of children believe that everything online is
real and true. It is important to teach the children about the
reliability of sources.
For example:
Wikipedia is great website for finding out
information but the website is unreliable
as anyone can add information about topics
and what they write may not be true.

Digital footprint/tattoo
Your ‘digital footprint’ is all the stuff you leave
behind as you use the internet.. Comments on social
media, Skype calls, app use and email records - it’s
part of your online history and can potentially be
seen by other people or tracked on a database.
Children don’t always realise that what we do
online leaves a ‘digital footprint’ and can effect the
children later in life.
What they can post or share now can have an
impact on college places, uni places and jobs. What
they share effects their online reputation.

Cyberbullying
Cyberbullying is bullying that takes place via technology.
whether on gaming sites, through a mobile device or via social
networking site, the effect can be devastating for the young
people involved.
With online technologies accessible 24
hours a day, cyberbullying can be relentless.
It can also intrude on spaces that were
previously personal, for example at home;
it can feel that there is no escape from it.

Unwanted contact/ Grooming
The term ‘grooming’ is a process used by people with a sexual
interest in children to attempt to engage them in sexual acts
either over the internet or in person.
These people attempt to make contact
with children over the internet. They
become their friend.
They could be pretending to be someone
else, or by showing an interest in them.

Inappropriate websites
Sometimes children may see things they wish they hadn’t, or access sites that
are inappropriate for their age.
Inappropriate can mean different things to different people, from swear
words to pornographic images or videos and what is inappropriate for children
will change as they grow and develop.
Within school we have filtering systems
which stops access to inappropriate
websites but at home it is easy to come
across them. This can’t be stopped but we
can educate the children so they know what to do
if they come across anything.

Losing control over videos and photos
Pictures and videos can be copied, shared and spread at great speed.
What may have started as being posted for a few friends, can very
quickly end up in the hands of the entire school and beyond
Children need to think about what photos and
videos they post and if they have permission
to upload photos or vides of friends.
Pictures or videos getting into the wrong
hands can cause bullying, distress, blackmail
and change reputation.

Sexting
Sexting refers to the sending of sexually explicit images via text, email or through social networking site. When
people talk about sexting they usually refer to sending and receiving:
- naked pictures or ‘nudes’
- ‘underwear shots’
- sexual or ‘dirty pics’
- rude text messages or videos
They can be sent or received to/from a friend, boyfriend,
girlfriend or someone they have met online.
It can be easy for children to feel under pressure
to send these types of photos but it comes with a
lot of risks such as losing control over the photos
and videos, emotional distress, change
of reputation and cyber bullying.

Online radicalisation
Radicalisation is the process by which an individual or group comes
to adopt increasingly extreme political, social or religious ideals
and aspirations.
These ideas and aspirations reject or undermine the status quo or
the contemporary ideas and expressions of freedom of choice.
The internet offers opportunities from online
radicalisation to spread easily. It is important
to be aware of the risk and the guidance is
to report any concerns or signs of radicalisation.

What should schools have in place for
online safety?
• Online Safety Scheme of Work
• Regular training including staff, pupils, parents and governors
• Online Safety Incident Log
• Policies including
•
•
•
•
•

Online Safety Policy
An Acceptable Use Policy including staff, pupils, parents and governors
A Mobile Phone Policy
A Data Protection Policy
A consent form for the use of digital images - GDPR

Social Media
• Can you name the sites?
• How old do you have to be to join/use them?

Teaching children about Social Media
Although our primary school children should not be using social
networking sites, we cannot stop them. So we need to try and
educate them. Ways of doing this include:
• Workshops for KS2 Pupils

• Discuss the benefits of using Social Media sites
• Discuss the risks of using Social Media site
• Discuss and show to change privacy settings

• Parent workshops
• Parent Leaflets about settings on Social Media sites
• Creating social media rules

https://www.nspcc.org.uk
www.safetynetkids.org.uk
https://www.internetmatters.org
www.kidsmart.org.uk/
https://www.thinkuknow.co.uk/

Remember to follow us on
Twitter at:
@PinnerWoodSch

