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16 Nations cybersecurity 
Roundup

 Marine & Offshore gives a roundup 
on cybersecurity developments 
in the developed nations and 
perchance tells it as it is really like. 

22 cyber security Is priceless. 
Work on It! 

 Forget about pirates. They can 
be contained as they have been. 
The new era of cyber warfare will 
see no end if nation states, and 
shipping companies keep letting 
their guard down and clutch at 
straws for answers that may just 
not be forthcoming.

27 cyberattacks: can ports ever 
Be safe? 

 It is the question that has seized 
port and shipping officials 
incessantly. When and how can 
they beat off cyber thieves who 
have found a new, lucrative way 

of making profits? By some luck 
of the draw, these ‘glorified 
highway men’ are reaping it, 
whilst the rest of the society weep 
and wring their hands.

36 Improving cybersecurity: 
What ports can Do 

 In recent times, ports have proven 
vulnerable to cyber-attacks by 
numerous highly skilled “hacker 
groups” and threat actors.

41 cruise control
  Marine & Offshore is delighted to 

have the chance, recently to speak 
with Mr Sourav Hore, Managing 
Director, Central Ship Management 
Ltd.

44 cybercrime Knocks – how 
prepared Is The shipping 
sector?

  Navigating the impact of the 
COVID-19 pandemic has forced 
the shipping sector to reappraise 
its operations and reassess its 
resilience.

coNTeNTs
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Twenty or thirty years ago, it might simply have been the capers 
of a wandering lunatic. Cyber thieves have now made their 
trade an artform! They have pilfered data, ravaged computer 
systems, stalled vessels in their tracks, taken data and therein 
cargo from ports, and have inflicted catastrophic damage that 
have never been even remotely imagined!

All the major shipping lines have now sheepishly admitted to 
cyberattacks. And most ports have girded up to face the scourge 
of the modern era. All these incidents are not something to be 
celebrated about with hammers and tongs and to be catapulted 
into the ‘enviable’ company of a wandering lunatic.

So ‘lucrative’ has the trade been that even state actors are 
now lapping it, up. Cyberattacks are now a game changer as 
they say in common parlance. Everybody everywhere will be 
impinged. A nightmarish scenario is of a nuclear missile firing 
off by the diabolical methods of a diabolical mind, an airplane 
deliberately getting the wrong instructions and later crash, or a 
failing rail line control system.  

For that reason and more, the planet we all live in needs 
a protective cover. A protective cover that can convincingly 
prove that all internet systems are more than adequately 
protected and operational technological systems on board 
ships, are in ship shape. 

Alas, that protective cover does not exist. The world, writ 
large, has sat on its laurels and at every shipping conference, 
narratives about cyber security have mostly, been reactive 
than prescriptive. 

A tautly connected world with computers, undersea cables 
and wires hanging around everywhere etc, whilst making 
communications easier has also made the world a more 
porous place. 

WHAT DO 
WE DO WITH  

cYBeR 
cRIMINals? 

EDITOrIAl

Shipping must grapple with the twin challenges of 
decarbonisation and now cybersecurity threats. Decarbonisation 
too is much of a challenge because ships cannot be electrified. 
Neither can every shipping company be fuelled by solar panels 
as the technology has yet to arrive in the poorest parts of 
the world for them to afford and fit onto ships. 

The IMO says, “Cyber risk management means the process of 
identifying, analysing, assessing and communicating a cyber-
related risk and accepting, avoiding, transferring or mitigating 
it to an acceptable level, considering costs and benefits of 
actions taken to stakeholders.” 

Regrettably for most companies across the world, that seems 
well under their radar. The key problem as always, is identifying 
a problem before it turns into a crisis. Most shipping companies 
cannot and are not able to do that. 

Like what Stephane Nappo, Global Head of Information 
Security for Société General once said, “The five most efficient 
cyber defenders are: Anticipation, Education, Detection, 
Reaction and Resilience. Do remember: “Cybersecurity is 
much more than an IT topic.”

Let’s commit to all of the above to deny cyber criminals 
their place in the world. They don’t deserve it and we don’t 
deserve them. 

The world as we know deserves better, which is nothing more 
than some well-deserved peace of mind. 

Jaya Prakash
Editor



Nov to Dec 20214 Nov to Dec 2021 5

iNDustry News

MaritiMe 
CyberseCurity:

CaN we Be riD of it? 

Just why has the maritime and shipping industry met with almost ceaseless 
cyberattacks? 

The straightforward answer is that ports, warehouses, ships, ECDIS etc altogether 
combined are where the vital nodes of the global supply chain lie. Therefore, there 
is huge dilemma to confront, something that shipping has yet to come to grips with. 

But the key question to ask is why security is fundamentally, a non-negotiable 
criterion for ships and ports? The nature of attacks on ships is such that even an 
off-duty seafarer when communicating with his colleagues or his higher-ups on land, 
can be triggering up an opportunity for cyber criminals for cyber attacks. Thus, it is a 
‘trip wire’ whether on land or at sea for the maritime industry in general, and maritime 
cybersecurity protection, in particular.  

Photo: Adi Goldstein on Unsplash

The commonest form of attacks are those relating to ransom-
ware, a type of malware from crypto virology that threatens to 
publish the victim’s personal data or perpetually block access 
unless a ransom is paid, followed by denial of service etc. 

To begin with, ships just need digital tools. There is no question 
about that and again, there is nothing to negotiate about. Just 
for that reason and that reason only, ships must be automated. 
Ship compasses are digital along with gyroscopes, the ECDIS 
and GPS. 

But the real sore point about ships and the maritime industry, is 
that infrastructure tends to be old, somewhat antiquated, hard 
to track when out in the open seas with seafarers still not used 
to understanding all the implications behind a cyberattack. 

What has come to fore, is the lack of trained IT professionals 
on board ships. That now entails STCW courses to be amended 
to reflect ‘new realities. Just as well, it also requires a new 
kind of software sophisticated enough to detect approaching 
attacks on IT and operational technology (OT) systems; and 
neutralising ransomware demands such that ship operators get 
to know where the offending attack originated from. 

Importantly, there is also scope for P&I clubs to insist on 
cybersecurity protective cover in vessels before the issuance of 
insurance cover.

In the words of GARD, a company dealing in insurance for the 
maritime industry, in the era of cyber reality everywhere, 
the threat landscape continues to increase with more 
technological transformation, use of cloud, and broader 
networking capabilities towards vessels,. Cyber-criminals will 
look to attack operational systems and backup capabilities 
simultaneously in highly sophisticated ways leading to 
destructive cyberattacks. Cyber security depends not only on 
how company and shipboard systems and processes are 
designed but also on how they are used - the human factor.

Cyber risKs May NOt be easy tO iDeNtiFy

Criminals, trying to exploit the maritime industry, the vessels 
and their crew, are well organised and continuously evolve 
in the way they operate. This reflects the constantly evolving 
nature of cyber risk in general. Approaches to cyber risk 
management need to be company- and vessel specific but 

must also be guided by requirements contained in relevant 
national, international and flag state regulations.

Shipowners and operators who have not already done so, 
should undertake risk assessments and incorporate measures 
to deal with cyber risks in their ship’s safety management 
systems (SMS) and crew awareness training. Shipowners and 
operators should also embed a culture of cyber risk awareness 
into all levels and departments in the office and on board the 
vessels. The result should be a flexible cyber risk management 
regime that is in continuous operation and constantly evaluated 
through effective feedback mechanisms.

Most Classification societies (Class) and several marine consult-
ing companies have issued guidelines and recommendations 
on cyber security onboard vessels. Class, as a Recognized 
Organization on behalf of Flag State authorities, may now also 
deliver ISM audits which include cyber risk.

Class is also offering a voluntary cyber secure class notation 
for verifying secure vessel design and operation and cyber 
secure type approval to support manufacturers with cyber-
secure systems and components. As an advisor, Class may also 
offer cyber security risk assessment, improvement, penetration 
testing and training support both on board and in the office.

MaNaGiNG tHOse attaCKs

Just what we do with those attacks and how to spot them before 
they materialise, is one of the biggest ‘headaches’ for maritime 
managers. But considering attacks that can shut down a system 
is one way of forging ahead. In other words, pay careful 
attention to those systems and hire IT experts for their guidance. 

Having a cybersecurity action plan will certainly lend 
assurance and confidence to insurance professionals wishing 
to indemnify claims from companies reeling from a cyber-
attack. Importantly, is the need for smart tools that can sniff 
out potentially malicious conduct in maritime networks. Yet 
another action this author suggests is to have constant 
networking and intelligence sharing sessions to educate 
owners and operators of the dangers of cyber security attack 
and to share best practices.  

Make no mistake - attacks on the information systems are 
attacks on supply chains. They must be contained, or we will be. 
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BIMCO AND CIRM 
SOFTWARE LOG

is NOw isO stANDArD 24060

In news taken out from BIMCO’s website, a new International Organisation for Standardi-
sation (ISO) standard, is poised to make life will be easier for everyone, as each ship will 
be able to keep track of information about thousands of different software installations. 
The ship software logging system requires an initial log entry for equipment and includes 
a repository of electronic service reports associated with log entries.

“The new ISO standard is an important first step to assist digitalisation and integration of 
operational technology systems on ships,” says David Loosley, BIMCO Secretary General.

“A ship will now have access to a register of the shipboard software and know which 
versions of the software that are used. All the tedious and error prone manual updating 
and record keeping of software onboard ships will start to be automated with this 
standard,” Loosley says.

ISO 24060 MINIMISES THE ADMINISTRATIVE BURDEN

An Industry Standard on Software Maintenance of Shipboard Equipment was published 
by the two organisations in 2017 with the goal of ensuring that software can be effectively 
maintained by identifying, planning and executing necessary measures – such as updates - 
throughout the full software lifecycle. The new ISO standard supports the Industry Standard 
by helping to automate record keeping of software maintenance in a standardised format 
on every ship. Today, such record keeping either is non-existent or made through individual 
- and in many cases homemade - systems. The consequence is both a waste of resources, 
and potentially a safety and cyber security risk.

“Having participated in development of the new standard ISO 24060, CIRM’s member 
companies are well-placed to implement the ship software logging system,” says Frances 
Baskerville, Secretary-General of CIRM.

“The new standard paves the way towards better automation of software maintenance 
procedures, with the aim of improving efficiency by reducing the manual administrative 
burden on ships’ crews and service personnel.”

The ship software logging system defined in ISO 24060 can be automatically updated 
by status reports sent from connected equipment. The initial version of ISO 24060 also 
provides for manual updating of the software log in acknowledgment of the reality that 
ship-wide networks are atypical and standardised digital interfaces are not always present 
on equipment.

It is expected that ISO 24060 will evolve over time together with increasing digitalisation 
and when experience on the use of the introduced concept accumulates, to a future point 
when the software logging process will be fully automated.

Regarding the next steps for the Industry Standard on Software Maintenance of Shipboard 
Equipment, BIMCO and CIRM intend to propose development of a further technical 
standard in the ISO 24060 series, based on the concept of the Electronic Service Report.
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MAKiNG 

WAVES!

IRENA AND SIEMENS ENERGY SIGN PARTNERSHIP 
AGREEMENT

The International Renewable Energy Agency (IRENA) has today signed a partnership 
agreement with Siemens Energy aimed at advancing the global energy transition. 
Under the agreement, the organisations will strengthen collaboration on the 
application of technology to advance and deepen the transition to renewable energy 
around the world.

The wide-ranging scope of collaboration extends to a variety of opportunities 
including developing the business case for green hydrogen as a major contributor 
to deep decarbonisation, furthering joint efforts to promote heat generation and 
industrial processes, decarbonising hard to abate industries like cement, steel and 
petrochemicals, and facilitating private sector investment in the renewables sector.

IRENA and Siemens will also exchange knowledge and expertise on renewable 
electrification, including the development of roadmaps that prioritise communities 
and regions currently lacking access to modern energy.

“ MARINE & OffShORE 

bRINgS yOU SOME Of ThE 

lATEST INdUSTRy NEwS fROM 

AROUNd ThE wORld.  ” 

“Partnerships are the cornerstone of global efforts to achieve 
the sustainable development goals and key to the rapid 
acceleration of the global energy transition,” said francesco 
la Camera, director-general of IRENA. “This public-private 
initiative is representative of a shared vision for a low-carbon 
energy future and of a joint commitment to meaningful action.”

“This partnership leverages and amplifies both of our or-
ganisation’s strengths to accelerate the energy transition,” said 
Christian bruch, CEO of Siemens Energy. “Action to tackle cli-
mate change is a global imperative. Our best chance of success 
is through strong partnerships with dedicated organisations.

“we believe that innovative technologies are the key to 
combating climate change,” he continued. “The energy 
transition is a considerable challenge which requires great 
change but offers significant potential.

BP, AKER AND STATKRAFT JOIN FORCES 
FOR OFFSHORE WIND IN THE 
NORWEGIAN NORTH SEA

Photo: bp

bp has agreed to join Statkraft and Aker Offshore wind in a 
consortium bidding to develop offshore wind energy in Norway.

The partnership – in which bp, Statkraft and Aker Offshore 
wind will each hold a 33.3% share – will pursue a bid to 
develop offshore wind power in the Sørlige Nordsjø II (SN2) 
licence area.

SN2’s favourable location provides power export access to 
local and adjacent markets. The consortium also intends 
to explore opportunities to provide clean power to electrify 
offshore oil and gas facilities. The partnership would work with 
local suppliers, building industrial competencies for Norway’s 
offshore wind market, and contribute toward value creation in 
the Nordic and European energy market.

The consortium brings together the individual companies’ 
strong technical skills and deep experience in offshore energy 
projects, covering the full value chain from development to the 
delivery of offshore renewable energy to market.

bp has interests in the offshore wind sector in the both the US 
and UK and a longstanding onshore wind business in the US. 

It brings strong North Sea development and operating 
experience, international energy trading capabilities and a 
disciplined financial framework to the partnership.

dev Sanyal, bp’s executive vice president of gas & low 
carbon energy, said: “bp aims to grow our renewables 
business at scale and we see great opportunities in offshore 
wind energy. we have decades of offshore experience in 
the North Sea and will also bring our extensive trading 
capabilities and strong relationships in Europe. Coming 
together with Aker and Statkraft, we believe this consortium 
will be ideally positioned to effectively and efficiently grow 
and deliver clean power for European markets, as well as 
strengthen the supply to Norway when needed.”
  
As Europe’s largest producer of renewable energy, Statkraft’s 
expertise in energy management and its experience and 
competence in wind farm development and operations provide 
a foundation for success in developing SN2.

Christian Rynning-Tønnesen, chief executive of Statkraft, said: 
“we have extensive capability from the development and 
operation of onshore wind around the world and experience 
in significant offshore wind projects in the United Kingdom and 
Ireland. Strong growth, decreasing technology costs and the 
involvement of industrial and financial players all indicate 
the rising role that offshore wind will play in Europe. Our 
partnership with Aker and bp will create meaningful value and 
contribute towards Europe’s energy transition.”

Aker brings to the project its learnings and know-how from 
five decades of designing and executing offshore projects in 
the North Sea as a supplier, developer and operator. Aker 
horizons will work closely with the consortium on topics 
including strategy and financing, and the partnership will also 
benefit from the broad capabilities of other Aker companies, 
including Cognite and Aker Solutions.

Kristian Røkke, chairman of Aker Offshore wind and chief 
executive of Aker horizons, added: “Our partnership has the 
potential to redefine Norway’s position as an energy nation, 
and the consortium’s joint capabilities are building blocks to 
lead the energy transition. Together with Statkraft and bp we 
will work to develop the Norwegian offshore wind industry, 
reduce emissions and create new jobs.”

with bp joining the Norwegian consortium, energy 
cooperation between Norway and the United Kingdom is 
also further strengthened.

TOTALENERGIES & TECHNIP: 
LOW-CARBON SOLUTIONS FOR LNG & 
OFFSHORE FACILITIES

TotalEnergies and Technip Energies signed a Technical 
Cooperation Agreement to jointly develop low-carbon 
solutions for liquefied Natural gas (lNg) production and 
offshore facilities to accelerate the energy transition.
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As part of this agreement, both parties will explore new 
concepts and technologies, in order to reduce carbon footprint 
of existing facilities and greenfield projects in key areas, such as:

•	 LNG	production,
•	 cryogeny,		
•	 production	and	use	of	hydrogen	for	power	generation,	
•	 or	processes	for	Carbon	Capture,	Utilisation	and	

Storage (CCUS)

The qualification of new architectures and equipment that will 
be developed in these areas is also part of the agreement.

This partnership is based on a common belief that cooperation 
across the industry is needed to achieve energy transition goals. 
by partnering, Technip Energies and TotalEnergies rely on com-
plementary expertise to decarbonise lNg plants and offshore 
facilities, supported by their leadership positions in these areas.

Arnaud breuillac, President Exploration & Production at 
TotalEnergies, declared: “for TotalEnergies as a global lNg 
player, this collaboration brings opportunities to further 
innovate and strengthen our expertise in reducing ghg 
emissions, improving energy efficiency for our lNg and off-
shore assets and developing innovative technologies such 
as hydrogen. It is in line with our company’s ambition to 
be Carbon Neutral by 2050. we are looking forward to 
cooperating with Technip Energies to find solutions helping 
to advance towards a low carbon future.”

Arnaud Pieton, Chief Executive Officer of Technip Energies, 
stated: “we are very proud to partner with TotalEnergies, a 
long-standing client and partner to bring together our expertise 
and know-how in lNg and Offshore projects to accelerate the 
transition towards a low-carbon society. This agreement reflects 
our commitment to provide tangible and decarbonised 
solutions from the earliest concept to delivery and beyond.”

SONARDYNE NAVIGATION FOR KAWASAKI 
HEAVY INDUSTRIES’ SPICE AUV

Kawasaki heavy Industries’ (KhI) has chosen a suite of subsea 
navigation, positioning and communications technologies 
from marine energy, defence and science company Sonardyne 
to navigate, track and control its first commercial SPICE 
autonomous underwater vehicles (AUVs).

The SPICE (Subsea Precise Inspector with Close Eyes) AUV, 
complete with a submerged docking system and unique robotic 
arm for non-destructive testing, has been designed and built by 
KhI for intelligent and low-logistic pipeline and subsea asset 
inspection operations down to 3,000 m water depth.

To support accurate and long-duration navigation on its 
missions, while minimising complexity and payload space 
consumption, the vehicle is fitted with Sonardyne’s industry 
leading hybrid navigator SPRINT-Nav.

for underwater positioning and communications, the SPICE 
AUV is using Sonardyne’s AvTrak 6 – a combined transponder, 
modem and emergency relocator beacon all in one. KhI 
has also been using Sonardyne’s Mini-Ranger 2 Ultra-Short 
baseline (USbl) system with a Robotics Pack to support tracking 
and communications during development and testing. 

Two SPICE (Subsea Precise Inspector with Close Eyes) AUVs have 
already been ordered by UK-based subsea services company 
Modus Subsea Services for cable and pipeline inspections, as 
well as more conventional surveys. One is due to be delivered 
to Modus this year

“Our goal with the SPICE AUV is to enable operational 
efficiency of inspection operations, to reduce cost and reduce 
the burden and risk experienced by crews working on support 
vessels offshore. we believe that Sonardyne’s instruments will 
support the highly accurate navigation of the SPICE AUV, 
supporting our goals”

Noriyuki Okaya, development & design section, AUV 
department Kobe Shipyard, at KhI.

SPRINT-Nav combines Sonardyne’s SPRINT INS sensor, 
Syrinx 600 khz dVl and a high accuracy intelligent pressure 
sensor into a single housing, making it one of the smallest 
combined inertial navigation instruments on the market. 
SPRINT-Nav’s tight integration of raw sensor data at a low 
level provides unprecedented navigational performance and 
precision for subsea vehicles, consistently outperforming 
competing systems in customer trials. The SPRINT-Nav 700, 
selected by KhI, is equipped with the highest performance 
available sensors, including honeywell ring laser gyros 
and accelerometers.

built for simple integration on AUV platforms, AvTrak 6 
combines the functions of transponder, transceiver and 
telemetry link in one low power unit, leaving more payload 
space and power for other instruments. It enables AUVs to 

undertake simultaneous lbl ranging, USbl tracking via a 
surface vessel and robust telemetry for AUV to vessel and 
AUV-to-AUV communications.

Mini-Ranger 2 is ideal for use from smaller vessels, where 
survey-grade positioning performance is required. It can 
simultaneously track 10 targets at very fast update rates, 
is quick to install and has a standard operating range 
of 995 m, extendable to 4000 m. Sonardyne’s Marine 
Robotics software pack unlocks valuable additional 
capability when used with a compatible subsea vehicle 
mounted instrument such as AvTrak 6. This includes secure 
data exchange and remote control of multiple AUVs 
deployed in swarm scenarios.

SEMBCORP MARINE: OFFSHORE WIND 
FARM SUBSTATIONS FOR ØRSTED

delivery of substations expands Sembcorp Marine’s footprint 
in renewable and clean energy sector.

Sembcorp Marine has successfully completed the fabrication 
of the Offshore Substation (OSS) and Reactive Compensation 
Station (RCS) (collectively, “Substations”) for Ørsted wind Power 
subsidiary Optimus wind limited. The Substations set off 
on a voyage to the hornsea Two Offshore wind farm from 
Sembcorp Marine Admiralty yard today.

Constructed at Sembcorp Marine’s integrated facilities, the 
OSS is the largest AC offshore substation and together with 
the RCS, they have a combined weight of 10,200 tonnes. 
In addition to fabrication, Sembcorp Marine spearheaded 
the engineering, procurement, hook-up and commissioning 
works for the Substations.

located in the North Sea some 89 km off the yorkshire Coast, 
hornsea Two spans an offshore area of 462 km2 and will be 
the world’s largest wind farm when it goes into operation in 
2022. with capacity of 1.4 gw, the farm will provide power 

to more than 1.3 million homes in the United Kingdom.

“we thank Ørsted wind Power and Optimus wind for their 
trust in Sembcorp Marine’s capability to deliver these functional 
engineering solutions to their desired quality,” said Sembcorp 
Marine head of Offshore Platforms Mr Samuel wong. “These 
Substations, along with the OSS and RCS jacket foundations 
that were delivered by Sembcorp Marine in August 2020, 
demonstrate the group’s commitment to meet the challenge of 
delivering these structures safely amid this pandemic.”

Patrick harnett, Senior Programme director, said, “with 
plans to have the wind farm operational in 2022, this is 
a very exciting milestone for hornsea Two. In 2019, Ørsted 
opened the UK’s largest operations base for offshore wind at 
grimsby’s Royal dock, providing a total of 400 jobs for local 
people. hornsea Two will be maintained and operated from 
this base, creating a long-term operations hubs, meaning 
Ørsted will provide careers for years to come – offshore wind 
farms last at least 25 years.”

The Substations will reach their destination at end-September 
2021 for integration with their jackets. Installation of the OSS 
and RCS jacket foundations was completed in October 2020 
by Sleipnir, the world’s strongest semi-submersible crane 
vessel built by Sembcorp Marine.

RENEWABLE & CLEAN ENERGY EXPANSION

According to independent energy research firm, Rystad 
Energy, global offshore wind expenditure is projected to grow 
at a compound annual growth rate of 11% this decade to 
reach US$126 billion per year by 2030 1. having identified 
this megatrend, Sembcorp Marine has since 2015 embarked 
on a strategic business transformation leveraging its 
integrated offshore and marine (O&M) engineering capabilities 
to proactively diversify its business and product segments 
towards the provision of clean energy solutions.

Sembcorp Marine President and CEO, Mr wong weng Sun 
said, “The group’s diversification and expansion into clean 
energy solutions segments, including renewable energy and 
gas value chain, serves to align its business with the global 
shift towards environmentally-responsible solutions. This pro-
active diversification and expansion strategy is bearing fruit. 
green energy solutions comprised approximately 34% of the 
group’s net order book of S$1.78 billion as at 30 June 2021.

“As Sembcorp Marine accelerates its transformation and 
positions itself for the global shift towards a low carbon 
economy, it will continue to harness opportunities across the 
entire O&M and renewable energy sectors, including clean 
solutions such as electrification, gas value chain, ocean living, 
as well as carbon capture and storage solutions.”

Hornsea Two’s reactive compensation station and offshore 
substation sailing away to the UK North Sea
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SINGAPORE RETAINS TOP SPOT FOR 8TH CONSECUTIVE 
YEAR

Singapore has maintained its lead in the Xinhua-Baltic International Shipping 
Centre Development (ISCD) Index as the world’s top maritime centre for the 
eighth year running. 

The index is an independent ranking of the performance of 43 cities offering port 
and shipping business services. The rankings consider factors including cargo 
throughput, port facilities, maritime services and business environment. Singapore 
is ranked first, based on its robust port infrastructure, a comprehensive range of 
maritime services and supportive government policies.

Mr Chee Hong Tat, Senior Minister of State, Ministry of Transport, said, “As the 
world’s busiest container trans-shipment and bunkering hub, the Port of Singapore 
has done well to support global seaborne trade during this pandemic. Our 
international maritime centre remains a vibrant marketplace centred on a strong core 
of shipping companies and a comprehensive pool of maritime services such as 
shipbroking, marine insurance, ship financing and maritime law and arbitration. I 
thank our maritime companies and unions for their strong partnership in growing 
Singapore’s maritime sector amidst a very challenging year.”

Photo caption: Soren Toft, CEO MSC Mediterranean Shipping 
Company and Huibert Vigeveno, Downstream Director, Royal 

Dutch Shell

“ MArIne & OffSHOre  

rePOrTS On THe lATeST 

HAPPenIngS AnD 

DevelOPMenTS IMPACTIng 

THe MArkeTS. ” 

MSC & SHELL AGREEMENT ON 
DECARBONISING SHIPPING

 

MSC Mediterranean Shipping Company (MSC) and Shell 
International Petroleum Company limited (Shell) have 
agreed to work closely together to help accelerate the 
decarbonisation of the global shipping sector. The long-term 
memorandum of understanding will help MSC and Shell to 
play enhanced roles in the energy transformation of shipping, 
as developers and early adopters of innovative technologies 
and fuel solutions.

The companies plan to develop a range of safe, sustainable 
and competitive technologies that can reduce emissions from 
existing assets and help to enable a net-zero emissions future 
for shipping.

Bud Darr, evP Maritime Policy and government Affairs, MSC 
group, said: “MSC’s efforts to decarbonise include strong 
partnerships with a range of companies across the industry. 
This partnership with Shell is a great example of the type of 
commitment that is needed to catalyse low-carbon solutions 
for the shipping sector.

“To reach that ultimate goal of complete decarbonisation, we 
must look at a set of solutions. We need significant advances 
in research and development and fuel development. MSC 
welcomes partnerships like this with Shell that are designed 
to facilitate cross-sector information sharing and prove how 
collaboration is key in defining the best pathway to a net-zero 
future,” said Mr Darr.

Melissa Williams, President, Shell Marine, said: “Shell 
wants to play a central role in the transition to net zero. 
Partnering with our customers to develop new technologies 
and fuels will help accelerate progress. Combining MSC’s 

experience as one of the world’s largest shipping compa-
nies with Shell’s expertise as a global energy supplier will 
help bring about effective solutions for this vital part of the 
world economy.”

Shell and MSC have worked together over the last 10 years 
on projects, including bunkering biofuels and trialling very 
and ultra-low sulphur fuels.

MSC and Shell technical and commercial teams will 
collaborate to develop and deploy net-zero solutions such as 
zero-emission fuels of the future and the technologies that 
will enable them, including fuel cells, with the ambition 
of contributing towards a zero-carbon flexi-fuel concept 
vessel. They will also work together on energy efficiency 
technologies, including digital services and platforms.

The partners continue to envisage a range of fuel solutions on 
the route to a net zero future and are also exploring options 
such as hydrogen-derived fuels and the use of methanol as 
a marine fuel. Both companies each have been exploring the 
significant potential benefits of progressing from fossil-based 
liquefied natural gas (lng) to bio-lng or synthetic variants. 
Together, the partners will explore opportunities for MSC 
to use lng in its fleet, as the lowest emissions fuel widely 
available today. They will also consider future pathways, 
including methane-slip abatement technologies that will 
further bring down lng’s emissions.

The partnership also offers an opportunity for Shell and MSC 
to work together to engage the industry and its stakeholders on 
strategic policy issues, bringing their dual perspectives with the 
purpose of enabling constructive dialogue and to accelerate 
decarbonisation in the sector.

From left to right: Carlos Maurer, Executive Vice President Sectors 
& Decarbonisation Shell, Bud Darr, EVP Maritime Policy and Gov. 

Affairs MSC Group, Soren Toft, CEO MSC, Melissa Williams, 
Vice President Marine Sectors & Decarbonisation Shell Marine, 

Huibert Vigeveno, Royal Dutch Shell Downstream Director
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SIEMENS GAMESA:  
DECARBONISATION, RECYCLABILITY 

& TECHNOLOGICAL EDUCATION

•	 The	company	is	leading	the	way	to	a	zero-waste	industry	with	the	commitment	
to	make	turbines	fully	recyclable	by	2040,	with	blades	fully	recyclable	by	2030

•	 Siemens	Gamesa	 advances	 its	 ambition	 to	 have	 net-zero	 emissions	 by	 10	
years	to	2040,	including	emissions	from	its	value	chain

•	 The	company´s	technological	education	program	is	part	of	a	social	program	
that	includes	diversity	targets	and	a	commitment	to	improve	the	communities	
in	which	we	operate	

Sustainability	 can	 only	 be	 addressed	 through	 long-term	 commitment.	 Siemens	
Gamesa	 strives	 to	 operate	 as	 an	 environmentally	 sustainable	 and	 responsible	
business	to	better	serve	all	its	stakeholders,	from	investors	to	customers	and	com-
munities.	The	company	has	raised	the	bar,	launching	an	ambitious	Sustainability	
Vision	towards	2040	to	ensure	its	contribution	has	the	most	significant	impact	on	
the	future.	

“At	the	heart	of	everything	we	do	is	a	deep	desire	to	improve	
our	 world	 through	 the	 provision	 of	 clean	 energy	 that	 will	
help	to	decarbonise	the	energy	supply	and	tackle	the	threat	
of	climate	change.	That	purpose	doesn´t	just	end	with	the	
provision	of	wind	energy,	however,	and	we	are	determined	
to	take	action	across	all	our	activities	that	will	have	a	positive	
effect	on	the	environment,	our	company,	and	society.	Pushing	
the	 boundaries	 of	 sustainability	 is	 an	 important	 pledge	 to	
lead	change	now	but	also	for	the	generations	to	come”,	said	
Andreas	Nauen,	CEO	of	Siemens	Gamesa.	

Among	the	numerous	projects	and	initiatives,	the	plan	out-
lines	a	way	 to	help	achieve	a	decarbonised	economy	with	
the	goal	of	reaching	net-zero	emissions	by	2040,	including	
emissions	 produced	by	 the	 company’s	whole	 value	 chain.	
Previously,	the	net-zero	target	was	2050.	

To	 this	 end,	 the	 company	 will	 pursue	 opportunities	 to	
achieve	a	 carbon	 intensity	 rate	of	 zero-emissions	per	MW	
installed	without	any	offset	compensation	measures.	Some	

of	 the	main	actions	will	be	 replacing	all	new	and	existing	
heating	and	cooling	systems	with	zero	carbon	alternatives,	and	
self-generation	in	the	wind	farms	and	factories.	

“We	 are	 committed	 to	 embedding	 sustainability	 into	 the	
entire	 lifecycle	 of	 our	 operations	 and	 our	 corporate	 vision.	
With	 this	 plan	 we	 continue	 to	 be	 a	 frontrunner,	 building	
on	our	 existing	 sustainability	 achievements	and	effectively	
demonstrating	 how	 our	 business	 is	 working	 to	 create	 a	
better	 future,”	 said	Gregorio	Acero,	Head	of	Quality	 and	
HSE	of	Siemens	Gamesa.	

The	new	targets	reinforce	Siemens	Gamesa’s	sustainability	
leadership	 by	 adding	 to	 several	 major	 decarbonisation	
successes	over	the	last	months.	Specifically,	Siemens	Gamesa	
achieved	 carbon	neutrality	and	 verified	 its	 climate	 targets	
by	the	Science	Based	Target	initiative	(SBTi),	becoming	the	
first	renewable	energy	manufacturer	to	do	so.	Additionally,	
the	 company	 has	 switched	 to	 being	 powered	 100%	 by	
electricity	from	renewable	sources.

Have you read
our other magazine?

see us on the web at
www.petrominonline.com
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NATIONS 
CYBERSECURITY

ROUNDUP

DO NOT WORRY BRITAIN. IT WIll BE FINE.

Photo: Susan Q Yin on Unsplash

Expectedly, the world should have taken its cue from Ireland. When the Irish Health 
Service was hit by a ransomware attack, it led to a shutdown of its computer systems. 
The attackers, according to The Economist publication threatened to release stolen 
data, including confidential patient records, unless the HSE stumped up US$20m. 
It declined to do so. Its staff were reintroduced to pen and paper, its procedures 
delayed, its patients inconvenienced. By June 14th services had still not returned to 
normal. As it always does anywhere in the world, such outages usually attract attention. 
 

COUNTRY REPORT

By Jaya Prakash

And as it happens elsewhere most actions against cyberattacks 
are mainly reactive than preventive.

The IMO’s MSC.428 resolution makes it abundantly clear that 
all shipboard management systems must be documented as 
requiring cyber-risk management. P&I clubs too, have insisted 
on such technical housekeeping. 

“The IMO’s new regulation is a positive development for 
the industry, as it ensures that the entire maritime industry 
will work together to minimize and overcome cyber 
threats. There is strength in numbers, and by building an 
end-to-end cyber ecosystem, we marine stakeholders can 
be more than the sum of our parts’, declared Vincent 
Lagny, head of cyber safety and security at Bureau Veritas 
Marine and Offshore. 

But the risk of cyber compromise remains apace but, not 
until the University of Plymouth’s Maritime Cyber Threats 
Research Group trotted out a software that was designed to 
identify specific cyber threats facing ships with an attendant 
ability to expand into ports and other sectors, as reported in 
FeNews.co.uk 

The genius behind the software identifies the specific risks 
likely to be encountered by vessels on trade routes all over 
the world, enabling international shipping operators and 
insurers to rapidly assess an individual ship’s or entire fleets’ 
cyber risk profiles.

The software was among entrants from across the UK in a 
Cyber Den competition run as part of the UK government’s 
flagship cyber security event, CYBERUK, on May 11 and 
12, 2021.

Yet the real problem as could possibly be imagined is the 
vast, and tautly engineered symbiotic links between infor-
mation technology (IT) and the inherent complexities in a 
ship. That makes ships particularly vulnerable and that is 
compounded by a lack of awareness among staff across the 
entire shipping ecosystem. 

Technology and IT are vitally needed in shipping. But as 
shipping slowly evolves - even probably adopting renew-
able energy, one day, to power vessels across oceans - 
efforts for cyber security protection will remain less than 
salutary. The thing about shipping is about the PDF soft-
ware. Plenty of documents are in PDF format and if they 
are not, the danger is of crew feely making this available 
to the rest of staff thus exposing a whole lot of information 

to potential cyber criminals to exploit existing loopholes. 
Gaming and other editing software are yet other scenarios 
that provide a convenient back door for malware. 

Alas, that’s how the case is in the world, with Britain being no 
exception - the country and its maritime industry is ill-prepared. 
Awareness among seafarers, port officials and even among 
ship superintendents are abysmal to say the least. 

IS GERmANY TAkING ChANCES?

Photo: Stefan Widua on Unsplash

In a post from the website of the German Federal Ministry of 
Transport and Digital Infrastructure ‘cyber security’, according 
to Bonn, ‘has become increasingly important for maritime 
shipping as [it] plays an important part of the logistics chain. 
The “NotPetya” malware attack in 2017 – which caused dam-
age of several hundred million euros to the Maersk shipping 
company – was clearest writing on the walls to the extent cyber 
attacks can cripple shipping companies. The Ministry further 
noted that the electronic navigation system or the propulsion 
system on board, could even lead to the total loss of ships.

As the warnings go, Germany is fully cognizant of the threats 
and unbridled danger of cyberattacks on its shipping. It does 
after all, have one of the largest seaports in Bremen and the 
largest container line in Hapag-Lloyd.

“We are vulnerable in the military and in our governments, but 
I think we’re most vulnerable to cyberattacks commercially. This 
challenge is going to significantly increase. It’s not going to go 
away”, was what Michael Mullen, US Navy Admiral Chairman 
of the Joint Chiefs of Staff told Deloitte.

That assessment coupled with all the lessons learned from 
cyberattacks on maritime shipping is a sure feed for stepped 
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up vigilance against all manner of digital attacks, be it 
on land or offshore. 

What a shipowner or operator should know is, that 
today’s vessels are highly digitised and it is no longer the 
days of the old yore when pens and pencils can be used 
to draw out charts and displays. And it is cool comfort, if 
it is known that digitisation will continually transform the 
shipping industry. 

As in Germany and as it would be any shipping company, 
Electronic Chart Display Information Systems (ECDIS) are 
specially targeted for attacks that Deloitte has called a 
vessel’s ‘desktop’. 

Hence, that is just what needs to be protected like a sacred 
cow. An attack on the ECDIS from an onshore based would 
be the worst nightmare as that immediately renders a 
vessel ‘defenceless. 

Germany’s cybersecurity office BSI says the country faces a 
grave and growing threat as society becomes more digitally 
connected and criminals more sophisticated, said news outlet, 
DW Media. 

Federal Interior Minister Horst Seehofer, BSI President Arne 
Schönbohm said his agency had detected 144 million new 
malware variants between June 2020 to the end of May 2021 
— up 22% for the year.

Yet what has been emblematic in every industry and not just 
shipping, is the perceived threat from the existing pandemic 
causing a whole gaggle of people to work from home. 
 
A clever idea is to operate dummy websites, deliberately leave 
some systems open to catch criminals and innovate on a 
software that cannot be duplicated. 

Understandably, cyberattacks are costly. Germany’s Interior 
Minister Seehofer said he expected threat levels to remain 
high. He said, according to DW Media, “The attacks are 
hitting areas that are fundamental for our society, like energy 
and healthcare infrastructure.”

When that happens Germany better take notice because if 
she does not, the secure situation in Germany would just 
fizzle away. 

CYBERSECURITY PREPAREDNESS: 
IS ThE US READY?

Photo: NASA on Unsplash

 
Unless one is living is Lalaland (called as slumberland) 
cybersecurity and the menace it poses is perhaps one of 
the biggest challenges and indeed threat to commercial, 
security and political life. 

It has no shape or form. It is amorphous, to speak of. Nor 
are its perpetrators ever known to their victims. Cybercriminals 
hide behind a very opaque veil, secure in the knowledge they 
will never be apprehended because some as they say, receive 
state support. 

The more brazen ones, effect horrendous acts of devastation 
such as waylaying a ship, filching data from a port or 
sabotaging an offshore rig or oil installation. Such is the state 
of psychological terror that it has now become commonplace 
to see nations help start anti cyber warfare units in armed 
forces across the world. 

But just what happened in the United States recently is sure 
feed as to how seriously the problem of cyber vigilance is? The 
US State Department is offering a bounty of up to $10,000,000 
for information leading to the identification or location of 
individual/individuals holding leadership roles in DarkSide. 
The latter is an organised crime group. Additionally, the 
department is also offering a $5,000,000 for information 
leading to the arrest and/or conviction in any country of any 
individual conspiring to participate in or attempting to 
participate in a DarkSide ransomware incident.

The US State Department says, “Ensuring the security of cyber-
space is fundamental to protecting America’s national security 
and promoting the prosperity of the American people. Cyber-
space is an integral component of all facets of American life, 
including the country’s economy and defence. Yet private 
and public entities still struggle to secure their systems, and 
adversaries have increased the frequency and sophistication of 
their malicious cyber activities.”.

The question as to the extent and range cyber criminals will 
reach to inflict damage, is however, unanswered. 

Dealing with cybersecurity issues has been exacting as it had 
always been. Shipowners are increasingly opting for remote 
working arrangement during the pandemic era. Says Gard, 
a company specialising in maritime insurance products, 
“There is also increased use of mobile devices to access 
operational systems onboard vessels and core business systems 
in the company. Unprotected devices could lead to the loss of 
data, privacy breaches, and systems being held at ransom. 
Data is an asset and protecting it requires a good balance 
between confidentiality, integrity, and availability.

With cyber preparedness in dire straits in most parts of 
the world, the U.S has not been idle. In 2020, it unveiled it 
maritime cybersecurity plan to its discerning public on the 
dangers of allowing cyber vulnerabilities go unchecked. 
Underscoring the dire need for a comprehensive plan, the 
plan alluded to the contributions from its maritime community 
to the tune of US$5.4trilliion noting that “maintaining effective 
cybersecurity not just an IT issue but is rather a fundamental 
operational imperative in the 21st-century maritime 
environment.” Just looking at the scale of the programme 
itself it does not become hard to understand the magnitude 
of the problem presented by cyber criminals on the U.S. 
President Biden’s ambitious plan even calls for seaports to 
come fitted with internet-connect machinery along with new 
roads to be built with smart technology, observed political 
news site, Politico. It is now widely believed that cyberattacks 
against oil and gas infrastructure around the world could 
cost more than USD2billion. 

Bruce Sneider, a published author on cybersecurity told 
Marine and Offshore, “There is a lot organisations can do 
to increase their cybersecurity.  In that regard, ships and 
shipping companies are no different from the rest of the 
world. These defences are both complex and expensive, 
and not suitable to sound-bite summaries”, underscoring 
the difficult but not impossible task of effecting an adequate 
cyber warfare regime. 

Still the problem remains as it is. But even as the United States 
is taking the right ‘steps’ in its cyber warfare evolution, the first 
steps in the proverbial thousand-mile journey have only just 
begun and does appear as a promising good step.

ChINA STEPPING UP TO mEET CYBER WARRIORS

Photo: Li Yang on Unsplash

“Data security is more important than ever before, and 
data like critical infrastructure has become the target of 
cyberattacks,” said Zhou Hongyi, founder, and chairman of 
cybersecurity company 360 Security Group, adding direct 
attacks on big data will lead to the shutdown of business 
systems, says China’s authoritative paper, China Daily. 

Like every other nation or for that matter like any ‘king-sized’ 
economy, China is presumably worried. The impending Data 
Security Law is poised to play a vital role in promoting a 
very conducive and safe digital operating environment. But 
it does come with a caveat. Shortage of skilled cyber security 
professionals is at a worrying level, at least according to Hays, 
a recruiting group. There just is not that many around to service 
China’s complex, gargantuan economy!

“It is of great significance for domestic enterprises to improve 
the awareness of relevant laws and regulations on data 
security and make strategic plans on recruiting talents, whether 
they operate domestically or plan to expand into overseas 
markets in the future,” said Jessica Wang, managing director 
of Hays China.

Over the years and indeed decades, problems associated 
with the tandem growth of technologies such as 5G, artificial 
intelligence and the Internet of Things, which while handing 
China the template for exponential growth have also caused 
an unseen, problem living amongst its handlers who have 
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every bit of concern in so far, as national security is 
concerned. 

Cyber security, undoubtedly is a complex and intertwined, 
interlocking set of algorithms that few nations in the world have 
mastered the skill in manipulating and ‘seizing’ control, let 
alone China. 

It is no secret as it seems that more and more companies are 
placing rising importance on data integrity. 

China’s Data Security Law, which took effect on Sept 1, 
accompanied by the Personal Information Protection Law, 
are aimed at providing entities with detailed guidance 
coupled with commensurate penalties in usage, storage, the 
transfer, and destruction of data. The laws are meant at 
weeding out enterprises compromising data integrity and 
the promotion of data security. 

The revenue of China’s cybersecurity industry is expected 
to exceed 250 billion yuan ($39.1 billion) by 2023, with a 
compound annual growth rate of over 15 percent, a draft 
three-year action plan released by the Ministry of Industry 
and Information Technology in July said. China Daily in 
quoting data from the China Academy of Information and 
Communications Technology said the market scale of the cyber-
security industry in China reached 170.2 billion yuan in 2020.

As budgets get slashed and many engineers work from home, 
staff are increasingly connecting their Operational Technology 
(OT) to shoreside networks. That makes it a cyberattack 
“special”. That leaves flanks wide open for cyber criminals to 
lap on. 

“You can’t underestimate the scale and complexity of a 
cyberattack of this kind on a business as big as ours,” 
managing director of Toll Group Thomas Knudsen told the 
Australian Financial Review.

And China has not lost cognisance of Knudsen’s sombre 
warning. It just needs the laws, the expertise, the regulatory 
framework to stop cyber criminals dead in their tracks. As the 
line between digital and the physical world blurs ever more, 
China needs to pull out all the stops it possibly can. 

For that end and more, the new cybersecurity law is much about 
what it identifies as a threat, as how it was when it imposed the 
death penalty for corruption within its borders!

CANADA GIRDS ITS CYBER lOINS

Photo by Eugene Aikimov on Unsplash 

Over the last year, homebound Canadians spent more time 
online than ever before. We’ve worked, shopped, learned, 
socialized, and banked online and many even filed their 
taxes online for the first time, says The National Post, a well 
regarded Canadian broadsheet.

According to the paper, the growth in Internet use, some-
thing else has grown, too: cybercrime. This already booming 
“industry” has surged by nearly 65 per cent since the 
COVID-19 pandemic began, costing Canadian victims 
more than $60 million, according to the Canadian 
Anti-Fraud Centre.

“I think cybercriminals have really upped their game,” says 
Leigh Tynan, cyber security expert and director of TELUS Online 
Security powered by NortonLifeLock, a comprehensive, 
all-in-one solution recently launched to protect the identities, 
devices, and online privacy of Canadians — the first service 
of its kind nationwide. “We as Canadians think, ‘Oh, it’s not 
going to happen here; that happens in other places.’ 

That complacency now lies at the root of the problem in a 
nation where cybercrime is least understood, at least from 
anecdotal samplings.  

Statistics Canada reports that 42% of Canadian have had at 
least one cyber security incident since the start of the pandemic 
ranging from phishing to fraud to malware and hacked 
accounts. And the pandemic has given something of a 
boon to cyber criminals! Many unsuspecting victims have 
been diddled of their hard-earned savings and monies 

with fraudsters impersonating as government officials or 
charitable organisations. With such dismal news, Canada 
now has the dubious distinction as being third in the world 
for most cases of identity theft along with other ‘feats’ with its 
denizens hardly being computer savvy!

A recent study as cited by The National Post, said 45% of 
Canadians have been hit by data breach or know someone 
who has. Compounding the problem further are the attacks on 
the technically savvy. “Even if you do everything right, you’re still 
at risk, because every business you ever interact with, every site, 
every loyalty program—all of them have a little piece of your 
personal information,” said Leigh Tynan, cyber security expert 
and director of TELUS Online Security. 

The visibly poor state of controls could just be the reason why 
Canada is seeking greater collaboration with Singapore, 
regarded in many circles as having one of the best anti-
cybercrime expertise and technical know-how. Its High 
Commissioner, Jean-Dominique Ieraci said, “Our shared 
interests also make Singapore and Canada natural partners 
on important global issues, such as sustainability and 

climate change, and regional and cyber security.” 

Just getting a snapshot of Canada’s lay of the land that 
even its maritime and shipping industry needs an overhaul. 
Polytechnique Montréal, Neptune Cyber and Davie Shipbuilding 
have launched what the Offshore Energy publication calls, 
a five-year R&D partnership focussing on cyber security 
for maritime critical infrastructure. The partnership, which will 
create Canada’s Maritime Cyber Security Centre of Excellence, 
aims to develop, and commercialise cyber security solutions for 
the maritime industry. 

“Getting such a partnership going, with the possibility of creat-
ing an innovation zone encompassing this hub of excellence on 
maritime cyber security along with sectorial partners, constitutes 
a key step towards ensuring the national security and economic 
stability of Canada and of Quebéc,” José M. Fernandez, Eng., 
Professor at Polytechnique Montréal, commented.

Considering the amount of time Canadians spent online, they 
would just need to gird their loins a little more and not be done 
in by the likes of cyber criminals who lurk everywhere.
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CYBER SECURITY
IS PRICELESS. WORK ON IT! 

That is the stark reality of shipping. The ‘toxicity’ of Somali pirates of the last ten 
years, has now given way to a highwayman of a new kind: cybercriminals. Like 
the vanquished pirates, cyber criminals identify their targets’ vulnerabilities, ferret 
out intelligence required to breach a ship’s systems and once armed with this 
intelligence navigate their targets’ complex systems to establish themselves 
stealthily. Like the black operators’ theirs’ is an opaque system. Nobody knows 
who they are, but cybercriminals know who their victims are!

Photo by Sigmund on Unsplash shows the proverbial ‘weakest’ link in ship digitalisation: 
computer operations.

“  FoRgET aBoUT 

pIRaTES. ThEY Can BE 

ConTaInEd aS ThEY havE 

BEEn. ThE nEw ERa oF 

CYBER waRFaRE wIll SEE 

no End IF naTIon STaTES, 

and ShIppIng CompanIES 

kEEp lETTIng ThEIR gUaRd 

down and ClUTCh aT 

STRawS FoR anSwERS 

ThaT maY jUST noT BE 

FoRThComIng.  ” 

jaYa pRakaSh REpoRTS.

SPECIAL FEATURE

Picture from Colonial Pipeline’s Facebook shows the company’s 
storage tanks at an undisclosed location. The attack on the Colonial 
Pipeline grabbed headlines across the globe for the unprecedented 
damage it caused the company. 

As Deloitte observed, “the interplay between attacker and 
victim is, indeed, a cat-and-mouse game in which each side 
perpetually learns and adapts, leveraging creativity and 
knowledge of the other’s motives to develop new offensive 
tactics and defensive postures… The question is whether 
today’s industry can create a dynamic, intelligence-driven 
approach to cyber risk management not only to prevent, 
but also detect, respond to, and recover from the potential 
damage that results from these attacks”

It is precisely of that ‘tautly engineered integration’ present 
in the shipping industry, that have allowed cyber thieves to 
thrive. Like how The Economist wryly commented once, ‘A 
connected playground will be a playground for hackers, the 
respected publication characterised the sheer difficulty of 
preventing and pre-empting attacks from hacktivists.  
 
There has been spectacular news that made the rounds. In 
2016, according to news publication Vinova, millions of people 
in America found themselves struggling to reach many 
websites, including those of Twitter, Amazon, Netflix, and 
Reddit. The culprit was a piece of IoT-focused malware called 
Mirai. By exploiting a list of default usernames and passwords, 
which most users never change, Mirai had infected hundreds of 
thousands of connected devices, from smart energy meters to 
home CCTV cameras and connected baby monitors.

Continued Vinova, in 2015 a pair of security researchers from 
Twitter, a social network, and IOactive, a cyber-security firm, 
staged a demonstration for Wired, a technology magazine, in 
which they remotely took control of a car while it was being 
driven. They were able to turn on the stereo and the wind-
screen wipers, cut the engine, apply the brakes and even, in 
some circumstances, control the steering wheel. As a result, 
Fiat Chrysler, the car’s manufacturer, announced it would 
recall 1.4m vehicles. Security researchers have demonstrated 
an ability to hack into medical devices, including pacemakers 
and insulin pumps.

Hacking an insulin pump would be a convoluted way to 
kill someone, added Vinova. But less drastic sorts of crime 
will be possible, too. Ransomware, which prevents use of 
a computer until cash is paid, is a natural fit for a world 
where everything is connected. Ransomware for cars or 
home-lighting systems is a popular near-future prediction 
at computer-security conferences. Some accidental infections 
have already happened. In 2018, 55 speed cameras in 
Victoria, Australia, were infected by a piece of ransomware 
that was designed to attack desktop computers. Avast Soft-
ware, a Czech cyber-security firm, demonstrated how to 
install ransomware on a networked coffee machine, making 
it gush boiling water and constantly spin its grinder until 
the victim pays up.

CYBERCRImE IS pERnICIoUS

Though cybercrime is not often deliberated upon as 
animatedly as decarbonisation, the damage they inflict can 
be staggering. Billions upon billions of goods and services 
can suddenly become unavailable just by what cyber thieves 
do. When that happens, the world could plunge into what 
can be called, a default kind of poverty gauging purely from 
anecdotal evidence. How gripping a possibility that was and 
is, came unstuck when the Ever Given found itself lodged for 
close to ten days in the Suez Canal causing losses to run into 
billions of dollars.

Yet in a recently celebrated case, hackers who took control 
of the Colonial Pipeline in the United States came off richer 
by millions of dollars. 

From the looks of it, shipping therefore, is now on the cusp 
of a revolutionary sea change in the way it operates. A real 
and nagging worry for ship owners and operators is the 
ECDIS; that veritable navigational chart system which all 
ships simply need to reach their ports of call!

The crippling ransomware attack, according to AGCS 
Allianz, which is a leading global corporate insurance 
carrier against the Colonial oil pipeline in the US in May 
2021 should be a wake-up call for the maritime industry. 
As a critical part of the global supply chain, the shipping 
industry could become an attractive target for cyber criminals 
and politically motivated attacks. 

The attack which cost US$4.4 million, has far-reaching 
implications for critical industries, including shipping. Not 
only did it reveal weaknesses in cyber security, but also the 
attractiveness of critical infrastructure to cyber criminals and 
nation states. Given its perceived success, the attack could 
encourage similar attacks, and result in tougher, more 
stringent cyber security requirements and higher penalties 
for critical service providers.
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Of the issue that has raced to the fore is ransomware. It is 
now a global problem, and a pounding headache for the 
unsuspecting caught in the vicious, vice-like grip of modern-
day cyber warfare. All four of the world’s largest shipping 
companies have been hit by cyber attacks, including the 
Mediterranean Shipping Company (MSC), which suffered a 
network outage in April 2020 from a malware attack, and 
CMA CGM SA, which was hit with a ransomware attack in 
September 2020. Even the IMO was recently targeted by a 
cyber attack, forcing some of its services offline.

SURgE In RanSomwaRE 

According to security services provider BlueVoyant, shipping 
and logistics firms in 2020 experienced three times as many 
ransomware attacks last year as in 2019. A spike in malware, 
ransomware, and phishing emails during the pandemic helped 
drive a 400% increase in attempted cyber attacks against ship-
ping companies through the first months of 2020.

“To date, most cyber incidents in the shipping industry have 
been shore-based, including ransomware and malware 
attacks against shipping companies and ports,” says Captain 
Nitin Chopra, Senior Marine Risk Consultant at AGCS. 
“But with growing connectivity of shipping, and with the 
concept of autonomous shipping, cyber will become a more 
important exposure that will require more detailed risk 
assessment going forward.”

The shipping community has grown more alert to cyber risk 
over the past couple of years, in the wake of the 2017 
NotPetya malware attack that crippled ports, terminals and 
cargo handling operations. However, reporting of incidents 
is still uncommon as owners fear reputational risk and 
delays from investigations. Meanwhile, cyber security 
regulation for ships and ports has been increasing. In January 
2021, the International Maritime Organization’s (IMO) 
Resolution MSC.428(98) came into effect, requiring cyber 

risks to be addressed in safety management systems. The 
EU’s Network and Information Systems Directive also extends 
to ports and shipping.

Increased awareness has translated into an increased uptake 
of cyber insurance by shipping companies, although mostly 
for shore-based operations, according to Justus Heinrich, 
Global Product Leader Marine Hull at AGCS.

“However, the threat to vessels is growing as more and more 
ships are linked to onshore systems for navigation and 
performance management. Smart ships are coming, and we 
would expect demand for insurance to develop accordingly,” 
says Heinrich.

Geopolitical conflict is increasingly played out in cyber 
space, as illustrated by spoofing attacks on ships. Recent 
years have seen a growing number of GPS spoofing incidents, 
particularly in the Middle East and China, which can cause 
vessels to believe they are in a different position than they 
are, while concerns have been growing for a potential cyber 
attack on critical maritime infrastructure, such as a major 
port or, shipping route.

“From a hull perspective, the worst-case scenario is a terrorist 
attack or nation state group targeting shipping in a bid to 
inflict damage or major disruption to trade, such as blocking 
a major shipping route or port. While this would seem a 
remote possibility, it is a scenario we need to understand and 
monitor,” says Chopra.

“Although an accident, the recent blockage of the Suez 
Canal by the ultra-large vessel Ever Given is an eye-opener on 
many fronts as it shows the disruption a momentary loss 
of propulsion or steering failure on a vessel navigating a 
narrow waterway can cause.”

Picture taken from a CMA CGM website. The French shipping liner 
was recently hit with a ransomware attack.

BEwaRE ECdIS 

A software package, the ECDIS is a software package that 
runs on a general operating system. The International 
Convention for the Safety of Life at Sea (SOLAS) mandates that 
ECDIS is mandatory for specific vessels with specific gross 
tonnage. Yet what has been overlooked is the existence 
of ‘third-party’ components developed by external entities 
apart from its manufacturers. Usage of third-party components 
does have its upside in system acceleration and cost reduction. 
But vulnerabilities in these components open the flanks wide 
open for cyber attacks. 

The ECDIS, according to Multidisciplinary Scientific Journal 
of Maritime Research, represents an equivalent to paper 
charts and with adequate backup arrangement allows for 
the paperless navigation. But a worrying aspect of the 
operation, continues the research paper, is that the version 
of the Apache web server running on the ECDIS is obsolete 
and can be exposed to multiple vulnerabilities. An attacker 
trample upon its service, gain unauthorised access or simply, 
cause the ECDIS to crash

“If they (meaning the cyber criminals) attack the radars; 
that will be serious”, said Sourav Hore, a director in Central 
ShipManagement based in Singapore to, Marine and Off-
shore. Attacks on the gyro are just as serious, added Hore.

Even so, there is no denying to the scale and range of 
attacks, cyber warriors take to in inflicting damage. Malware 
attacks by computer viruses, worms, trojan horses, or 
ransom ware are other concerns along with spoofing 
attacks when data such as GPS positions is manipulated 
to conceal the true position of a ship. 

Interestingly, as opined by Skuld’s Loss Prevention Executive 
Richard Bell, that whilst common standards exist for ECDIS, 
these standards focus on general requirements, leaving 
details of how the ECDIS accomplishes these requirements 
to the manufacturer. That according to him, “has resulted in 
wide variations between ECDIS brands, meaning that officers 
trained on one model of ECDIS will not necessarily be able 
to safely use another model with a good example being in 
the way in which various ECDIS brands satisfy 11.4.15.1 of 
MSC.232 (82), regrading lines of position (LOPs) on ECDIS. 
LOPs enable the ECDIS to be used in the event of a Global 
Navigation Satellite System (GNSS) failure; it also allows 
operators to monitor the accuracy of GNSS using ranges 
and bearings.

BaCk-Up planS and nEw TEChnologIES

The way to beat off cyber hacktivists, says Rachit Jain, MD 
in Safe Lanes is to “get a back-up plan as well as constant 
updating of data”. For if ever there a bug in the software it, 
is the wrong data that will be [disseminated], he stressed. 

Jain’s sentiments struck an immediate chord with the 
International Chamber of Shipping. In the words of the 
widely renowned shipping body restriction of the use of 
ECDIS must be left to trained and authorised personnel 
only. Moreover, restriction of access to software component 
of the ECDIS should be determined by password protection. 
Just as well, ICS urges a frequent backing-up of crucial data 
including passage plans, navigational data and software. 
Importantly, ICS is of the opinion that only data relevant 
to the ECDIS is installed. That is to be coupled with the 
assurance and availability and frequent training of adequate 
emergency response plans for the event of suspected cyber 
attacks and ECDIS failure. 

Still as matters go, cyber security threats have now some-
what found a ‘renaissance” in these troubling times of 
COVID. With most people working from homes, threats 
to maritime shipping have doubled, if not tripled. A spike 
in malware, ransomware and phishing emails during the 
pandemic helped drive a 400% increase in attempted 
cyberattacks against shipping companies through 
the f irst months of 2020, AGCS said to the Business 
Insurance magazine. 

A 2017 report from Cybersecurity Ventures predicted 
ransomware damages would cost the world US$5 billion 
in 2017, up from US$325 million in 2015, a 15 time 
increase in just two years. The damages for 2018 were 
estimated at $8 billion, and for 2019 the figure rose to 
US$11.5billion.

ShIppIng IS a ‘RIpE mElon’

Just what is it that makes shipping such a ‘ripe melon’ for 
attacks? It is no secret ships are moving, technological 
powerhouses. It is not just ECDIS that can frustrate cyber 
pre-emption. Ships are fitted out from IOS, to Big Data, AI 
and many more. 

“The more sophisticated the technology on ships, the 
more exposed [vessels are to cyberattacks]” observed Frank 
Andersen, a former risk intelligence official. It is a given that 

Photo by William on Unsplash shows the Ever Given container 
vessel which was snarled in the Suez Canal in early 2021.
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ships sail all over the world and, with so many people 
moving in and out of vessels, using USBs and downloading 
mater ials,  exposure to cyber at tacks is  enhanced. 
What is worse for wear, is that most ships because of 
cost considerations use old and outdated systems that 
are so complexly intertwined that become ripe targets for 
well-heeled, sophisticated cyber raiders. 

“As new technologies push the industry forward at a rapid pace, 
new threats arise. Increasing interconnectivity is exposing the 
sector’s infrastructure to more and more cyber vulnerabilities. 
The maritime industry is highly exposed to cyberattacks 
and threats that may have severe financial and reputational 
repercussions”, said management consultancy, KPMG. 

Unsurprisingly, cyberattacks on maritime shipping is increasing 
because of the ‘abetment’ it enjoys from technological 
sophistication in ships. Globally, adds KPMG, almost 17 
million cyberattacks occur every week. In 2018, the 
consultancy, observed cybercrime was estimated to cost 
around US$600 billion globally.

Companies have wisely been advised to separate operational 
technology (OT) and their information technological (IT) 
apparatus apart. 

Often than not, the weakest link lies in the OT and IT net-
works. Vessel owners hardly have any access to third-party 
OT networks and these, equipment is designed by maritime 
equipment original equipment manufacturers (OEM) with 
wide access to all the operating infrastructure in a ship. 
Attacks on ships can range from ballast water treatments to 
main engines, ECDIS and AIS, just to name a few. 

As more and more state and non-state actors become 
active, the ability to mount attacks invariably rises with 
hackers’ gamely building their own software often with the aid 

of highly skilled programmers, adept at crossing over into 
‘uncharted waters’.  It, therefore, is a well-orchestrated, sleekly 
manipulated operation complete with all the props needed 
to cripple ships and infrastructure.  Shockingly of all, even 
fuel and cargo ships could be hacked and waylaid!

Crucially, shipping companies are ‘not especially ’ 
prepared, said Murali Pany, a lawyer and managing 
partner in Joseph Tan, Jude Benny, a law firm specialising 
in Protection & Indemnity (P&I), of the need to shielding 
themselves against cyberattacks. 

laCk oF pREpaRaTIon To BlamE

The poor level of cyber preparedness, a general 
complacency that attacks cannot be forced upon ships 
coupled with the daily digital wiring of the maritime 
industry, have just opened the industry up for attacks that 
have never been, seen. 

Some of the frightening doomsday scenarios are truly 
indeed frightening. If a hacker were to take control of an oil 
terminal and does something dangerous or, commandeer 
an LNG vessel to cause it to explode, the horrors could well 
be imagined!

Like the origins of the ongoing pandemic, what is known, is a 
great unknown. The crippling fear that comes with managing 
something whose marauding source is never and sometimes 
never can be known is paralysing part in the calculus. 

But what we do know is of a terrifying threat that will respect 
nobody, no frontiers and certainly cannot be reined for now, 
unlike the pirates in years gone by. 

The time has come to do some real, serious working on 
what to do, of what the world is now not doing.

CYBERaTTaCkS: 
CAN PORTS EVER BE SAFE? 

The terse, cryptic message from APM Terminals could not have been more sobering 

in its feel and stark in its reality. And that reality according to the terminal’s website 

“ IT IS ThE qUESTIon 

ThaT haS SEIzEd poRT 

and ShIppIng oFFICIalS 

InCESSanTlY. whEn and 

how Can ThEY BEaT oFF 

CYBER ThIEvES who havE 

FoUnd a nEw, lUCRaTIvE 

waY oF makIng pRoFITS? 

BY SomE lUCk oF ThE 

dRaw, ThESE ‘gloRIFIEd 

hIghwaYmEn’ aRE REapIng 

IT, whIlST ThE REST oF ThE 

SoCIETY wEEp and wRIng 

ThEIR handS. IT pERhapS, 

now IS ThE nEw FaCE oF 

TERRoR alBEIT ThIS TImE, 

IT IS wIThoUT gUnS 

and BRoad daYlIghT 

BEhEadIngS!  ” 

jaYa pRakaSh REpoRTS.

SPECIAL FEATURE

Photo: Ryan Kwok on Unsplash
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These forces are further accentuated by decentralisation of 

networks, thus providing cyber criminals to seek out for just 

a single loophole within the byzantine ring of networks, to 

exploit, breach and pin down an entire system down in 

any ransomware attacks That is how terrifying it is. It is a 

vulnerability there is no running away from because it is 

in-built!

It Is a vulNerabIlIty 
there Is 

No ruNNINg away from

Thus, the tautly aligned arrangement in ports is what that 

is turning them literally into a new cyber minefield and 

a ‘goldmine’ for cyber criminals! This must purely have 

been the handmaiden of digitalisation: cyber threats. Just 

as to why it has come to such a very ‘terrifying state of 

affairs’ comes to nothing more than how every unit in a 

port is connected to the internet. And that ranges from a 

website, VPN gateways, data encryption etc in the entire 

working matrix. With that much of exposure and the 

proverbial flanks flung wide open it is, therefore, a hackers’ 

paradise. That allows hackers scanning the internet for a 

prized opportunity to scour for weaknesses and vulnerabilities 

in ports and their administration - a vulnerability ports have 

never really prepared themselves for until a ‘tragedy’ hits 

like a cinder block. 

That dependence on technology for navigation, com-

munication, and logistics plus the fact that the average 

lifespan of a vessel is 25-30 years can make a bad situation 

worse, frustrated as otherwise by ageing equipment on a 

vessel. A devastating attack on Iran’s Shahid Rajaee port 

at Bandar Abbas illustrated with pinpoint accuracy just how 

far the writ of such an attack can extend to. Though the 

attack was minor in scope it nonetheless, caused long lines 

of trucks to snake outside the port. 

“I feel that currently there is a varied level of preparedness 

between different ports for cyber security”, was the prescient 

observation of Akshat Arora, a senior surveyor at Standard 

Club when he spoke to Marine and Offshore after being ap-

proached on the level of preparedness in ports. 

A global body that also came out swinging against the lack 

of preparation is the United Nations Conference on Trade 

and Development (UNCTAD). “Cybersecurity”, the body 

laments, “is becoming a major concern.”

“Increased cyberattacks in shipping”, adds UNCTAD, “during 

the COVID-19 crisis were exacerbated by the limited ability of 

companies to sufficiently protect themselves, including because 

of travel restrictions, social distancing measures and economic 

recession. With ships and ports becoming better connected 

and further integrated into information technology networks, 

the implementation and strengthening of cybersecurity meas-

ures are becoming essential priorities. New IMO resolutions 

encourage administrations to ensure that cybersecurity risks 

are appropriately addressed in safety-management systems. 

Owners who fail to do so are not only exposed to such risks but 

may have their ships detained by port State control authorities 

that need to enforce this requirement. 

Picture above from the website of Shahid Rajaee Port shows strewn 
boxes in its yard. News reports have portrayed the port as being a 

victim of a cyberattack.

is “Almost all ports in our global portfolio are operational. 

Some of those impacted by the cyberattack are running with 

reduced levels of productivity. Since yesterday, we have been 

able to [re-establish] business in: Algeciras, Spain, Tangier, 

Morocco, Callao, Peru, Mumbai, India, Itajai, Brazil, Buenos 

Aires, Argentina. These terminals are currently operating with 

reduced productivity”. 

“Reduced productivity” must have been the avowed aim of 

the cyber thieves when they hacked into APM’s terminals, with 

the other being a ransom for the return of valuable data and 

resources that rightfully belongs to the ‘victim’. 

That incident in 2017 must have been absolute fodder 

for some intense soul searching at APM Terminals. At no 

time in history have cyber thieves done what pirates in the 

infamous Gulf of Aden could have only dreamed of in 

their distasteful depredations that had at one time caused 

P&I premiums to soar to stratospheric heights, across the 

world. Since those heady days of late 2009 and early 2010 

onwards, the world must have come a full metaphorical 

circle, so to speak. 

The attack on the terminal undoubtedly, left a gaping hole 

in the terminal’s security’s fences. And needless, to say it 

was costly. 

“If someone had said a year ago that a hack could have so 

much influence, I would not have believed it. What happened 

[it] was beyond my imagination. It gave a lot of information 

to think about “, said the harbour master René de Vries 

responsible for the safety of shipping traffic in the port, 

in 2017.

 

It was widely believed not only was the port badly 

‘compromised’ there were just too many unemployed 

trucks and cranes that were left idle. It took weeks before 

the APM’s systems could run again, and for ships to be 

unloaded and loaded. Maersk, which owned the terminals, 

did not make announcements about the damage suffered. 

But it was widely believed it could have run into the hundreds 

of millions of euros!

As could be expected, a new ‘awakening’ arose in terminals 

because of the cyberattack. There were timely warnings to 

companies to renew passwords; a measure that could well 

have been replicated in other port facilities across the world 

from the ‘scare’ caused at APM Terminals. 

All the problems with security fencing and more, now lie at 

the heart of what is possibly a Gordian Knot of intricacies and 

challenges since the arrival of the digital age and ruefully in 

its handmaiden delivered through cyberattacks. 

TECHNOLOGY IS NOW A ‘CURSE’

For as long as living memory has stood, ports have played 

a very critical role facilitating global trade. As how Deloitte 

identified, “Being part of both larger transport and logistics 

(T&L) supply chains and in itself being a cluster of companies 

and businesses active in the T&L sector, ports are in a unique 

position to fully grasp the potential generated by these new 

high-tech developments; [meaning technological and digital 

developments across the globe]”. That ‘unique position’ now 

means, cyberattacks specific to the nature and operations of 

ports per se, will rage on. That forlorn prognosis now means 

from the looks of it, there is no guarantee for the safety 

and security of operations so long as port operations remain 

technologically and organically ‘reined in’, within the total 

matrix of their operational systems.

It is now almost a given the new age of technologies and 

technological developments have ushered in a new era of 

unbroken connectivity and data-enabled technologies right 

from the cataloguing of cargoes and data to the time a 

haulier gets clearance to move out of a container yard. 

What these technological evolutions have unleashed in 

their revolutionary wake is a taut convergence between the 

physical and digital worlds with data encryption as an 

invaluable resource to be tapped and eventually smuggled for 

it to be stolen. Adds Deloitte, “these Internet of Things (IOT) 

technologies are being applied in diverse settings, from 

last mile transport optimisation to warehouse and transport 

management systems”, such that they form the sum of every 

modern-day operation in a port.
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Cybersecurity risks are likely to continue to grow significantly 

[because of] greater reliance on electronic trading and an 

increasing shift to virtual interactions at all levels. This deepens 

vulnerabilities across the globe, with a potential to produce 

crippling effects on critical supply chains and services.”

AdmONISHmENT

That bit of an ‘admonishment’ was enough to turn into 

an instant cue for the International Association of Ports and 

Harbours (IAPH) to unveil guidelines aimed at assisting ports 

and port facilities to make an objective assessment of their 

readiness to prevent, stop and recover from a cyberattack, 

declared Arora.  

The document is designed to create awareness among 

the C-level management of port authorities of the need to 

address the issue of cybersecurity and to offer a pragmatic 

and practical approach to dealing with cyber threat actors.

The guidelines have been submitted to the IMO Facilitation 

and Maritime Safety Committees for consideration and IAPH 

anticipates that these guidelines will become an active, living 

document with regular updates and editions going forward.

IAPH’s Managing Director Dr Patrick Verhoeven, said, 

“The COVID-19 crisis has painfully demonstrated the 

heterogeneous landscape that currently exists across ports 

worldwide when it comes to digitalisation. While some 

port communities seized the opportunities of the fourth 

industrial revolution and developed into full-fledged ‘smart’ 

ports, many others have barely grasped the essentials of 

digitalization and continue to struggle with larger reliance 

on personal interaction and paper-based transactions 

as the norms for shipboard, ship-to-shore interface and 

shore-to-hinterland based exchanges”.

Still as matters go, what is vitally needed a framework for 

collaboration on esoteric issues. Quah Ley Hoon, CEO of 

the Maritime Port Authority (MPA) nailed, the nail on its head 

when proposing to peers from fifteen port authorities for a 

framework for the enhancement of cybersecurity awareness 

in the maritime sector. 

Just what motivates cyber criminals are as diverse as the 

methods they employ. Mostly it is for financial gain. Yet in 

other instances it may be for criminal pursuit as the need 

to smuggle cargo into and out of a port. 

Perhaps, the most dangerous and worrying of all concerns 

are malevolent state actors seeking out to filch secrets 

and vital logistics information. Ports, after all, are trade 

facilitators. They are the vital nodes through which flows 

goods which when in the case of a war can undermine 

the strategic campaigns of a nation if the flow of goods is 

disrupted or disabled, or worse still, crushed! 

It does now appear that the talked about ‘unique position’ is 

fast turning into double-edged sword, by most means!

With operational networks (OT) ever tauter than at any time 

in history, it is only going to get ever dicier.

A real, present, and future challenge for ports is the almost 

never-ending threats from cyber criminals. Many across 

the world do not alas, have a fool proof plan to battle cyber 

threats. The COVID-19 pandemic is especially noteworthy for 

it has caused not just supply-chain bottlenecks but have 

prevented staff from reporting to work in stay-home notices. 

That leaves their proverbial ‘flanks’ wide open for attacks. 

With rising freight rates on the back of the ongoing supply 

chain bottlenecks at the time of writing, ports are not known to 

invest in security ‘fencing’. Too often than not, it is left to chance 

and that is just what terrorists and cyber criminals need. The 

incidents in APM terminals and the Sahid Rajaee port though 

instructive, portend just the tip of an iceberg.

Until a new way can be found out of the wilderness, ports 

must contend with diabolical acts of cyber criminals just like 

how it was the pirates of a time gone-by, but who actually 

have remained unvanquished. 
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SEATECH
LEADS “GOAL ZERO” JOINT 

INDUSTRY CONSORTIUM

pROJECT NEwS 

Vessel design and engineering specialist SeaTech Solutions International (“SeaTech”) 
as project lead of “Goal Zero” consortium has revealed the design of an electrically-
powered lighter craft which is set to ply the waters of Singapore within the next 
three years.

The fully electric lighter craft will be able to carry up to 12 passengers and 35 
tonnes of cargo. It will be supported by a proposed charging infrastructure and 
equipped with battery packs which could be swapped for charging while the vessel 
carries out its operations uninterrupted.

Last month, the Maritime and Port Authority of Singapore 
(MPA) and the Singapore Maritime Institute (SMI) awarded 
funding to three consortiums – led by SeaTech, Keppel 
O&M and Sembcorp Marine for the study, testbed and 
deployment of their solutions across different types of 
harbour craft and operating profiles in Singapore port waters, 
through the electrification of a pilot use case proposed by 
each consortium.

Singapore has 1,600 licensed diesel-powered harbour 
craft. The pilot project proposals will demonstrate how the 
electrification of specific use cases can be achieved on a 
sustainable and commercially viable basis while supporting 
Singapore’s wide-ranging initiatives to decarbonise the 
maritime sector.

Ms Quah Ley Hoon, Chief Executive, MPA, said, “Electrification 
has the potential to accelerate the decarbonisation of our local 
harbour craft industry so we are pleased to support the joint 
industry-research consortium named Goal Zero led by Seatech 
Solutions Pte Ltd and its key commercial partner Yinson Green 
Technologies in their electric vessel project. This is one of the 
three consortiums comprising 30 enterprises and research 
institutions across the value chain that we are supporting 
under the Maritime GreenFuture Fund.”

Mr. Prabjot Singh Chopra, Vice President, Technology of 
SeaTech shared, “The vision of the ‘Goal Zero’ consortium 
is to spur Singapore’s transformation into a zero-emissions 
port, hence our chosen consortium name. Our pilot project 
to design and build a fully electric lighter craft will also 
include a digital twin, electrification concepts, charging 
infrastructure, interoperability and digitalisation for adoption 
and deployment. This will enable an industry-wide contribution 
towards reducing carbon emissions as part of Singapore’s 
green port transformation.”
 
BATTERY CHARGING INFRASTRUCTURE

Key considerations for the consortium’s proposed battery 
charging infrastructure will include the potential to design 
alternative charging facilities for reducing reliance on fixed 

shore-based facilities. This will enable the lighter craft to 
maintain their operational flexibility and reduce the need for 
ineffective movement through congested port waters.

The evaluation of variable power ratings on a single charging 
station, featuring swappable batteries, floating energy 
supply with fast charging and a universal charging 
connection adaptor will provide innovative outcomes to 
enable charging of all types of electric vessels while improving 
commercial efficiencies.

“GOAL ZERO”

Mr. Chopra shared, “The members in this consortium are 
convinced that our harbourcraft electrification project has 
the potential to significantly contribute towards the goal 
of a carbon neutral footprint for Singapore. Through our 
collaborative efforts, we aim to do our part in helping our 
industry meet IMO’s greenhouse gas emission targets for 
2030 and 2050 and enable the local harbour craft industry 
to meet Singapore’s 2030 enhanced Nationally Determined 
Contributions (NDC) target.”

“We are very excited to testbed our prototype design that will 
revolutionise the operations of our harbour craft sector and 
forever change the seascape of Singapore port waters,” 
he concluded.

“Goal Zero” consortium brings together the diverse expertise 
of 13 enterprises and research institutes.  Project Lead SeaTech 
takes on the roles of vessel designer and system integrator, 
while Yinson Green Technologies is responsible for overall 
programme management and commercialisation.

Other consortium members include Sterling PBES Energy 
Solutions as battery technology partner, Rina Hong Kong 
Limited Singapore Branch as classification society, industry 
partners Batam Fast Ferry, Bernhard Schulte (Singapore) 
Holdings, DM Sea Logistics, Marina Offshore, Kenoil Marine 
Services, Lita Ocean Pte Ltd and Jurong Port and research 
institutes Singapore Institute of Technology and Technology 
Centre for Offshore and Marine Singapore.
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ESTABLISH 

CONTINGENCY 
PLANS

projEcT NEwS 

These designated personnel should be available to the 
Master in the event of such an incident. The loss of OT 
systems may have a significant and immediate impact on 
the safe operation of the ship. Should a cyber incident 
result in the loss or malfunctioning of OT systems, it will be 
essential that effective actions are taken to help ensure the 
immediate safety of the crew, ship, cargo, and protection of 
the marine environment. In general, appropriate contingency 
plans for cyber incidents, including the loss of critical systems 
and the need to use alternative modes of operation, should 
be addressed by the relevant operational and emergency 
procedures included in the SMS. Ideally, some of the existing 
procedures in the ship’s SMS will already cover such cyber 
incidents. However, cyber incidents may result in multiple 
failures causing more systems to shut down at the same 
time. The contingency planning should take such incidents 
into consideration. 

The following is a sample non-exhaustive list of cyber 
incidents, which should be addressed in plans for onboard 
contingencies. Arguably, most of these incidents are probably 
already addressed in the company’s procedures for dealing 
with shipboard emergencies as required by the ISM Code’s 
chapter 8 (Emergency preparedness). 

•	 Loss	of	availability	of	electronic	navigational	equipment	
or loss of integrity of navigation related data „ loss 
of availability or integrity of external data sources, 
including but not limited to GNSS „ 

•	 Loss	of	essential	connectivity	with	 the	shore,	 including	
but not limited to the availability of Global Maritime 
Distress and Safety System (GMDSS) communications.

•	 Loss	 of	 availability	 of	 industrial	 control	 systems,	
including propulsion, auxiliary systems, and other 
critical systems, as well as loss of integrity of data 
management and control „ the event of a ransomware 
or denial of service incident. 

Furthermore, it is important to help ensure that a loss of 
equipment or reliable information due to a cyber incident does 
not make existing emergency plans and procedures ineffective. 

Contingency plans and related information should include 
communications and escalation management to ensure that 
the correct shore based support can be accessed and should 
be available in a non-electronic form as some types of cyber 
incidents can include the deletion of data and shutdown of 
communication links. Contingency plans should be carefully 
designed, and simple and designated personnel ashore 
should be integrated with the ship in the event of a cyber 
incident. The Master and designated officers should be 
provided with this plan to enable training and periodic 
review for familiarity.

DISCONNECTING OT FROM SHORE 
NETWORK CONNECTION

Connections between shore and OT systems can be relevant 
in a wide range of applications like performance monitoring, 
predictive maintenance, and remote support just to mention 
a few. Common for these systems are that they are not 
strictly necessary for operating the ship safely. However, they 
represent a potential attack vector to the systems that are 
needed for the ship’s safe operation. Therefore, it is relevant 
to assess when these connections are allowed and under 
what circumstances. Plans should be established specifying 
when such OT systems should be temporarily separated 
from the shore network connection to protect the ship’s safe 
operation. Disconnecting will help prevent the attacker from 
being able to manipulate safety critical systems or take direct 
control of the system. Disconnecting could also take place to 
avoid malware spreading between network segments. 

To effectively shut down shore connections, it is important 
to have the network and connectivity services designed in 
such a way that the networks can be physically isolated 
quickly by removing a single network cable (eg. marked 
in an odd colour) or powering off the firewall. This design 
and procedure should be provided by the responsible 
shoreside staff to the Master. Training should also be provided 
to aid the Master and officers with understanding cyber 
threats. The crew should also be trained to operate the 
ship should there be a disconnection of OT. These impacts 
should be known in advance, tested, and procedures 
developed for each ship

Over a posting from the International Chamber of Shipping (ICS), a response 
plan (meaning for a cybersecurity incident) should be developed covering relevant 
contingencies, and all plans should be kept in hard copy in the event of complete 
loss of electronic access to them. 

When developing contingency plans for implementation onboard ships, it is 
important to understand the significance of any cyber incident as a safety matter and 
prioritise response actions accordingly. This can only be accomplished together 
with a team from shoreside management. Any cyber incident should be assessed 
to estimate the impact on operations, assets etc. In most cases, and except for 
load planning and management systems, a loss of IT systems on board, including 
a data breach of confidential information, will be a business continuity issue and 
would normally not have immediate, significant impact on the safe operation of 
the ship. 

In the event of a cyber incident affecting IT systems only, the priority may be 
to notify designated persons within the shipowner or operating company for 
immediate response, and the immediate implementation of an investigation and 
recovery plan. 
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TechNology News

IMPROVING 
CYBERSECURITY: 

whAT PoRTs cAN Do

In recent times, ports have proven vulnerable to cyber-attacks by numerous highly 
skilled “hacker groups” and threat actors. Essentially, there were notable incidents 
in locations such as South Africa, such as the recent “Death Kitty” ransomware 
incident. The ports were held to ransom when important information stored in 
databases and other files were “locked” up and important Information Technology 
(IT) and Operational Technology (OT) functions were “hijacked” and could not 
be fulfilled. These ports had succumbed to the cyberattacks and had to declare 
“Force Majeure” with their service users, while software service providers 
struggled to resolve the threats. What this means is that port side, supply chains 
were disrupted indefinitely for an inordinate amount of time. On occasion, port 
management had to pay the “ransom” bounty in order to secure the release of 
vital informational and operational resources, so that important port operations 
could be resumed.

THREAT PREVENTION

While there are measures that can be undertaken through 
important funding and support from locality and world 
governments, the transfer of vital “know-how” and “practice” 
oriented information had to be carried out immediately to 
enhance the knowledge of port workers and key staff with 
access to computer and software facilities and resources. The 
measures that funding can achieve include the “hardening” of 
hardware and software vulnerabilities open to cybersecurity 
and cyber warfare threats. It is also vital to reduce the attack 
surfaces that are open to numerous threat actors.

DATA-DRIVEN PROGRAM MANAGEMENT 
SYSTEM

HudsonCyber, a division of HudsonAnalytix, Inc, has 
launched the PortLogix application, an innovative cyber-
security program management system specifically designed 
for ports, port facilities, and terminal operators. PortLogix 
helps port stakeholders assess their cybersecurity capabilities, 
discover gaps, identify and prioritise solutions, benchmark 
progress, and demonstrate cybersecurity capability maturity.

As in many industries across the globe, cyber attacks in 
the maritime industry are on the rise. Since the start of the 
COVID-19 pandemic, the maritime industry as a whole has 
seen an unprecedented rise in the quantity and variety of 
cyber attacks. Prominent port and maritime organisations, 
including the International Maritime Organization (IMO), 
have suffered cyber attacks. Accordingly, ports, port facilities, 
and terminal operators are increasingly recognizing the 
urgency to address the challenge of cyber threats.

“We are proud to have developed an approach that enables 
ports, port facilities, and terminal operators to meet the 

difficult cybersecurity challenges facing them today,” said 
Cynthia Hudson, Chief Executive Officer of HudsonAnalytix. 
“Our PortLogix platform and methodology will provide them 
with a roadmap of recommendations to support their journey 
toward more sustainable cyber risk management and make 
informed decisions on how best to protect their valuable 
systems and data that underlie modern global logistics.”

PortLogix assists ports, port facilities, and terminal operator 
leaders addressing their cybersecurity challenges cost-
effectively and collaboratively. As a cloud-based application, 
PortLogix engages stakeholders from across the organisation 
to stimulate in-person or virtual cross-functional collaboration, 
promote hands-on analysis, and enhance communication and 
information sharing. Employing a data driven approach, 
it facilitates self-assessment, target profile development, 
progress monitoring, cybersecurity resource allocation and 
management, and investment planning efforts. Piloted in 
seven ports in the United States and the Dominican Republic, 
PortLogix users have employed the program to inform where 
and how they can most efficiently allocate precious resources, 
enable them to benchmark their cybersecurity capability 
progress over time, and help them sustain their long-term 
cyber risk management efforts.

“PortLogix is the culmination of a multi-year development 
effort that brought together a range of cybersecurity experts 
and numerous stakeholders from the global port and 
insurance communities,” said Max Bobys, Practice Leader 
for HudsonCyber. “We are pleased to continue our 
support of the global port community with an easy-to-deploy, 
cost-effective, and sustainable solution that empowers 
our clients in their efforts to manage and understand the 
challenges around cybersecurity in the context of their 
specific operating environments.”

DIGITAL TRANSFORMATION & SUPPLY 
CHAIN RESILIENCE

International standards and collaboration are needed to 
unlock digitalisation’s full potential to drive efficient, resilient 
and green shipping. This was the message at the “Future of 
Shipping - Digitalisation” webinar jointly organised by the 
International Maritime Organization (IMO) and Maritime and 
Port Authority of Singapore (MPA). The webinar, which was the 
final instalment of the Maritime Perspectives Series, gathered 
400 participants from around the world to discuss digitalisation 
and decarbonisation in a post-pandemic world.

“Digitalisation across global supply chains is a mammoth 
task, and IMO has a vital role to play in this transformation,” 

Photo: Jefferson Santos on Unsplash Reducing cyber attack 
surfaces
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said Mr Chee Hong Tat, Singapore’s Senior Minister of State 
of the Ministry of Transport and Ministry of Foreign Affairs 
in his opening remarks. Mr Chee added, “Digitalisation 
is a national imperative for Singapore. Together with our 
industry, Singapore will continue to collaborate with IMO 
and Member States in their digitalisation efforts.”
 
“The pandemic has shown that shipping remains the lead-
ing facilitator of global trade,” said Mr Kitack Lim, IMO’s 
Secretary-General. “Digitalisation is key in enabling the 
post-COVID recovery, strengthening the resilience of the 
global supply chain and taking shipping into a new era. 
IMO is working to ensure shipping can embrace the digital 
revolution – while ensuring safety, environmental protection 
as well as cyber security. Cooperation between all relevant 
stakeholders, from shipping, ports and logistics, will be vital 
to drive the digitalisation of shipping, enhance its efficiency 
and the sustainability, and therefore facilitating trade and 
fostering economic prosperity.”

Participants at the webinar also witnessed the launch of the 
Port Authorities Chief Information Officer (CIO) Cybersecurity 
Network (PACC-Net). With the support of nine ports, this 
network will enhance cybersecurity awareness within 
the maritime sector and facilitate early sharing of cyber 
information to counter potential and active maritime cyber-
security threats. The participating partners are Abu Dhabi 
Ports, Port of Antwerp, Port Klang Authority, Port of Kobe, 
Port of Long Beach, Port of Montreal, Port of Rotterdam, 
Port of Seattle and MPA. The proposal for PACC-Net was 
first tabled by MPA at the 5th edition of the Port Authorities 
Roundtable in Kobe, Japan, in October 2019.

At the seminar, Dr Heike Deggim, Director of Maritime 
Safety, International Maritime Organization and Captain 
Tomoyuki Koyama, Senior Managing Executive Officer, 
NYK Line emphasised the important role of digitalisation 
in keeping seaborne trade flowing smoothly and safely 
during the pandemic, and support ing just- in-t ime 
operations to reduce shipping emissions. Mr Eric Chean, CEO 
& Co-founder, Ship Supplies Direct, Mr Ninan Oommen 
Biju, Senior Port & Maritime Transport Specialist, Transport 
Global Practice, World Bank and Mr Jalal Benhayoun, 
Managing Director, PORTNET S.A. also highlighted how the 
international maritime community should move forward 
together to seize opportunities and address the challenges 
presented by digitalisation. This includes establishing 
common standards to ensure that transactions are both 
standardised and secure across all parties, as well as 
information sharing, facilitated by close cooperation 
between industry and government stakeholders.

Mr David Foo, MPA’s Senior Director, Operations-Technology, 
presented how maritime digitalisation offers clear benefits to 
the international maritime and port community to improve 
the efficiency and resilience of supply chains.

IMO, MPA and the World Bank recognise that one key step 
to realise these benefits is the digitalisation of workflows and 
increased data exchange between ships, ports and value 
chain stakeholders. This will facilitate global trade, increase 
supply chain resilience, and improve ship operations. IMO, 
MPA, and the World Bank intend to work together along with 
other interested partners, to support IMO Member States 
in the digitalisation of their ports, particularly in the 
implementation of maritime single windows.

MARITIME SINGLE WINDOW SHIP 
CLEARANCE SYSTEM

“Increased digitalisation supports greater efficiency which 
benefits the ship, the port and wider supply chain,” said 
Kitack Lim, IMO’s Secretary-General.

The International Maritime Organization (IMO) has issued a 
call for expressions of interest from countries with a medium-
sized port to take part in a pilot project to establish an 
efficient digitalised system for electronic exchange of 
information in ports for ship clearance.

The “Single Window for Facilitation of Trade (SWiFT) Project” 
will develop a system in a pilot port to allow electronic 
submission, through one single portal, of all information 
required by various Government agencies when a ship 
calls at a port. This concept is known as the Maritime 
Single Window (MSW) system. The SWiFT project will be 

Photo: IMO       An efficient digitalised system for electronic 
exchange of information in ports.

implemented by IMO in partnership with Singapore.

Regulations in IMO’s Facilitation Convention require 
electronic exchange of data, to ensure the efficient clearance 
of ships. The single window concept is recommended, 
in order to avoid duplication of effort. Individual data 
elements should only be submitted once, electronically 
through a single point of entry, to the relevant regulatory 
agencies and other parties.

The COVID-19 pandemic has emphasised the value of 
digitalisation. Electronic exchange of required data is 
speedier, more reliable, efficient and COVID-secure, since 
face-to-face contact is minimised.

Under the pilot project, the selected country will be 
advised on the necessary legal, policy and institutional 
requirements for the MSW system. The port will then be 
provided with functional MSW software, hardware and/or 
IT services, configured to the country’s needs. Training will 
also be provided.

The pilot will be supported by Singapore via in-kind 
contributions and by IMO via the Integrated Technical 
Cooperation Programme (ITCP).

“Increased digitalisation supports greater efficiency which 
benefits the ship, the port and wider supply chain,” said 
Kitack Lim, IMO’s Secretary-General. “We want to support 
countries in implementing the FAL Convention requirements 
for electronic data exchange, by supporting a pilot project 
which will show the way and result in know-how which can 
then be shared with others.”

Following the initial pilot and subject to funding availability, 
the aim is to replicate the pilot project in other IMO Member 
States in need of similar technical assistance.

“Following implementation in the pilot port, the IMO-
Singapore project endeavours to springboard countries in 
their digitalisation journey and unlock the full potential of 
their maritime sectors. It is only when most, if not all, ports 
undergo digital transformation, that the full benefits of 
digitalisation can be realised by the maritime community, “ Mr. 
Julian Abril, Head of IMO’s Facilitation Section said. “With 
support from IMO’s Department of Partnership and Projects, 
we envisage an increasing number of discussions with external 
partners and resource mobilisation efforts to support an 
ambitious scaling-up plan for this pilot initiative.”

The IMO-Singapore SWiFT Project builds upon an earlier 

successful project that delivered a maritime single window 
system in Antigua and Barbuda.

That project, with in-kind and financial support provided by 
Norway, based on their experience in electronic facilitation 
of maritime trade, was implemented in 2018-2019. 
Singapore will bring in its experience to cater to the technical 
requirements for medium-size ports and for ports that would 
like to incorporate port to port communication protocols 
in such a system.

“Close collaboration between maritime stakeholders is 
fundamental in ensuring an inclusive transitioning of the 
global maritime industry into a more efficient digital future,” 
said Mr Tan Suan Jow, Dean of the Maritime and Port 
Authority of Singapore (MPA) Academy.

“Having successfully implemented digitalPORT@SG - our 
national MSW - , Singapore stands ready to do our part, 
and we look forward to partnering an IMO Member State on 
this meaningful journey.”

The work on maritime single window implementation 
will support achieving the United Nations Sustainable 
Development Goal 9, which seeks to build resilient infra-
structure, promote inclusive and sustainable industrialisation 
and foster innovation.

More efficient shipping, working in partnership with the port 
sector, will be a major driver towards global resilience and 
sustainable development for the good of all people.

DISRUPTION, DIGITALISATION & 
DECARBONISATION

19 port authorities from Africa, Asia, Europe, Middle East, 
and the US, signed a declaration on their collective response 
to disruption, digitalisation, and decarbonisation at the 6th 
Port Authorities Roundtable (PAR). Hosted by the Antwerp 
Port Authority, this virtual event was held on 22 and 23 
June 2021. 

With this year’s PAR theme being “Ports as Levers for 
Change”, participants discussed issues of disruption, 
digitalisation, and decarbonisation facing the maritime 
industry, and how port authorities should remain agile, 
adaptable, and innovative in response to the challenges. 
The Maritime and Port Authority of Singapore (MPA) called 
on PAR members to strengthen collaboration on safe 
crew change, cyber resilience and response, as well as 
decarbonisation of the maritime sector.
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The declaration recognised work by the Singapore 
Shipping Tripartite Alliance Resilience (SG-STAR) Fund, the 
first global tripartite initiative established in 2020 on safe 
crew changes, through the CrewSafe audit programme 
to bring a higher level of confidence and quality control 
checks into crew change processes. The declaration also 
reflected PAR members’ agreement to consider joining the 
Port Authorities CIO Cybersecurity Network (PACC-Net), 
established by MPA, to foster collaboration on maritime 
cybersecurity as a global network to facilitate early sharing 
of cyber threat information and enable timely responses 
to such threats. Port authorities also agreed to consider 
collaborating with MPA and like-minded stakeholders on 
maritime decarbonisation solutions through the maritime 

Photo: MPA                                                       MPA CE, Ms Quah Ley Hoon, presenting at the PAR2019 in Kobe, Japan

decarbonisation centre to be set up in Singapore, as well 
as overseas decarbonisation centres. 

MPA’s Chief Executive Ms Quah Ley Hoon said, “The COVID-19 
pandemic has accelerated the pace of digitalisation and ports 
have adapted to quickly harness technology for contactless 
operations. The plight of seafarers amidst tightened border 
restrictions also has implications on global trade and their 
health and safety. The PAR is an important platform for port 
authorities to come together to leverage each other’s 
experience and expertise to tackle these challenges. Today’s 
declaration is an important step forward to push forth with 
digitalisation and decarbonisation solutions in the face 
of disruption.”

PeRsoNAlITy PRoFIle

CRUISE 
coNTRol

Sourav’s father and grandfather had both started at Tata steel. “This was the place 
where TISCO and Tata Engineering and Locomotive Company was founded and 
the Tatas later went on to make the cars,” Mr Hore relates with pride. That was the 
beginning… early years. Sourav has fond recollections of his early years studying 
at Loyola School in Jamshedpur. It was one of the renowned schools with inspiring 
teachers and curriculum. Mr Hore thought it was a great alma mater, and is grateful 
for the opportunity he got studying at Loyola elementary school.

“ MARINE & OFFSHORE 

IS GRATEFUL AND DELIGHTED 

TO HAVE THE CHANCE, 

RECENTLY TO SPEAK WITH MR 

SOURAV HORE, MANAGING 

DIRECTOR, CENTRAL SHIP 

MANAGEMENT LTD. ” 
GOH Tz’EN LONG FILES THIS STORY.
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Having to analyse, is part of the challenge. “Say the job will 
be for one month, and you have to predict the cost well before 
the job commences.” 

So, this is something which requires a lot of experience, and 
Sourav’s team had managed to do it within the cost they had 
projected. “And the insurance and the owner, everyone was 
satisfied on the completion.” 

Sourav has worked in South Korea and Qingdao. 

Regarding communication in Korean and Chinese shipyards: 
“I was with Hyundai shipyard for a long time, where we 
had 2-3 new ships coming up. Even in Qingdao, there were 
interpreters over there… most of the people in senior positions 
in the shipyard and in the design department; they speak 
English. We were able to share our concerns and ideas.” So 
language was not a problem.

On Audits

Sourav explains that shipboard ISM, ISPS, MLC audits are all 
part of shipping, you can experience when sailing. 

He gives an analogy: “Just like driving, there are traffic lights, 
ERP, speed limits, etc… there are a lot of restrictions, etc., that 
you need to follow. Same thing with ISM, ISPS, MLC, BWTS. 
These are all for safety, safe environment, safety of the vessel 
and safety at sea” 

So ship’s owners; people running the ships, have to compile 
the necessary data. 

BW sHiPPinG

“It was a short project in Sembawang shipyard, when they had 
one of the ships, which they wanted to get repaired….” BW was 
a client for V Ships Asia. “It was very nice, BW was a very 
professional setup and whatever short time we worked with 
them on the project, it was a good experience,” recalls Sourav.

tRAnsitiOn tO MAnAGEMEnt

“The management role actually came when I was working with 
these companies, with these ships, and an opportunity came 
where I was also doing some inspections and insurance related 
projects with different companies.” Sourav had gotten an 
opportunity to be involved with a new startup.

“I got involved… a friend of mine who was with them and then 
he discussed with me… I had always wanted to do something 
different, because I have been more involved technically in 
projects like that, so this was an opportunity… and that is when 
I got involved in this project and we started the company,” 
relates Sourav, “We have a head office in Dubai… and from 
my residence , Central Ship Management was started in 
Singapore… and that was in Feb 2018… and slowly, slowly 
we grew, and we are looking forward to go further.”

CEntRAL sHiP MAnAGEMEnt.

“Engineering knowledge, what you have done at the 
shipyard… Here that was an absolutely different role. There 
were many different challenges – it was a rocky ride – I had 
to jump into it, learn about it,” Sourav enthuses, “Even now, 
when I tell my colleagues, it was a fantastic experience… By 
God’s grace… it was a roller coaster ride.”

ALWAYs in Mind

“I have two daughters, one son and my beloved wife. Most of 
the time I am on the phone, using the laptop or travelling…. 
Even when I had to go for a small surgery, after… I had the 
phone in my hand….” 

This has been a lifelong learning journey for Sourav, and a lot 
of things that Mr Hore has learnt, he had learnt it by himself, 
because no one had taught him, “I have learnt to avoid pitfalls 
in the course of the journey…”

‘Asan’, is a species of tree which grows 30m tall, and can be 
found on the banks of the Damodar River; ‘sol’ refers to land. 
‘Asansol’ is an aggregation of these two words. It is a city which 
lies on the banks of Damodar and is reputedly rich in minerals. 
The city was known as Assensole during the British era and has 
hot and dry summers and mild winters.

Sourav’s father was transferred from TISCO, Jamshedpur to 
Burnpur Steel IISCO, Asansol in the Western state of Bengal. 
Mr Hore too, was relocated to St Patrick’s School, developing 
an interest in subjects, with a mostly keen interest in physics.

Mr Hore recalls having had very intuitive teachers, at the school 
founded by Irish brothers. It was a huge school built during the 
British regime. He continued to study there until completion of 
his ICSE.

Sourav was always interested in the Navy. He recalls being very 
keen to join, either the merchant Navy or Indian Navy. He had 
tried and passed the demanding entry requirements after his 
graduation.

It was thus that Sourav completed combined mechanical and 
electrical engineering studies and naval ROTC.

He relates sentimentally, “I had a distant cousin who was in the 
merchant Navy…. I used to visit them. I used to go to the ships 
when his friends used to come. I was basically, really pulled 
into it.” The lovely food, travel and adventures, and the work, 
in the late teens had fascinated Sourav.

“Physics and design… I loved drawing. Drawing and design-
ing and making structures…. Always probing….” This part 
of naval engineering, drawing and naval architecture had 
gotten Sourav hooked, “I was beginning to get an idea of the 
ship… I was drawn to it among all the subjects… I enjoyed 
doing this thoroughly.”

sHiPYARd…

“So I finished college and joined the merchant Navy in 
March1989…. I had served on different kinds of vessels, slowly 
rising and taking exams until I became chief engineer. Then I 
wanted to sort of move out.” 

Still staying attached to shipping of course, but not while sail-
ing, Mr Hore, was looking for something different. He had 
gone to Dubai, met some friends over there and gotten an 
opportunity to join them. 

“Then I came to Singapore, joining one of the most renowned 
companies in ship management in those days. That was how I 
had stepped into ship management.”

REnEWAL OF BOttOM stEEL

“The biggest challenge of any underwater damage, is like 
in the arctic when you make contact with an iceberg… you 
don’t know the extent of the damage or what happens under 
the water. We don’t have that, even with the technology. 
You can have a robot which goes underwater and assesses 
the damage.”

Mr Hore relates an incident which happened when the bulk 
carrier, had ruptured its bottom, and water was coming inside 
the ship. The vessel was reported, taking in water, in the UAE.
“I had a short stint of two years in Imabari Shipyard, Japan, 
with a shipbuilding yard. So, I have got the ship structure, even 
though I was not a naval architect, and also had a short stint 
with a classification society. 

When damage took place, immediately we thought of 
the worst. 

“You know, what could have happened. And it turned out to be 
more than assessed. Because what was initially given to us… 
you know the rupture wasn’t small… 1m, 2m.” 

But finally, it had turned out that almost half the length of the 
ship – the steel had parted down below. And water was coming 
in. Luckily nothing happened. 

“The capsize bulk carrier, we are talking about, it did not sink. 
Somehow, we managed to, with discussions to the respective 
classification societies, respective SERS plan, bring the vessel 
out to the Dubai dry dock. And expedited the renewal and 
repairs of the bottom steel duct.”

BudGEt COntROL And MOnitORinG

When an incident like this happened – a ship of capsize had 
been damaged to such an extent, it took all the experience, to 
control the repairs, though there was insurance involved. 

“While we were there, there was hull and machinery; there was 
an insurance representative with us all the time. This gentle-
man who was monitoring the cost and the scope of work, and 
we had to get approval. Now budget control is, how you can 
work with the shipyard,” relates Mr Hore.
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NEWS WATCH

CYBERCRIME 
KNOCKS – 

HOW PREPARED IS THE 
SHIPPING SECTOR?

Today, there is wide recognition that the adoption of tech will ultimately help ship 
owners, operators and other stakeholders better withstand future challenges. 
There are clear benefits on efficiency, productivity, costs and emissions reduction, 
to name a few.

In Southeast Asia, though, there are still significant disparities within the sector on 
the pace and scope of digital transformation.

During a webinar at the IMO-Singapore Future of Shipping event earlier this year, 
industry experts attributed some of the slow progress to a “lack of trust”, a mentality 
that believes sharing data widely would mean losing an industry edge to competitors.

Photo by Markus Spiske on Unsplash

“ NAvIgATINg The 

IMpAcT OF The cOvID-19 

pANDeMIc hAS FOrceD 

The ShIppINg SecTOr TO 

reApprAISe ITS OperATIONS 

AND reASSeSS ITS 

reSIlIeNce. ” 
By K MurAlI pANy. 

compounded with that mentality is a wide range of 
challenges and risks facing the shipping sector, including the 
hefty cost of investment required for digitalisation during a 
recession, and the potential exposure of vulnerabilities.

CYBERSECURITY RISKS

One of the greatest hindrances to technological advancement 
is the threat of cybercrime. It’s a conundrum – many in the 
shipping industry believe that the wholesale adoption of new 
technology might expose their vulnerabilities but, on the 
other hand, the resistance to adopting new tech could curtail a 
company’s ability to protect itself from lurking cybercrime.

Singapore’s shipping sector fortunately has not yet suffered 
a major episode but the recent attacks on South Korea’s 
national flagship carrier hMM, French shipping company 
cMAA cgM, and the International Maritime Organisation 
(IMO) itself has created heightened anxiety.

WHAT TO LOOK OUT FOR

The shipping industry possesses characteristics that make the 
sector particularly vulnerable to cyber breaches. The nature 
of maritime operations involves constant interactions with 
onshore parties like marine terminals, government bodies 
and stakeholders in a supply chain, and these interactions 
often include the sharing of business critical data and 
commercially sensitive information.

Other traits include the common use of legacy technology 
that rely on operating systems that are already obsolete. 
The vast network of participants and stakeholders, serving 
different levels of responsibilities and roles, often also means 
that meaningful cyber risk management cultures are difficult 
to implement.

In such a complex web of operation, cyber breaches can 
manifest in many different ways including unintended system 
failures, for example, through the use of an infected uSB 
drive, system failures due to software crashes, or employee 
interactions with phishing attempts.

These breaches, as innocuous as they can be, can deliver 
significant damage. companies face substantial risks 
including the theft of information and cargo, loss of business 
reputation, destruction of vessel and property, and liability to 
third parties, just to name a few.

costs to rectify these breaches can be pegged to loss of 
customer business, investigations and forensics, audit services, 
deployment of detection software, damage to brand, and 
ultimately court settlements.
 
RISK MANAGEMENT

This all necessitates robust approaches to cyber risk 

management, which should cover several major elements 
such as identifying key management and personnel and who 
should hold responsibilities for when disruption occurs.

contracts should also have express clauses that address 
cyber risk by clearly allocating liability and loss.

In the event of a breach, robust and frequently exercised 
protocols must be in place for staff members to report it to 
the board, comply with regulatory obligations and engage 
the crisis response team. companies should also consider 
specific cyber security insurance with providers.

earlier this year, Singapore’s MpA issued a helpful guidance 
note that provides information on the requirement to 
incorporate maritime cyber risk management in the 
safety management systems of companies operating 
Singapore-registered ships. The requirements included 
five functional elements:

1. Identify: Define personnel roles and responsibilities 
for cyber risk management and identify the systems, 
assets, data and capabilities that, when disrupted, 
pose risks to ship operations;

2. Protect: Implement risk control processes and 
measures, and contingency planning to protect 
against a cyber-event and ensure continuity of 
shipping operations;

3. Detect: Develop and implement activities necessary 
to detect a cyber event in a timely manner;

4. Respond: Develop and implement activities and plans 
to provide resilience and to restore systems necessary 
for shipping operations or services impaired due to 
a cyber-event; and

5. Recover: Identify measures to back-up and restore 
cyber systems necessary for shipping operations 
impacted by a cyber-event.

Shipping companies need to instill a top-down risk culture, 
develop industry best practices and implement consistent 
training to stay ahead of the risks it faces.

JTJB is a Singapore-based law firm with network offices 
around the world. Our International Trade, Shipping & 
Logistics Practice Group is a key area of practice at our 
firm. With more than 30 years of experience advising 
on transactional, commercial and contentious shipping 
matters, our robust list of credentials has awarded us 
with a stellar reputation as shipping specialists. If we 
can assist on your digitalisation journey, please reach 
out to K. Murali Pany (murali@jtjb.com).
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The ColumN

Will

Cyber Thieves
 rule?

Nobody knows for sure what happened to the Ever Given earlier this year. Was 

it really a failure of the ECDIS? Or was a serious case of a dredging failure or, 

simply a ship captain taking some unverifiable risk and losing the gamble?

But the jury as they say, is still out. What has not been ascertained is if it could 

have been a serious cyberattack? 

Welcome to the new age of ‘terror’. This time it is not of state sponsored actors 

moved by some diabolical ideology. but of individuals and business bent on 

doing in nations and businesses they may have been aggrieved by. That said, 

even state actors too have jumped onto the bandwagon with the United States 

routinely fingering some nations in the world. 

Still, as matters stand, there is no questioning of the extent of damage and 

hurt, cybercriminals can wreak. Laws, nonetheless, do exist to punish them but 

are they sufficient? Most of the formulated laws are mostly meant to punish 

perpetrators on shore based activities. There is little mention of how to deal with 

sea based attacks, or attacks launched from land on ocean going vessels and 

ports from distant lands. 

Like the non-state terror brigands’ cyber thieves too can, 

accomplish a ‘mission’ if they choose to, or when they 

decide to. That, therefore, is the very dangerous situation 

now creasing the world.

Apart from decarbonisation, hybrid ship engines, 

supply chain bottlenecks and digitalisation uppermost 

in the minds of stakeholders, nobody would have had 

remotely imagined that they would need to contend with 

an ‘opponent’ as opaque and slippery as they now see in 

cyber thieves. 

Even Protection and Indemnity (P&I) clubs inured to 

providing protective cover for vessels and cargo do not 

have a comprehensive overreach programme to give 

coverage, considering cyber thieves, like their terrorist 

‘counterparts’, know much about outwitting and outfoxing 

their quarries. 

Any doubts about the capabilities of cyber thieves must 

remain as they are: purely doubts. 

Cybercriminals know that cybersecurity and the protection 

of all data belonging to individuals and companies must 

only be the sole preserve of the said organisations and 

entities, and nobody else. Period. For that reason, they 

know the value those data could mean to large shipping 

companies and compromised data as they would have 

correctly guessed, is what fetches the highest ‘price’ by 

way of ransom. Thus, the birth of ransomware!

Perhaps it was for that reason that the United Nations has 

come out swinging with a resolution with cybersecurity 

protection right smack in its crosshairs. That is reassuring 

because when an august body makes a stand, the problem 

as it is appears creates an international dimension with 

international ripples, and not something to be to be confined 

just to national concerns!

What needs to be considered is that given the very 

translucent and opaque situation cyber criminals inhabit, 

training on them and apprehending them will prove 

elusive as states maybe protecting them.

For now, perhaps, they will rule by default! Nothing 

salutary over how events have panned out.

have you read
our other magazine?

see us on the web at
www.petrominonline.com

Fuels & Power
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NomeNclature 

NomeNclature

Some common terminology are summarised as follows:

access control The discipline, technology, process and/or control 
for limiting access to an organizations applications, 
systems, platforms, critical assets, and facilities to 
authorized entities.

adware Specialized advertising software designed to present 
pop-up messages, windows, or banners on an 
application that is running.

Backdoor An undocumented gap in a software application 
or computer system that al lows access to 
unauthenticated users, circumventing security 
processes.

encryption A cryptographic method used to encode a set of 
information for the purpose of protecting it from 
unauthorized access or modification prior to sending 
it to a specified recipient. The recipient then decodes 
the message using an encryption.

event and Incident response The organization and sustainment of an integrated 
set of plans, procedures and capabilities that are 
designed to support the detection, analysis, and 
response to cyber security events.

Firewall A hardware device or software link in a network that 
is designed to inspect data pacts between devices, 
systems or network.

Insider threat Represents a malicious threat to the organization 
from employees, contractors or service providers who 
enjoy trusted privileged access to controlled assets, 
applications, systems, and/or platforms.

malware A generic term for software that compromises the 
operating system of an IT or networked asset with 
different types of generic or customized malicious 
code.

*A full and comprehensive glossary of Cyber Terms can be found in the IAPH Port 
Community Cyber Security Report Q2 2020.

coNfereNce

the 28th World 
Gas coNFereNce 

(WGc2022)
eXco coNveNtIoN ceNtre, 

daeGu, Korea
23-27 may 2022

www.wgc2022.org

The World Gas Conference, conducted by the International Gas Union (IGU) since 
1931, is the world’s largest and most important global gas industry event where 
thousands of industrial and political leaders, gas executives, specialists, and 
exhibitors gather in the host destination every three years.
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The 28th World Gas Conference (WGC2022) takes place 
in Daegu, the energy city of Korea, in May 2022. The event 
will be hosted by the Korea Gas Union and supported 
by the Korean Government, host partner KOGAS, Daegu 
Metropolitan City and the National Organising Committee 
(NOC). This four-day conference and exhibition will be an 
immersive week of gas industry contents and innovation with 
over 500 speakers in 95 sessions, more than 350 exhibitors 
and 12,000 global attendees from over 90 countries.

The Abstracts for the Call for Papers is currently open for 
all the industry experts to present their knowledge and 
ideas in front of the international audience and speak at 
the largest global gas and energy conference. Authors of 
accepted Abstracts will get the chance to be part of the 
WGC2022 and speak in either an Industry Insight or a 
Technology & Innovation Session.

Recently, the WGC2022 National Organizing Committee 
took the decision to extend the Call for Papers deadline, 
taking into consideration the industry ’s feedback. The 
extended date of 28 January 2022 will ensure everyone 
who wants to submit an Abstract for the Call for Papers 
can now do so.

There are several reasons to submit a WGC2022 Abstract. 
Firstly, it is a unique opportunity to shape the global energy 
agenda by presenting commercial and technical knowledge. 
It is also a chance to introduce ideas to a worldwide 
audience of up to 3,500 industry experts and inspire fellow 
attendees. Authors of the most relevant Abstracts will raise 
personal or companies’ profiles in front of an international 
audience. Moreover, submitting an Abstract for the Call for 
Papers is an excellent tool for networking and creating new 
business connections. There is one more reason to submit an 
Abstract – the opportunity to be considered for a WGC2022 
IGU Global Gas Award or WGC2022 Innovation Award.

The below areas of interest have been selected to shape the 
program of the 28th World Gas Conference and discuss the 
events core theme of A Sustainable Future – Powered by Gas:

•  Environment and Sustainability: examines the environ-
mental concerns and innovations for the sustainable future 
from ESG practices to sustainable transportation.

•  Industry, Value Chains: focuses on topics from current 
and emerging tech, E&P opportunities, storage operation 
& design and new pipeline deployment.

•  Markets, Supply, Demand, Price: a look at business 
models, gas pricing mechanisms & changing markets for 
natural gas, small-scale, UGS & transport fuels.

•  New Technology, R&D: showcasing ground-breaking 
technology from AI & blockchain, gas alternatives, 
decarbonization and smart energy networks.

•  Policy, Strategy, Marketing: accelerating the conversation 
on energy access, energy policy, green gases, market 
liberalization and communication.

The Abstract submissions will be reviewed in two stages. 
Stage 1 is for all authors who submitted an abstract by 27 
September 2021, and this stage authors will be notified of 
their results on 23 November 2021. Stage 2 Authors are 
those who will submit an abstract between 28 September 
2021 and 28 January 2022, and they will be notified of their 
results on 17 March 2022.

WGC2022 has already received hundreds of submissions from 
over 25 countries. The WGC2022 program has also confirmed 
over 50 distinguished gas and energy industry leaders as 
speakers in the Plenary and Current Debates program, 
which will discuss the critical issues facing the industry today. 
Speakers will debate the need to meet the increasing global 
energy demand by improving accessibility, availability and 
affordability while tackling net-zero emissions targets and 
reshaping the trajectory for the energy transition.

The latest confirmed top industry experts include Prof. Dr 
Klaus-Dieter Maubach, CEO of Uniper, Hamed Al Naamany, 
CEO of Oman LNG, Mark S. Brownstein, Senior Vice 
President, Energy at Environmental Defense Fund, Yalan Li, 
Chairperson of the Board of Directors at Beijing Gas Group 
and Executive Chairperson of China Gas Association and Dr. 
Ben K. D. Asante, CEO of Ghana National Gas Company.

WGC2022 will provide a host of opportunities for attendees 
to learn, share, connect and do deals within the global 
gas and energy market. In addition to the Plenary and 
Current Debates, the program will consist of Luncheon 
Addresses, Professional Training Classes, Young Leaders 
Program, Networking sessions, Accompanying Person, and 
Technical and Social Tours.

Early Bird Registration is open for the highly anticipated 
conference and exhibition, so join us at the world’s largest 
face-to-face industry conference in Daegu, shape the global 
energy agenda, and discuss the role of natural gas in a 
sustainable future.

Find out more and visit the WGC2022 website at www.
wgc2022.org and download the brochure www.wgc2022.
org/brochure-download.

Do you want to learn more?
www.sg.endress.com/
prosonic-fl ow-g300 

Prosonic Flow G 300 – Ultrasonic fl owmeter redefi nes
gas measurement

• For raw and processed natural gas, coal seam 
gas, shale gas, gas mixtures, wet biogas and 
digester gas

• Powerful process control thanks to pressure 
and temperature-compensated values 
measured in real time

• Advanced gas analysis functions for calculation 
of additional process variables, customer-
specifi c gases or gas mixtures

• Maximum reliability and robustness 
independent of the gas moisture

CLEAN PROCESS
+ CLEAR PROGRESS

You strengthen your plant’s safety, productivity 
and availability with innovations and resources.

We understand how you need 
to reduce complexities at your plant.
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Advertise With Us!
Petromin Marine & Offshore is a business publication covering 

technologies, trends and news related to the 

oil & gas and marine industries in the Asia Pacific region. 

Within the pages of the magazine you will find information, 

based on technical articles from the experts in their respective fields, 

as well as reports on various topics relating to the industry as a whole. 

You will find interviews, case studies and field reports written by our staff 

or technical correspondents. We also cater to the IT, instrumentation and 

control of the energy and marine industries. 

Petromin Marine & Offshore magazine brings you the 

latest in breaking news, analyses, market insights, interviews, 

personality profiles and more! 

Call us for enquiries now!

For advertising / sponsorship enquiries, please contact:

Email: marketing@mediacomz.com
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MAy 2022

The 28th World Gas Conference 
(The WGC2022) 
23-27 May 2022, 
Daegu, Korea 
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Marketing Executive
Email: KKarachevceva@thecwcgroup.com
Tel: +44 20 7978 0034
Website: http://www.wgc2022.org

AuGuST 2022

INAMARINE 2022
24-26 August, 2022
JIExpo Kemayoran, Jakarta, Indonesia
Contact: Ms. Santi Hong
Email:  ino@gem-indonesia.net 
Tel No: +62 21 54358118
Website: www.inamarine-exhibition.net
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Oil and Gas Asia (OGA) 2022
13 – 15 SEpTEMBEr 2022 
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(KLCC), Malaysia
Contact: Mr Derrick Yeow
Tel: +6018 969 1420
Email: Derrick.Yeow@informa.com
Ms Susan Lee
Tel: +44 79 76 887 032
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LNG Malaysia 2022

10th DP Asia 2022

2nd LNG Vietnam 2022

6th LNG & Clean Marine Fuel 
Forum 2022

Cambodia Marine & Offshore

3rd Myanmar LNG 2022

4th Tank & Terminal Asia 2022
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