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Overview

• For all activities funded by the European 
Union, Ethics is an integral part of research 
from beginning to end.

• The talk will go through the different aspects 
to be taken into consideration from the 
conceptual stage of a project proposal 
through the whole project lifetime with 
examples from running projects.



Digital Ethics
• Digital Ethics * deals with the impact of digital 

Information and Communication Technologies (ICT) on 
our societies and the environment at large. 

• It encompasses a range of issues and concerns from
privacy and agency around personal information, digital 
literacy, big data including governance and 
accountability, the dominance of a small number of large 
network platforms, pervasive technology, the Internet of 
Things and surveillance applications, Artificial
Intelligence(AI) and algorithmic decision-making
including the fairness, accountability, and transparency of 
those automated decisions, and automating human
intelligence for robotics or autonomous vehicles, AI and 
the future of work and governance, and intelligent 
technologies in health care and medicine.

* Ethics4EU European Values for Ethics in Digital Technology – Research Report http://ethics4eu.eu/european-values-for-ethics-in-technology-research-report/



Ethics review
• In order to avoid funding of ethically problematic activities, some 

funding programmes require an ethics review procedure to clear 
the projects (e.g., Horizon Europe, Digital Europe, Horizon 2020).



Ethics review

The details and the scope 
of the ethics review 

depend on each 
programme. Most 

programmes simply check 
whether projects raise 
ethics issues and, if so, 

whether these are 
adequately addressed. 

Some programmes, such 
as Horizon Europe, have a 
more elaborated review 

procedure which includes 
several steps depending 
on the complexity of the 

issues  

The participants will be 
informed (through the 

coordinating organisation) 
of the ethics review result 

and it will be posted in 
their Portal library (My 

Projects > Actions > 
Manage Project > 

Document Library).



Ethics review & actions before the 
signature of the grant agreement 

• If the ethics review leads to 
requirements to be implemented 
before grant signature, the participants 
will need to take immediate action to 
comply (and may also have to adapt the 
description of the action (DoA Part B) to 
reflect this). 

https://webgate.ec.europa.eu/funding-tenders-
opportunities/display/OM/Grant+signature



Ethics review & Ethics Requirements 
Workpackage 

• If the review leads to additional requirements to be fulfilled during the 
project, they are automatically added as ethics deliverables into the system 
and DoA Part A and will be placed in an automatically generated Work 
Package called ethics requirements. 

• The project starting date is calculated as from the entry into force of the Grant 
Agreement (last signature = signature by the EU).



Ethics review

• If the review shows that there are serious ethics issues that cannot be solved, 
funding may have to be refused.

• Additional information can be asked if this is needed to complete the ethics 
review (e.g. in case of serious or complex ethics issues or missing information).



Ethics self-assessment

• The ethics self-assessment will become part all Grant Agreement (in Annex 
1, as description of the action, ethics requirements, etc.) and may thus give 
rise to binding obligations that may later on be checked through ethics 
checks, reviews or audits. 

• It ensures that: 
• the proposed activities are in line with applicable international, EU and 

national law 
• the proposal is processed more easily during the selection procedure. 

https://webgate.ec.europa.eu/funding-tenders-opportunities/display/OM/Special+procedures%3A+Ethics+review%2C+security+scrutiny%2C+Ownership+control+check



Example of Informed Consent & Privacy at H2020 
proposal submission

YES NO

Informed Consent X

·         Does the proposal involve children? X 

·         Does the proposal involve patients or persons not able to give consent? X

·         Does the proposal involve adult healthy volunteers? X

·         Does the proposal involve Human Genetic Material? X 

·         Does the proposal involve Human biological samples? X 

·         Does the proposal involve Human data collection? X

Privacy X 

·         Does the proposal involve processing of genetic information or personal data (eg. health, sexual, ethnicity, political opinion, religious or philosophical 
conviction) X



ECSEL AIDOaRt Project (1/2)

• Submitted in September 2020
• Started on 1st April 2021
▪ AIDOaRT: Continuous development in CPSs via AI-augmented

automation
▪ AIDOaRT is project focusing on AI-augmented automation 

supporting modelling, coding, testing, monitoring and continuous 
development in Cyber-Physical Systems (CPS), 
https://www.aidoart.eu/

▪ 32 Partners from 7 European countries are the beneficiaries (in 
alphabetic order):
• Austria, 
• Czech Republic, 
• Finland, 
• France, 
• Italy, 
• Spain, 
• Sweden



ECSEL AIDOaRt Project (2/2)

• Artificial Intelligence (AI) is increasingly affecting our lives in smaller or larger 
ways. In order to ensure that systems will uphold human values, design 
methods are needed that incorporate ethical principles and address societal 
concerns. 

• ART design principles (Accountability, Responsibility and Transparency) for the 
development of AI systems sensitive to human values.

• Highlighting since proposal preparation on how AI technological innovations 
have to ensure that systems are designed responsibly and contribute to our 
trust in their behaviour (in terms of both accountability and explainability), as 
promoted by the Ethics Guidelines from the High Level Group of AI.



Ethics 
Guidelines 
for 
Trustworthy 
Artificial 
Intelligence

• On 8 April 2019, the High-Level Expert Group on AI 
presented Ethics Guidelines for Trustworthy 
Artificial Intelligence. This followed the publication 
of the guidelines' first draft in December 2018 on 
which more than 500 comments were received 
through an open consultation.

• According to the Guidelines, trustworthy AI should 
be:

• (1) lawful - respecting all applicable laws and 
regulations

• (2) ethical - respecting ethical principles and values
• (3) robust - both from a technical perspective while 

taking into account its social environment
https://ec.europa.eu/digital-single-
market/en/news/ethics-guidelines-trustworthy-ai



7 key requirements for AI trustworthy 
systems

• Human agency and oversight: AI systems should empower human beings, allowing them to make informed decisions and fostering their fundamental rights. At
the same time, proper oversight mechanisms need to be ensured, which can be achieved through human-in-the-loop, human-on-the-loop, and human-in-
command approaches

• Technical Robustness and safety: AI systems need to be resilient and secure. They need to be safe, ensuring a fall back plan in case something goes wrong, as 
well as being accurate, reliable and reproducible. That is the only way to ensure that also unintentional harm can be minimized and prevented.

• Privacy and data governance: besides ensuring full respect for privacy and data protection, adequate data governance mechanisms must also be ensured, 
taking into account the quality and integrity of the data, and ensuring legitimised access to data.

• Transparency: the data, system and AI business models should be transparent. Traceability mechanisms can help achieving this. Moreover, AI systems and their 
decisions should be explained in a manner adapted to the stakeholder concerned. Humans need to be aware that they are interacting with an AI system, and 
must be informed of the system’s capabilities and limitations.

• Diversity, non-discrimination and fairness: Unfair bias must be avoided, as it could could have multiple negative implications, from the marginalization of 
vulnerable groups, to the exacerbation of prejudice and discrimination. Fostering diversity, AI systems should be accessible to all, regardless of any disability, 
and involve relevant stakeholders throughout their entire life circle.

• Societal and environmental well-being: AI systems should benefit all human beings, including future generations. It must hence be ensured that they are 
sustainable and environmentally friendly. Moreover, they should take into account the environment, including other living beings, and their social and societal 
impact should be carefully considered.

• Accountability: Mechanisms should be put in place to ensure responsibility and accountability for AI systems and their outcomes. Auditability, which enables 
the assessment of algorithms, data and design processes plays a key role therein, especially in critical applications. Moreover, adequate an accessible redress 
should be ensured.

• https://digital-strategy.ec.europa.eu/en/library/ethics-guidelines-trustworthy-ai



How to implement that in AIDOaRt? (1/3)

• Creation of an Ethical and Data Protection Committee (EDPC ) to drive and 
control the aspect of ethical issues when involved in the technical activities of 
the project and verify the appropriateness of the used solutions when dealing 
with data protection, and privacy issues. 

• The EDPC Committee meets on a yearly basis and advises the Executive Board 
in scientific and organisational affairs. 

• Deliverables where Data Protection is at stake will also be reviewed by the 
Committee. 



Implemented strategy (2/3)

• The Ethical and Data Protection Committee will be constituted by the Data 
Protection Officers (or equivalents) of the beneficiaries, where the 
contributions from the beneficiaries will be collected and coordinated. 

• The project has appointed a Data Protection Coordinator (DPC),  to coordinate 
the work of the DPOs of the beneficiaries and chair the EDPC.



Implemented strategy (3/3)

• An overall Data management strategy and GDPR compliance will be developed and provided. To develop the strategy the 
project will implement the following steps:

• Appointed Data Protection Officers (DPO) for all organisations will be identified and the contact details of the DPO will 
be made available to all data subjects involved in the research. 

• A description of the technical and organisational measures that will be implemented to safeguard the rights and 
freedoms of the data subjects/research participants will be developed. 

• A description of the security measures that will be implemented to prevent unauthorised access to personal data or the 
equipment used for processing will be developed.

• Description of the anonymization/pseudonymization techniques that will be implemented will be developed.
• Detailed information on the informed consent procedures in regard to data processing will be developed.
• Templates of the informed consent forms and information sheets (in language and terms intelligible to the participants) 

will be developed and provided.



Data Management Plan (DMP)

• The purpose of the DMP is to present a plan for the management, collection, 
generation, storage, protection, sharing and preservation of data related to 
projects activities and to clarify the project’s data management policy in 
agreement with the project consortium.

• DMPs usually follow the guidelines specified in the European Commission's 
Data Management Template. 

• They reflects the status of the data that is collected, processed, or generated, 
and the respective methodology and standards, whether and how these data 
will be shared and made open, and how it will be curated and preserved.



MORPHEMIC Project
MORPHEMIC: Proactive Cloud
https://www.morphemic.cloud/

• Submitted in Mars 2019
• Started on 1st January 2020

• 12 partners from 7 countries are 
developing the innovative 
MORPHEMIC platform, which will 
provide a unique way of adapting 
and optimizing cloud computing 
applications for future specialized 
hardware configurations like GPUs, 
TPUs, AI chips, FPGA, HPC. 



The MORPHEMIC Project Example (1/3)

• The DMP defines the general policy and 
approach to data management in the 
MORPHEMIC project, covering the data 
management related issues both on the 
administrative and on the technical level, 
public DMP deliverable D9.1 is available at 
https://www.morphemic.cloud/deliverables/. 

• This includes topics like application 
reconfiguration logs and monitoring metrics 
collection, publication and deposition of open 
data, the data repository infrastructure and 
compliance with the Open Access 
Infrastructure for Research in Europe 
(OpenAIRE).  



The MORPHEMIC Project Example (2/3)

In order to carry out the work 
envisaged in MORPHEMIC partners 

will be involved in research and 
development of technologies that 
have the capacity to collect, store, 

analyse and process vast amounts of 
data. 

On top of that, the activities planned 
in Use Cases work package   will 

include experimentation with data, 
some of which can be considered 

sensitive. As such, the project 
touches on research ethics related 

to privacy and data protection 
issues. 



The MORPHEMIC Project Example (3/3)
• The project involves the indirect involvement of human participants, as is apparent with 

use case 2 (e-BrainScience), for the data processing of neuroimaging data sets of the brain. 
• During the entire course of the MORPHEMIC project,  will only utilise publicly available 

anonymized neuroimaging datasets of the brain from the OASIS project, the official 
Open Access Series of Imaging Studies website: https://www.oasis-brains.org/.

• The nature of the participants' disorder is such that special procedures for obtaining 
informed consent is needed. As required by the Ethics Summary Report, the 
description of the research participants’ recruitment procedure, informed consent 
procedure and template will be submitted as deliverables in Work Package 10 Ethics 
Requirements, fulfilling all ethics requirements upon the start of use case execution. 
Thus, no adults who are unable to give informed consent will be involved in any part of 
research carried out in MORPHEMIC.



Conclusions

• For all activities funded by the European Union, ethics is 
an integral part of research from beginning to end, and 
ethical compliance is seen as pivotal to achieve real 
research excellence.
• Research Ethics and Integrity policy promotes the 

highest standards of ethics and integrity in the 
performance and governance of research and 
innovation in the EU, both within and beyond 
Horizon 2020.

• Ensuring ethics acceptability in EU funded research 
is also essential to ensure the respect of EU values 
in Horizon.

• More information and H2020 projects on Ethics are at 
https://ec.europa.eu/programmes/horizon2020/en/h20
20-section/ethics
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