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Ransomware attacks can be damaging to businesses of all sizes and the 
disruption caused by an attack can last for days or even weeks.

So how does an organisation become infected, what does ransomware 
actually do, and what can be done to prevent this type of attack?  
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Exploiting Technical Weaknesses

A “drive-by download” is another common technique used by attackers to install 
ransomware on a machine. This involves a computer being infected while the user 
browses the Internet, often through legitimate websites which have already been 
hacked and modified by an attacker. This method relies on exploiting technical 
weaknesses such as unpatched or out-of-date software, often in browser plugins 
such as Flash.

Corporate devices can also become infected when used in an unsafe environment, 
such as at home or when using a public Wi-Fi connection as outside the protection 
of the corporate network, the user has to rely upon local security such as anti-virus 
or endpoint security controls.

Some ransomware attacks are specifically targeted at companies that criminals 
believe will pay a ransom.  Although less common, this manual infection  
mechanism has been used against companies with out-dated servers accessible 
from the Internet.

Once Downloaded

Once the ransomware is installed it needs to call home to servers run by the at-
tacker in order to obtain encryption keys.  This uses a standard Internet connec-
tion and usually relies on websites which have been already hacked so that it can 
bypass corporate website filtering systems.

Once encryption keys have been obtained, the ransomware then begins encrypting 
every file, both on the local device and on any connected shared drives like mapped 
drives. Any files to which the user has access to, can potentially be encrypted if 
permissions are not appropriately set.

What is Ransomware?

Ransomware is a type of malware that restricts access to systems in some way, 
often by encrypting files and then demanding a ransom to obtain access. 

Other forms of ransomware simply lock systems and display messages to try and 
persuade the user to part with their cash to regain access. Attackers often use  
payment mechanisms which are hard to track such as Bitcoin.

Ransomware attacks target both technical and human weaknesses, often combining 
both to successfully infect a machine.   

In the past the malware writers were sometimes quite careless and there was often 
a way to retrieve files.  However, malware writers have improved their capabilities 
and data retrieval is usually no longer a possibility. 
 

Exploiting Human Weaknesses

Many ransomware attacks are delivered via phishing emails. These are often well 
crafted and disguised to resemble something non-malicious to fool the recipient.  
Phishing emails often take the form of parcel delivery notifications, imaginary  
customer complaints and/or fake official letters.

A phishing email will either contain an attachment or a link to a malicious website, 
encouraging the user to open a document or click through to a drive-by download.  
Often the user doesn’t realise they are infected until a ransom notification appears.



WHAT CAN I DO TO PREVENT MY  
ORGANISATION BEING ATTACKED?

Patch & update 

Malware often exploits software 
weaknesses (vulnerabilities) so 
updating is still one of the best 
forms of defence. 

Every organisation should 
implement a regular patching 
process to ensure security 
resilience. Moving away from 
legacy, unsupported operating 
systems such as Windows XP, is 
essential.

Use anti-virus & 
update regularly 

Installing up-to-date antivirus on 
all machines is a vital mechanism 
for preventing many attacks, 
including ransomware.  

It is often advisable to adopt 
a layered approach, using 
a different vendor on local 
machines from that used on 
servers or email gateways. 

Test & scan 

Always test to ensure that no 
vulnerabilities exist. Regular 
vulnerability scanning will show 
weakness that many attackers 
could exploit, while penetration 
testing will give you the full 
picture of what can be achieved 
by a malicious outsider. 

The general advice still remains 
to conduct a full and thorough 
test at least every six months or 
after any significant change.

Educate 

As malware attacks often rely on 
exploiting human weaknesses, 
employee awareness is an 
effective way of preventing many 
attacks. Educating users on how 
to detect phishing attacks is 
beneficial for both the user and 
the organisation. 
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Unfortunately there is no silver bullet and there isn’t one piece of software or single solution that can stop this type of 
attack, despite many vendors’ claims. A successful defence against malicious outsiders trying to gain access to your 
organisation involves a multi-layered approach, applying robust controls from the strategic to the tactical:



WHAT ABOUT MORE SPECIFIC PREVENTION?

Unfortunately ransomware attacks are more often than not successful and the majority of the time the only way to retrieve files 
is by restoring from the latest backup.  

The longer the period between backup and attack, the more painful the result of the malware attack will be, so backup 
regularly and test data retrieval procedures.

Backup  
regularly 

Malware requires permission to execute in order to successfully infect a device. Removing the permission to run new executable 
files for certain users is a useful mechanism to prevent a piece of malware being loaded on to a machine.  

Many users don’t require administrator rights, so if they don’t need them, don’t give them.  The same applies to file permissions. 
The majority of people inside an organisation only need to access files to read them, so lock the permissions down, granting users 
“read only” privileges by default.  If the malware doesn’t have permission to write it can’t encrypt the files.

In many cases, malware can exist inside an organisation while having not yet made contact with its  command and control 
server (servers run by the attacker) in order to obtain its encryption keys.  In this instance, threat monitoring solutions can be 
useful in detecting and alerting an organisation to its location.

Most cases of ransomware are delivered either by a malicious website exploiting vulnerabilities in a web browser, or as an 
email attachment. Therefore it is essential to restrict access to file system locations from which programmes are likely to be 
executed. These locations are usually temporary directories used by software such as Internet Explorer, WinZip, WinRAR, 
or 7-Zip. Software Restriction Policies (SRP) are a feature introduced in Windows XP and Server 2003, allowing users and 
domain administrators to control the ability of programmes to execute. 

Lock down 
permissions 

Threat 
monitoring 

Software 
Restriction 

Policies 
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WHAT CAN I DO TO PREVENT MY  
ORGANISATION BEING ATTACKED?



FREQUENTLY ASKED QUESTIONS

Can ransomware spread? 

Ransomware doesn’t usually spread in the same 
way as some other malware does but malicious 
emails could be forwarded unintentionally by users 
not understanding what the attachment is.

For example if a user receives an email and then 
forwards the email to a group, every member of 
the group who opens the attachment will become 
infected with the ransomware. The end result 
could be that many hundreds or thousands of files 
can become encrypted.

New ransomware variants are appearing regularly 
and we expect new features to emerge as the 
developers compete against security products and 
other malware authors.

Do ransomware removal 
tools, work? 

Anti-virus vendors offer tools that can get rid 
of the malware itself, but these will not usually 
decrypt your files if they have already been 
encrypted.  For many modern ransomware variants 
there is no way to decrypt files without paying the 
ransom.

Be careful of claims suggesting that a 
downloadable tool can unencrypt your files. Any 
tool that claims this could itself be malware and 
you could end making the problem worse.  
 
 

Should I pay? 

Paying the ransom to recover data funds further 
criminal activity and provides a viable market for 
criminals to operate within. Payment may also 
leave victims open to future extortion and does not 
guarantee that data will be recovered.

NCC Group recommends that companies should 
not pay any ransom. 

Microsoft also advises against paying ransoms. It 
states:  “We recommend that you do not pay the 
ransom. There is no guarantee that paying the 
ransom will return your PC to a usable state.” 

And the UK’s National Crime Agency (NCA) 
suggests the same thing. It says: “The NCA 
would never endorse the payment of a ransom 
to criminals and there is no guarantee that they 
would honour the payments in any event.”

If I have recovered the files from backup 
and removed the malware correctly is 
there anything else I should do? 

It is important to remember that sometimes the malware may have been 
installed elsewhere in the organisation, or perhaps an email has been forwarded 
onto someone else who may not yet have opened the file (perhaps someone on 
leave). 

Ensuring that there is no further malware on the network is vital for avoiding 
further outbreaks.  
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I need help, as I am not fully confident that 
my team have the expertise to deal with 
this type of attack. 

Our Cyber Defence Operation team deals with clients who are in the same 
situation on a weekly basis.  

Simply contact us for advice or help.



FREQUENTLY ASKED QUESTIONS ABOUT NCC GROUP
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NCC Group is a global information assurance specialist. As the cyber 
arms race and technology revolution continue to outpace the ability of 
organisations to cope with the plethora of security, performance and 
availability issues, we are best placed to help organisations to manage the 
risk and limit the threat.

With our knowledge, experience, capability and global footprint we are 
committed to ensuring that organisations have access to a total information 
assurance solution that works for them. We assure the protection of your 
information against malicious attacks and data loss. 

Through expert security and penetration testing, forensic services, incident 
response, compliance advice, vulnerability research and logical and physical 
audits we will help you to strengthen your position in the cyber arms race.  
With the UK’s largest penetration testing team and top-level accreditations 
from bodies ranging from the government’s CESG CHECK scheme to the 
PCI Security Standards Council, we are a trusted advisor to over 15000 
clients worldwide.

We are passionate about changing the shape of the internet and making it 
safer.

Visit: www.nccgroup.trust

Contact: response@nccgroup.trust
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