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Celebrated on February 8th, Safer Internet Day was
started as an initiative of the European Union’s Safe
Borders Project in 2004. It is organized every year to
promote safer and more responsible use of online
technology and mobile phones, especially among
children and youth. On Safer Internet Day 2022 we take
a look at cyberbullying, a cybercrime that mainly
targets young people. 

IN THIS ISSUE
 

Article                                                   ...1
Confronting Cyberbullying
Safety Tips                                          ...5
Know Your Law                                  ...6
IT Act, IPC, POCSO, UGC Regulations
Judgments                                         ...6
Recent Developments                    ...7
Metaverse, Clubhouse, Bulli Bai, 
and more
How to report a cyber crime        ...7

DISCLAIMER
 

This newsletter does not intend to
advertise or solicit work . Though
every effort is made to share reliable
information, Cyber LIVE is not
responsible for any errors or
omissions in information made
available through this Newsletter.
Sharing of this Newsletter does not
intend to create attorney – client
relationship between authors and
reader. 

Cyber LIVE brings to you quarterly insight into cyber
law, with updates and information relating to
matters of cyber security relevant to all
stakeholders. This is an effort to create awareness,
and empower citizens by educating them about
online rights and remedies.
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C O N F R O N T I N G  C Y B E R B U L L Y I N G

PUBG Madan (Madan Kumar Manikkam) like many online gamers, launched a YouTube
channel to livestream himself playing PUBG in 2019. But he quickly rose to fame,
gaining close to 9 lakh followers on his accounts. What was the reason behind his
success? 
While playing, he would yell profanities and sexually explicit insults against his
opponents. This was wildly popular among his viewers, who would even send him
money every time such expletives were hurled. Encouraged by his followers, Madan’s
cyberbullying became normalised, until people began to file complaints against him.
Over 160 complaints were filed, and in July 2021 he was detained by the police.

With education going fully online due to the pandemic, the line between students’ academic and non-
academic use of the internet has blurred, and they now have more access to the internet than ever
before. With increased access comes increased risk of exposure to the ugly sides of the internet. Due to
schools and colleges being closed, there has been a rise in cyber bullying. Cyberbullying follows children
into the place they should feel safest- their home.

Flaming: Using hurtful language in emails, text messages, or chat rooms against an individual
Harassment: Sending hurtful, hateful, vulgar, and/or threatening messages
Cyber stalking: Following an individual online and sending emails or messages to scare, harm, or
intimidate them. 
Cyber flashing: The act of sending explicit, unsolicited media via the digital medium. 
Exclusion: Deliberately excluding an individual from a group and posting malicious
comments/messages about her.
Impersonation/Masquerading: Using a fake identity to damage an individual's reputation or harass
them anonymously.
Outing: Publicly leaking someone’s personal information/photos/chats, or spreading false rumors
about them. 
Fraping: Creating a fake social media profile in someone’s name and using it to post inappropriate
content to ruin their reputation. 
Trolling: Intentionally hurting an individual by posting insulting or inflammatory comments.

What exactly is cyberbullying?
Cyberbullying can be defined as the process of using the Internet, cell phones or other devices to send
or post text or images intended to hurt or embarrass another person.

Common forms of cyberbullying experienced by people include:
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Share your problem with someone you trust. 
Report the account/ content on the social media app, to the school authorities, or to the police. 
Block the bully. 
Don’t reply to their hateful texts, posts, or comments.
Save evidence of the same by taking screenshots.

What can a victim do?

Report it to school authorities.
Report it on the social media platform.
Collect evidence by taking screenshots.
Talk to a trusted adult.
Demonstrate your concern for the victim.
Don’t encourage hateful content by liking it, sharing it, or gossiping about it.
Don’t put yourself in harm’s way- resist posting something that may escalate the situation.
Work together with friends to report the harm.
If you know the bully, ask them to stop.

What can you do if you are a witness to cyberbullying?
Don’t be a bystander.
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ROLE OF FAMILY

Unexpectedly stop using their device(s).
Appear nervous while using their device(s).
Appear depressed or frustrated after going
online.
Avoid discussions about what they are doing
online.

A child may be a target of cyber bullying if
they:

Make sure your child feels safe, and supported by you.
Raise the issue with the school authorities.
Report the crime to the police.

What can you do?

Prevention is better than cure. What can you do to
help your children avoid getting caught in situations
where they are cyberbullied? 

Software monitoring may be used by parents to
make sure their child is not coming in harm’s way,
but this is a choice that must be carefully taken,
because it can strain relations with children by
invading their privacy and conveying distrust,
especially as they get older. They may start to keep
their online activity hidden. Moreover as a parent,
you cannot be monitoring your child’s activity 24*7.
Instead, you can monitor your child’s online activity
informally by actively participating in their internet
experience. Maintain open and candid channels of
communication. Talk to your children about
cyberbullying so that they are aware about it. Tell
them not to share their photo or full name while
using free online resources.

Why don't kids report cyberbullying?
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ROLE OF EDUCATIONAL INSTITUTIONS

Cyber ethics should be taught to students, highlighting the principle of respecting each other’s
privacy. Students need to be taught to use the internet in a safe and positive manner. They should be
informed about the minimum age at which use of different social media platforms is allowed.
Students should know that cyberbullying will result in consequences such as their parents being
called, detention, suspension, or expulsion. It has been shown that this tends to have a deterrent
effect on youth.
Anti-ragging committees should be set up so that students know where they can turn in case they are
in trouble.
Both the bully and the victim should be offered counselling. Often the offenders too have a history of
being bullied. 
If a student appears in a compromising photo or video, before taking disciplinary action against them,
find out whether the content is real.

In March 2021, 50-year old Ms. Raffaela Marie
Spone was arrested for cyberbullying teenage
girls. These girls belonged to the same
cheerleading club as her daughter. She used a
software to alter images of them found online,
to make it look like they were nude, drinking,
and using vapes. These were sent to the girls
along with harassing messages from anonymous
phone numbers.

 
Never forget- don’t believe everything you see on the internet.

SAFETY TIPS

April 2017

A school student in Delhi befriended a man on Facebook
and eventually gave him her cell phone number. They
started chatting on WhatsApp. He introduced himself as
Rohit Sinha, a businessman. She later shared her
address, school name, and tuition timings with him. He
then tried to force her to go on a date with him outside
Delhi, at which point she began to ignore his calls and
blocked him on her social media. Rohit then began to
stalk and threaten her. She approached her brother who
reported the problem to the police. It was discovered
that “Rohit” had been using a fake name, photo and
phone number.

Don’t add people as ‘friends’ unless
you know them in real life. 
Don’t talk to strangers on the internet.
Don’t reveal sensitive information to
anyone via the internet.
Think before you post.
Choose your privacy settings wisely.
Familiarize yourself with the
community standard guidelines for
Facebook and Instagram, and Twitter’s
Hateful Conduct Policy.
Protect your passwords. Never share
them with anyone.
Keep your webcam covered when not
in use.
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KNOW YOUR LAW

Some sections of the Information Technology Act, 2000, the
Indian Penal Code, 1860, and the Protection of Children from
Sexual Offences Act, 2012 deal with the acts that come under
the wide scope of cyber bullying.

Cyberbullying involves the use of the internet, cell phones or
other devices for its perpetration. Although Indian legislation
does not define “cyberbullying”, it has evolved to bring this new-
fangled mode of crime within its scope. Section 66 of the IT Act
specifically deals with computer-related offences. 

Cyberbullying can include impersonation, or creating a fake
social media profile in the victim’s name and using it to post
inappropriate content. How does the law address this? 
Section 66 C of the IT Act penalizes identity theft, and section
66 D penalizes cheating by impersonation. Section 507 of the
IPC deals with criminal intimidation by anonymous
communication. Criminalization of anonymous harassment is
particularly important because what tends to embolden cyber
bullies is that they can hide behind a veil of anonymity.

Cyberbullying also includes cyber stalking, cyber flashing and
online sexual harassment. Electronically publishing or
transmitting obscene material is punishable under section 67 of
the IT Act. Section 292 A of the IPC makes it illegal to print, sell,
or advertise highly immoral or scurrilous matter. It prohibits
printing of immoral material that is either damaging to morality
or meant to harm a person. Sexual harassment in the form of
making sexually coloured remarks or demanding sexual favours
is punishable under section 354 A of the Code. Section 354 D
makes monitoring a woman’s use of the internet, email or any
other form of electronic communication illegal. Offenders who
seek to insult the modesty of women through words or gestures
while trespassing on their privacy will be penalised under
section 509. Section 13 of POCSO provides for punishment of
anyone who utilises a child in any kind of media for the purpose
of sexual enjoyment. 

In all its various forms, cyber bullying often ruins its victim’s
reputation. Under section 499 of the IPC, when a person makes
or publishes something with the intent to harm the reputation of
another person, whether through spoken words or signs, or
through electronic means, such an act is illegal.

Anti-ragging committees have been established by the
University Grants Commission (UGC) in UGC-approved
institutions and universities, in accordance with the UGC
Regulations on Curbing the Menace of Ragging in Higher
Education Institutions, 2009, which was enacted to combat
bullying at the higher education level. If universities fail to
enforce these regulations, the UGC may revoke their
accreditation.

JUDGEMENTS
Hareesh v. State of Kerala, Bail
Application No. 4858 of 2018
The applicant made a fake Facebook
profile, posted modified obscene photos of
the victim online, and included her phone
number in the post so that strangers could
contact her. Applicant was charged under
section 354(D) of IPC and Sections 67 and
67E of the IT Act.
The motion for anticipatory bail was denied
by the Kerala High Court on the grounds
that the documents on record confirmed
the applicant's involvement in the crimes.

Prakhar Sharma v. The State of Madhya
Pradesh, MCRC No. 377 of 2018
The accused made a fake Facebook
account of the victim and posted some
filthy words along with images of the victim
that were downloaded from her original
profile. Accused was charged under
sections 66(c), 67, and 67(a) of the IT Act.
The Madhya Pradesh High Court refused
the accused's application for bail.

Jitender Singh Grewal v. The State of
West Benga, Criminal Miscellaneous
Petition No. 7252 of 2018
The accused made a fake Facebook profile
of the victim and used that account to post
obscene images of her. He filed a bail
application after the authorities charged
him under sections
354A/354D/500/509/507 of the IPC and
section 67A of the IT Act. The accused's
bail motion was denied by the trial court,
and the decision was affirmed by the
Calcutta High Court.

State of West Bengal v. Animesh Boxi, GR
No. 1587/17
Animesh Boxi was found guilty of posting
images and videos of his ex-girlfriend on
pornography websites. He was charged
under sections 66C, 66E and 67/67A of the
IT Act and sections 354A, 354C, 354D, and
509 IPC. He was sentenced to 5 years of
imprisonment with a fine of Rs. 9,000. This
case is of historic importance as it was the
first verdict in a revenge porn case in India.
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HOW TO REPORT A CYBER CRIME
You can go to the nearest police station/ cyber crime cell, or file
a complaint online on the cyber crime portal.
For more details, click the image on the right to be directed to
our article on 'How to report a cyber crime'.

RECENT DEVELOPMENTS
Involvement of mobile applications/social media in cyber bullying cases
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In Jan 2022, a group of male college students hosted
chat rooms on the voice chat app 'Clubhouse', one of
which was titled 'Muslim women are better than
Hindu women'. The chat rooms had more than 300
participants. Lewd comments were passed and
women's body parts were 'auctioned'. When a video
of the chat room reached an IT employee, she
approached the cyber police, Mumbai. An FIR was
registered under Sections 153 A (Promoting enmity
between two groups), 295 A (Deliberate acts to
outrage religious feelings), 354 A,354 D, 500 and 509
of IPC and Section 67 of the IT Act 

In the same month, apps named Bulli Bai and Sulli
Deals  created by engineering students were used
to auction Indian Muslim women, using their
photographs (without their consent). To know
more about this case click here.

The suspects have been arrested. 
Cyber police investigating the case, said that the
victim had complained to the App authorities, leading
to the groups and user IDs of the accused being
blocked. But, they said, the accused created new
accounts on the app and continued to target the
victims.

https://vaishalibhagwat.com/publications/how-to-report-a-cyber-crime/
https://vaishalibhagwat.com/publications/bulli-bai-app-and-gendered-hate-crimes/

