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Introduction 

The use of information and communication technologies in the home bring great benefits, 

and J&R Care Ltd recognise the e-safety issues and plan accordingly to ensure the 

appropriate, effective and safe use of electronic communications. 

An essential element for children and adults in the 21st Century life for education, business 

and social interaction, J&R Care Ltd have a duty to provide residents and its staff with the 

best available internet access as part of their learning and development. 

Children will use the internet widely when outside of the home and at school and will need to 

learn how to evaluate internet information and to take care of their own safety and security. 

J&R Care Ltd recognise the risks in allowing children and staff to use the internet in the 

home: Communicating online can be a fantastic experience for children but also carries some 

bog risks, including children being exploited using the internet – see Safeguarding policy. 

Although ‘chatting’ online can be great fun, children can sometimes find themselves in 

situations where they can feel out of their depth. This is why we block this method of 

communication, not least because dangerous risks can arise if children give out their personal 

details to strangers. This can include giving out personal information such as mobile numbers 

and pictures of themselves. If they are talking to another child there is a risk that they will 

misuse this information - for example, by texting abusive messages to the child, or by posting 

their image on a website; but there is obviously a greater risk if the person that they are 

chatting to is an adult.  

Tragically, paedophiles –adults who want to meet children for sex– use the internet, often 

with the intention of talking with and meeting a child. Children can be naive to this risk, and 

often feel that they are invincible, or that 'they would know if someone was lying'. (Please 

refer to the safeguarding policy as well as Child Sexual Exploitation and grooming policy). 

Child sex abusers find the internet an easier place to participate in a range of child sexual 

abuse activity including contact with children due to the anonymity of the medium. They will 

often lie and pretend to be younger than they are or people other than themselves and find a 

sense of security by operating from the safety of their own homes. They have been known to 

set up bogus email accounts and chat personas to mask their identity online. 

Radicalisation groups also use the internet to recruit vulnerable young people. Social media is 

a huge problem in this area and children and young people are often attracted to the lure of 

their recruiting in this way.  

There are a number of actions which these adults will engage in online. These include: 
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• Swapping child abuse images in chat areas or through instant messenger with other 

adults or children and forming networks with other child abusers to share tips on how 

to groom more effectively and how to avoid being caught.  

• Swapping personal information of children that they have collected with other abusers  

• Participating in online communities such as blogs, forums and chat rooms with the 

intention to groom children collect sexually explicit images and meet them to have 

sex.  

• Online Grooming is: "A course of conduct enacted by a suspected paedophile, which 

would give a reasonable person cause for concern that any meeting with a child 

arising from the conduct would be for unlawful purposes." 

Often, adults who want to engage children in sexual acts, or talk to them for sexual 

gratification will seek out children who desire friendship. They will often use a number of 

grooming techniques including building trust with the child through lying, creating different 

personas and then attempting to engage the child in more intimate forms of communication 

including compromising a child with the use of images and webcams. Child sex abusers will 

often use blackmail and guilt as methods of securing a meeting with the child. 
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Gaming 

Gaming can be great fun and be a place where children play and chat - mostly about the game 

- to each other.  Gaming sites can be fantastic fun for children, however as with any online 

technology, there are risks. 

This is why we set restrictions on games consoles, secured by a username and secure 

password. The same restrictions are also set on mobile devices, although we do not leave this 

connected to Pembroke House or Butterfly House WiFi. 

Online gaming can occasionally be addictive for children. We often discuss this with them in 

house meetings and is why we set time limits on games consoles, which are connected to a 

WiFi network which is isolated from the main network. Children can become so involved in 

the gaming communities that they lose touch with their offline friends, in favour of spending 

time with online users playing games.  Some children who use online games can be abusive 

to other gamers. This can range from saying nasty things if there is a chat facility within the 

gaming site, to always winning and not sharing cheats or knowledge on how to progress to 

the next level. Children should be encouraged that when they play online games, they treat 

others how they would like to be treated. Nevertheless, we disable voice communication on 

games consoles in use at Pembroke House or Butterfly House. It is because of the above risks 

that it is necessary to put into place a statement and policy guidelines on the use of the 

internet for children in our homes. 

J&R Care Ltd are committed to ensuring children’s safety online and have developed a 

policy on its use in the home. 

Our internet safety policy has been written by the directors of the company, building on the 

Kent County Council’s e safety policy and guidance. 

The internet safety policy will be reviewed annually, or sooner if potential new threats arise. 

J&R Care Ltd has an Internet Safety Officer who will ensure that: 

• The homes internet access is designed expressively for residents use and will include 

filtering appropriate to the children’s age and understanding. 

• Residents will be taught what internet use is acceptable and what is not and given 

clear objectives for its use. 

• The computers in the home have been positioned in all areas to allow easy 

supervision of the work/content being displayed and hence discourages breaches of 

acceptable use. 

• Staff will guide the child in online activities that will support the learning and 

development planned for the child’s age and maturity. 

• No child will have access to the internet without consultation with a member of staff 

and the access will be supervised and monitored. The exception to this involves smart 

phones.  
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• The mobile phone policy for the home stated that no one under the age of 14 years old 

will be allowed a smart phone. This is because the access to the internet and the 

child’s safety cannot be as safely monitored. When a child reaches 14 years of age a 

risk assessment will be completed and consultation will take place between the child, 

their parents and social worker. If it is agreed that a smart phone will be allowed for 

this child, a mobile phone Acceptable Use Policy will be drawn up. Within this 

contract, acceptable behaviour with the phone’s usage will be discussed and agreed 

on. The key worker will have responsibility to check that the child is adhering to these 

rules and will have their phones checked regularly. 

• The company and its staff will ensure that the copying and subsequent use of the 

internet complies with copyright law. 

• The security of the home’s computer will be inspected and updated every six months. 

• Virus protection will be updated regularly. 

• Portable media may not be used without specific permission by the Registered 

Manager of the home who will instigate a security check on the system. 

• Files, web sites and emails on the homes network will be regularly checked and 

monitored. 

• Children and Staff may only use approved email accounts. 

• A central email address for staff and one for each child will be set up and the only 

email addresses used. 

• Access in the home to personal email accounts is prohibited by both staff and 

children. Email sent to external organizations should be written carefully and 

authorized by a senior member of staff before sending. 

• The forwarding of chain letters is not permitted. 

• No resident or staff member will be authorized to place photos on any social network 

space. 

• The use of web cams in the home is strictly prohibited. 

• Emerging technologies will be examined for educational/social development benefit 

and a risk assessment will be carried out before use in the home. 

• The home will maintain a current record of all staff and residents’ activity online and 

will be signed by the manager of the home and stored in the main office. 

• Social workers/parents will be asked to sign a consent form for resident’s access in 

the home. 

• An e-safety training programme will be introduced to raise awareness of the 

importance of safe and responsible internet use. 

• Staff and children will be asked to sign an internet code of conduct before being 

allowed to use the internet. 

• The use of the computer systems without permission or for inappropriate purposes 

could constitute a criminal offence under the Computer Misuse Act 1990 

• Complaints of internet misuse will be dealt with by the Internet Safety Officer and the 

Directors and discussions will be held with the local police to establish procedures for 

handling potential illegal issues. 

• Consequences within the home for misuse of the computers/internet will include: 

Investigation by the ISO/directors; informing social workers/parents; removal of the 

internet or computer access for a period of time. 
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• Staff who misuse the computer/internet will be dealt with through the companies 

disciplinary procedure 

• Any staff member found to be interfering or deleting any monitoring system will be 

dealt with through the companies’ disciplinary procedure. 

All staff will familiarize themselves with legal documentation relevant to internet safety, 

use and abuse, which include: 

• The Sexual Offences Act 2003, which introduces new offences of grooming and 

in relation to making/distributing indecent images of children, raised the age of 

the child to 18 years old. 

• The Racial and Religious Hatred Act 2006 which creates new offences involving 

stirring up hatred against persons on religious grounds. 

• The Police and Justice Act which extended the reach of the computer misuse Act 

1990 making denial of service attacks a criminal offence. 

• Communications Act 2003 (Section 127) 

• Data Protection Act 1998 (Sections 1-3) 

• Malicious Communications Act 1988 (Section 1) 

• Copyright, Design and Patients Act 1988 

• Public Order Act 1986 (Sections 17-29) 

• Protection of Children Act 1978 (Section 1) 

• Obscene Publications Act 1959 and 1964 

• Protection from Harassment Act 1997 

• Regulation of Investigatory Powers Act 2000 

• The Telecommunications (lawful business practice) (Interception of 

• Communications) Regulations 2000 

back to top 
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Telephone Misuse 

J&R Care Ltd’s telephone lines are for the exclusive use by employees in connection with J&R 

Care Ltd’s business. Whilst J&R Care Ltd will tolerate essential personal telephone calls 

concerning an employee’s domestic arrangements, excessive use of the telephone for personal 

calls is prohibited. This includes lengthy, casual chats and calls at premium rates. Not only 

does excessive time engaged on personal telephone calls lead to loss of productivity, it also 

constitutes an unauthorised use of J&R Care Ltd’s time. If J&R Care Ltd discovers that the 

telephone has been used excessively for personal calls, this will be dealt with under J&R Care 

Ltd’s disciplinary procedure and the employee will be required to pay J&R Care Ltd the cost 

of the personal calls made. 

Employees should be aware that telephone calls made and received on J&R Care Ltd’s 

telephone network will routinely be monitored and recorded to assess employee performance, 

and to check that the use of the telephone system is not being abused. If employees wish to 

make or take a particularly sensitive, private or confidential personal telephone call, they are 

advised that they can use the nearest public telephone which will not be subject to any form of 

monitoring or recording by J&R Care Ltd. 

Mobile phone Use - staff 
Whilst J&R Care Ltd will tolerate staff use of mobile phones for essential calls during working 

hours i.e. if in on an outing and a work mobile is not available, excessive use for personal calls 

is prohibited. Also prohibited are lengthy calls, casual chats, text messaging, e-mailing web, 

browsing and the taking of video and/or still images (if the phone is so enabled). Mobile phones 

should be set to a silent ring during working hours. If staff wish to use their mobile phone, they 

are requested to do so by first seeking permission from a Manager. To this end, staff are 

encouraged to leave their phones in the office during the time spent with the children, whom 

should be their sole focus. 
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Pupil Instruction and Staff Training - overview 

As per Ofsted’s Online Safety Guidance in 2015, the following will be included: 

Curriculum Inclusion: Digital literacy and citizenship [online behaviour should be 

as acceptable as real-world behavior] will be included in a clear to ensure that pupils 

understand how to conduct themselves online. Children growing up in the 21st 

century age are often way ahead of adults, so Matt will help provide a bridge between 

different levels of understanding. 

Staff Training: Matt is aware of the dangers and risks associated with the use of 

technology. Training therefore takes place in a focused manner (usually individually) 

suitable to the staff member’s level of understanding and include how cyber bullying 

can take place, social media, radicalization and other risky online behaviour. Matt 

keeps up to date on digital threats and if needed can bolster cyber defenses, and 

automatically updates inappropriate material. A ‘Training NEEDS AUDIT LOG’ is 

also kept in order to identify issues requiring more focussed training. (See appendix 

1). 

Reporting: Action must be taken immediately if there are any concerns about 

potential online bullying or inappropriate behaviour. A clear strategy for reporting 

and intelligence gathering is be in place to allow staff to ensure that any necessary 

interventions are carried out to protect the safety of pupils in their care. 

Residents / pupils, staff and parents should all work collaboratively to prevent online bullying 

and to develop a safe and positive attitude towards technology and online engagement. 
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CLOUD AND DATA BACKUP POLICY 

Document storage on the Cloud is safe and secure, provided basic rules are followed. 

• Apart from every mobile device or computer being password protected and screen 

locked, the following measures are also in place: 

• All accounts on all devices must be secured with 2-step verification – no access is 

obtainable without this second layer of defense. Matt Howe (E Safety officer) is the 

primary source of verification, Jane Parish (Safeguarding Director) is the second.  

• Sharing ‘Master’ cloud storage audited/checked on a monthly basis – list of sharing 

permissions maintained by Matt and signed off by Jane.  

• Aside from what is already allowed by the Directors, onward file sharing is not 

allowed and is toggled off as an option. 

• ‘Master’ Cloud accounts and documents should be separate from the device cloud, 

which only share the ‘Master’ cloud – meaning that documents cannot accidentally be 

removed. 

• Cloud accounts should not be shared with anyone outside J&R Care Ltd. If such an 

instance is discovered during a monthly audit the user will be logged, removed and 

the relevant staff member dealt with accordingly – it is up to the Directors to decide 

disciplinary procedures are necessary. 

• A spreadsheet detailing the cloud storage Tree is in the Appendices.   

• The Directors have access to all documents. 

• J&R Care is accessible by Brendan Aherne, Wayne Parish and Matt Howe 

All J&R Care Ltd documents backed-up and weekly are securely stored offline by Matt. 

In the event of a data breach or ransomware attack, cloud and email access will immediately 

be taken offline and data isolated while the threat/breach is neutralised by Matt. Once 

secured, all cloud access and email passwords will be changed on all devices. This entire 

process will be classed as priority 1 and will be completed within 24hours. 

J&R Care Ltd are the sole owners of the data and can securely withdraw an individual’s 

access at any time.  

back to top 
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PC AND DEVICE SECURITY  

All Administrator accounts for all PCs in Pembroke House, Butterfly House and the Schools 

are password protected – a hard copy of which is kept offline and in the safe at Head Office. 

Installing software on any PC or laptop is not possible without an administrator password. 

All computers have Comodo Anti-Virus and firewall software 

All PC user accounts are password protected., in concert with Microsoft Windows Defender 

and Malwarebytes. 

All smartphones are passcode protected. 

On a monthly basis, Matt will change all passwords for everyone for every device.  

Apple smartphones are recommended because their operating system is more secure and it 

isn’t possible to install anything outside of the Apple App Store. 

Email ‘Phishing’ scams are still a threat though, and during staff training Matt includes how 

to avoid this danger. 

In the event of any of the computers being infected by similar malware, the email system 

would be instantly shutdown, the infected computer isolated and the memory erased. Once 

the source of the infection had been identified, programs, documents and email data would be 

reinstated. 

Smartphones can form a big part of a young person’s life. Showing them that J&R Care Ltd 

understand this, we can allow them but it has to be under our auspices.  

The Acceptable Use Policy children are asked to sign if they wish to responsibly use their 

smartphone, and they will not be able to access certain functions as set out by the Registered 

Manager and Safeguarding Director. These will be fully documented before the device is 

handed back to the child. 

Children will not be able to download or install inappropriate apps or search for inappropriate 

material. Monthly reports and email alerts will be dealt with the same as with PC use. 

 

back to top 
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INTERNET  

To be read in conjunction with the E-Safety Policy, this policy deals with Internet specifics: 

• Downloading and installing software from the internet is not possible without the 

administrator password – as provided by Windows Parental Controls. 

• The administrator passwords will be changed on or just after the 1st of each month. 

• Due to the open source nature of the programs and the inherent security vulnerability, 

the Chromium is the only permitted web browser on the Lounge PC and at the 

School. 

• Children are E savvy. If a block is put in place preventing them from accessing 

content, they can simply Google for a method of getting around it. We have to be 

quick to react and our defences capable. 

• With our flexible cyber defences and web filtering capable of adapting to any threat 

though, potential or otherwise, the supervision of children and their education is 

crucial. 

• It only takes a brief window of opportunity, which is why web filters filter out 

inappropriate material, as deemed by the age of the resident/pupil and decided by Jane 

Parish and Brendan Aherne. No system is 100% secure though, which is why we 

monitor webactivity in realtime and fully via electronic means/Microsoft. 

• If a child attempts to access restricted material, or a member of staff witnesses them 

attempting to do so, the process is as follows: 

• Matt Howe (TechAssistMe) is informed 

• Matt Howe extracts the history from the computer and refers it to the Safeguarding 

Officer 

• One the Safeguarding Director’s investigation is complete, additional measures are 

added to prevent the infraction from reoccurring. 

 

o Preventative Measures 

o Group Policy SettingsAnother effective security measure is amending the 

Microsoft Windows Group Policy settings, which effectively disable certain 

aspects of Windows like accessing File Explorer or internet settings. 
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WiFi 

The router passcode for Pembroke House, Butterfly House and the Schools is unknown to 

staff and children. The E-Safety officer and Safeguarding Director are the only people with 

this passcode. A hard copy of the password is kept in the safe at head office along with the 

others. 

Specific websites or if specifics words are detected on a webpage, this content will be 

blocked. A log of blocked content is automatically stored and can be accessed when the 

Safeguarding Director requests it.  

It is also possible for in an individual’s access to the internet to be instantly revoked without 

affecting anyone else – just notify the Registered Manager or Safeguarding Director, who 

will inform Matt and he will take the necessary action. 
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CYBERBULLYING 

It is made clear during a child’s induction to the home that bullying of any kind will not be 

tolerated. If this happens to them, they are encouraged to approach a senior member of staff. 

Cyber bullying can be either by text, email, social media, console, What’s App or any other 

similar application.  

If the bully is found to be in the home, their device will be confiscated if necessary and they 

will be prevented from using the internet from any computer in the home or school until the 

matter has been resolved.  

If the bully is found to be outside of the home, the details will be documented, evidence 

gathered and stored (The E Safety officer’s assistance may be called upon) and the Directors 

will treat it as a police matter.  
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INAPPROPRIATE MATERIAL 

While internet usage is governed by a computer’s age-appropriate settings and takes place in 

a room with adult supervision, even with the best security in place a child may still find a 

way to access something that might be of Safeguarding concern. 

Internet search logs are automatically monitored, and reviewed weekly by Matt Howe, who 

informs the Safeguarding director. If Safeguarding concern is raised, the child is spoken to 

and internet settings specifically tuned to guard against a new threat or concern. 

If a member of staff witnesses a child accessing inappropriate material, they must in the first 

instance stop the child, secondly inform the teacher, who will in turn in an email refer it to 

the safeguarding Director – who will ask for explanation from Matthew Howe why and how 

security was breached and what will be done to ensure this does not reoccur. (See appendix 

3.) 

If a child uses a Chromebook laptop, this has a high level of security and all functions are 

controlled by Google Family settings and closely monitored – and only age-appropriate apps 

and websites can be accessed.  

We encourage children to feel safe with us and they are made aware to let a senior member of 

staff know if they have any digital concerns. 
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ELECTRONIC DEVICES  

The Education Act 2012, the basis of this Policy, sets out what the law is presumed to be, 

based on prior legal and educational knowledge, and common sense. Rights and 

responsibilities regarding physical contact and personal data are still evolving rapidly. So too 

are social, entertainment and educational technologies and the skills necessary to use them 

safely and prudently.  This is particularly so where those who are under 18 are involved.  

No existing law or Policy can fully insulate anyone from the risk involved in searching for, 

access to or deletion of the personal data of others. Anyone refraining from any such search, 

access or deletion when hindsight shows circumstances merit such actions may however be at 

significant risk and may put seriously at risk the wellbeing of children entrusted to their care. 

This Policy cannot therefore be relied on as justification for any act or lack of action by 

anyone – there is no substitute for the proper and well documented exercise of adequately 

informed professional judgement.  

Items banned under the home and school rules are determined by J&R Care Ltd.  

An item banned by the rules may only be searched for under these powers if it has been 

identified in the rules as an item that can be searched for. It is therefore important that there is 

a policy which sets out clearly and unambiguously the items which: 

• are banned under the rules; and 

• are banned AND can be searched for by authorised staff 

Advice for ‘Headteachers, School Staff and Governing Bodies’ (Advice for headteachers, school 

staff and governing bodies - January 2018) authorises persons to examine data on electronic 

devices if they think there is a good reason to do so. In determining a ‘good reason’ to 

examine or erase the data or files the authorised staff member must reasonably suspect that 

the data or file on the device in question has been, or could be, used to cause harm, to disrupt 

teaching or could break the home / school rules. 

Following an examination, if the person has decided to return the device to the owner, or to 

retain or dispose of it, they may erase any data or files, if they think there is a good reason to 

do so.  

The Registered Manager / Head Teacher must publicise the school behaviour policy, in 

writing, to staff, parents / carers and students / pupils at least once a year. (There should 

therefore be clear links between the search etc. policy and the behaviour policy).  

http://www.jandrcareltd.co.uk/
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DfE advice on these sections of the Education Act 2011, updated 2016, can be found in the 

document: “Screening, searching and confiscation – Advice for head teachers, staff and 

governing bodies” 

http://www.education.gov.uk/schools/pupilsupport/behaviour/behaviourpolicies/f0076897/screening-

searching-and-confiscation 

It is recommended that Headteachers / Principals (and, at the least, other senior leaders) 

should be familiar with this guidance.  

Relevant legislation: 

• Education Act 2011 

• Education and Inspections Act 2006 

• Behaviour and discipline in schools Advice for headteachers and school staff – January 2016 

• Health and Safety at Work etc. Act 1974 – updated November 2016 

• Obscene Publications Act 1959 

• Children Act 1989 

• Human Rights Act 1998 

• Computer Misuse Act 1990 

Responsibilities 

The Registered Manager / Headteacher is responsible for ensuring that the school policies 

reflect the requirements contained within the relevant legislation. The formulation of these 

policies may be delegated to other individuals or groups. The Registered Manager / 

Headteacher will need to authorise those staff who are allowed to carry out searches. 

The Registered Manager / Headteacher has authorised the following members of staff to 

carry out searches for and of electronic devices and the deletion of data / files on those 

devices: Jane Parish, Brendan Aherne, Eric de Mel, Guy Tarrant. If required by the 

Registered Manager or Head Teacher and authorised in writing by a director, Matthew Howe 

can also conduct the search under the parameters of this policy. 

Training / Awareness 

It is essential that all staff should be made aware of and should implement the Home and 

School’s policy. 

Members of staff should be made aware of the school’s policy on "Electronic devices – 

searching and deletion": 

• at induction 

• at regular updating sessions on the school’s online safety policy 

http://www.jandrcareltd.co.uk/
http://www.education.gov.uk/schools/pupilsupport/behaviour/behaviourpolicies/f0076897/screening-searching-and-confiscation
http://www.education.gov.uk/schools/pupilsupport/behaviour/behaviourpolicies/f0076897/screening-searching-and-confiscation
http://www.legislation.gov.uk/ukpga/2011/21/contents/enacted
http://www.legislation.gov.uk/ukpga/2006/40/contents
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/488034/Behaviour_and_Discipline_in_Schools_-_A_guide_for_headteachers_and_School_Staff.pdf
http://www.legislation.gov.uk/ukpga/1974/37
http://www.legislation.gov.uk/ukpga/Eliz2/7-8/66/contents
http://www.legislation.gov.uk/ukpga/1989/41/contents
http://www.legislation.gov.uk/ukpga/1998/42/contents
http://www.legislation.gov.uk/ukpga/1990/18/contents
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Members of staff authorised by the Registered Manager or Headteacher to carry out searches 

for and of electronic devices and to access and delete data / files from those devices should 

receive training that is specific and relevant to this role. 

Specific training is required for those staff who may need to judge whether material that is 

accessed is inappropriate or illegal.  
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DEVICE DATA - SEARCHING & DELETION  
 

The home and school Acceptable Behaviour Policy refers to the policy regarding searches 

with and without consent for the wide range of items covered within the Education Act 2011 

and lists those items.  This policy refers only to the searching for and of electronic devices 

and the deletion of data / files on those devices. 

Authorised staff (defined in the responsibilities section above) have the right to search for 

such electronic devices where they reasonably suspect that the data or file on the device in 

question has been, or could be, used to cause harm, to disrupt teaching or break the school 

rules. 

• Searching with consent - Authorised staff may search with the pupil’s consent for any 

item 

• Searching without consent - Authorised staff may only search without the pupil’s 

consent for anything which is either ‘prohibited’ (as defined in Section 550AA of the 

Education Act 1996) or appears in the home or school rules as an item which is banned 

and may be searched for 

In carrying out the search: 

The authorised member of staff must have reasonable grounds for suspecting that a child is in 

possession of a prohibited item i.e. an item banned by the school rules and which can be 

searched for. Whether there are ‘reasonable grounds’ is a matter decided on by 

reference to the circumstances witnessed by, or reported to, someone who is authorised 

and who exercises properly informed professional judgment and has received 

appropriate training.  

The authorised member of staff should take reasonable steps to check the ownership of the 

mobile phone / personal electronic device before carrying out a search. (The powers included 

in the Education Act do not extend to devices owned (or mislaid) by other parties e.g. a 

visiting parent or contractor, only to devices in the possession of pupils / students.) 

The authorised member of staff should take care that, where possible, searches should 

not take place in public places e.g. an occupied classroom, which might be considered as 

exploiting the student / pupil being searched.  

The authorised member of staff carrying out the search must be the same gender as the 

resident / pupil being searched; and there must be a witness (also a staff member) and, 

if at all possible, they too should be the same gender as the student/ pupil being searched. 

http://www.jandrcareltd.co.uk/
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There is a limited exception to this rule: Authorised staff can carry out a search of a 

resident / pupil of the opposite gender including without a witness present, but only 

where you reasonably believe that there is a risk that serious harm will be caused to a 

person if you do not conduct the search immediately and where it is not reasonably 

practicable to summon another member of staff.  

Use of Force – force cannot be used to search without consent for items banned under 

the home or school rules regardless of whether the rules say an item can be searched 

for.  

Electronic devices 

An authorised member of staff finding an electronic device may access and examine any data 

or files on the device if they think there is a good reason to do so (i.e. the staff member must 

reasonably suspect that the data or file on the device in question has been, or could be, used 

to cause harm, to disrupt teaching or break the school rules).  

The examination of the data / files on the device should go only as far as is reasonably 

necessary to establish the facts of the incident. Any further intrusive examination of personal 

data may leave the school open to legal challenge.  It is important that authorised staff should 

have training and sufficient knowledge of electronic devices and data storage.  

If inappropriate material is found on the device they must log the incident and 

immediately report verbally and then in writing to the Registered Manager / 

Headteacher. (See flowchart: appendix 2). 

Members of staff may require support in judging whether the material is inappropriate or 

illegal. One or more Senior Leaders should receive additional training to assist with these 

decisions. Care should be taken not to delete material that might be required in a potential 

criminal investigation. With written authorisation from a Director, Matthew Howe can be 

called upon to assist. 

The home and school should will consider their duty of care responsibility in relation to those 

staff who may access disturbing images or other inappropriate material whilst undertaking a 

search. Seeing such material can be most upsetting, and so arrangements are in place to 

support such staff.  

Deletion of Data 

If inappropriate material is found on the device, staff should contact the Registered Manager / 

Headteacher for further guidance before taking action. It is up to the authorised member of 

staff to decide whether they should delete that material, retain it as evidence (of a possible 

criminal offence or a breach of home or school discipline) or whether the material is of such 

seriousness that it requires the involvement of the police.  

http://www.jandrcareltd.co.uk/
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A written record on the ClearCare system will be kept of the reasons for the deletion of data / 

files. (DfE guidance states and other legal advice recommends that there is no legal reason to 

do this, best practice suggests that the school can refer to relevant documentation created at 

the time of any search or data deletion in the event of a child, parental or other interested 

party complaint or legal challenge. Records will also help the school to review online safety 

incidents, learn from what has happened and adapt and report on application of policies as 

necessary). 

Care of Confiscated Devices 

Staff are reminded of the need to ensure the safe keeping of confiscated devices (advised to place to 

lock them in the safe located in either home), to avoid the risk of compensation claims for damage / 

loss of such devices (particularly given the possible high value of some of these devices). 

Audit / Monitoring / Reporting / Review 

The Registered Manager or Head Teacher will ensure that full records are kept of incidents 

involving the searching for and of mobile phones and electronic devices and the deletion of 

data / files. (Date, time, device used and location of material. NB. The E-Safety Officer can 

be called upon for any technical assistance. 

These records will be reviewed by the Registered Manager, Head Teacher and E-Safety 

Officer on a monthly basis. 

This policy will be reviewed by the head teacher and Registered Manager annually and in 

response to changes in guidance and evidence gained from the records.   

The home and school is required is publish its Behaviour Policy to parents annually 

(including on its website) – the Behaviour Policy will be cross referenced with this policy on 

search and deletion. 

DfE guidance can be found at:  https://www.gov.uk/government/publications/searching-screening-

and-confiscation 
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EMAIL  

The email cloud server is only accessible via secure 2-step authentication by either Matthew 

Howe or Jane Parish. Jane is able to access and monitor any incoming or outgoing email. 

Matthew Howe can only do so with written consent from one of the Directors. 

Wayne Parish has a ‘catch-all’ account and constantly monitors all incoming 

@jandrcareltd.co.uk email, which are as follows: 

jane@jandrcareltd.co.uk  

referrals@jandrcareltd.co.uk 

headoffice@jandrcareltd.co.uk 

accounts@jandrcareltd.co.uk  

brendan@jandrcareltd.co.uk  

personnel@jandrcareltd.co.uk  

ericdemel@jandrcareltd.co.uk  

elvira@jandrcareltd.co.uk    

noella@jandrcareltd.co.uk  

pembroke@jandrcareltd.co.uk 

elvira@jandrcareltd.co.uk 

fenella@theannexschool.co.uk  

guy@theannexschool.co.uk  

headteacher@theannexschool.co.uk  

ict@theannexschool.co.uk  

 

Mobile Email 

All emails are accessible via Jane’s iPhone and Wayne’s iPhone, which are passcode locked. 

Screen time-outs are set to 30 seconds.  

 

iOS is the most secure operating system – the others being Android and Windows. Android 

and Windows use of @jandrcareltd.co.uk email is not permitted. 

Jane also has access via password locked MacBook Air, which includes a password-locked 

screensaver. Screen Time-out is set to 3 minutes. Emails are also securely accessible by A 

Dell All-in-One 23 PC located in 12 Lambardes – configured and monitored by the e-Safety 

Officer. 

Brendan Aherne has access via passcode iPhone to Brendan@jandrcareltd.co.uk and 

referrals@jandrcareltd.co.uk. 

http://www.jandrcareltd.co.uk/
mailto:jane@jandrcareltd.co.uk
mailto:referrals@jandrcareltd.co.uk
mailto:headoffice@jandrcareltd.co.uk
mailto:accounts@jandrcareltd.co.uk
mailto:brendan@jandrcareltd.co.uk
mailto:personnel@jandrcareltd.co.uk
mailto:ericdemel@jandrcareltd.co.uk
mailto:elvira@jandrcareltd.co.uk
mailto:noella@jandrcareltd.co.uk
mailto:pembroke@jandrcareltd.co.uk
mailto:elvira@jandrcareltd.co.uk
mailto:fenella@theannexschool.co.uk
mailto:guy@theannexschool.co.uk
mailto:headteacher@theannexschool.co.uk
mailto:ict@theannexschool.co.uk
mailto:Brendan@jandrcareltd.co.uk
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Via a J and R Care configured laptop, iPad and iPhone, Eric de Mel has secure access to 

ericdemel@jandrcareltd.co.uk and Pembroke@jandrcareltd.co.uk. 

Any additional email accounts must be approved in writing by the Directors. 

ALL DEVICES ARE CONFIGURED/RE CONFIGURED AND REVIEWED BY THE 

E-SAFTEY OFFICER ON AT LEAST MONTHLY BASIS – see E-Safety Officer 

Policy 43.8. 

 

E-Mail Misuse 

Staff are only allowed to use the Pembroke@jandrcareltd.co.uk and 

butterfly@jandrcareltd.co.uk for official business. It is up to the Directors to enforce the 

appropriate disciplinary measure if the email system is used for any other purpose. 
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MALWARE & EMAIL SECURITY: Phishing and Other Email Scams 

If antivirus / antimalware software fails to detect incoming threat or email, or if a 

sophisticated threat has been purposely made undetectable, staff are instructed not to open 

any links or choose to allow Outlook to view the images.  

If staff are unsure they can forward it for analysis to support@techassistme.uk, who will take 

the appropriate steps to remove it and check the PCs in case of infection. 

In the event of a computer being infected by a virus or other malware, the following 

procedure will happen: 

• The email system will be temporarily shut down - while the malware source is 

identified, although this will not take place until: 

• Access to Cloud storage will be temporarily disabled, while the above is investigated 

and the files here also scanned. 

• If a PC becomes locked and it cannot be reactivated the memory will be erased, and 

all programs and cleansed data returned. 

Email Backup 

All emails are stored on each device and in the Cloud. 

Incremental, offline encrypted backups are made on a weekly basis at 20 Haven Close, 

Sidcup. Kent. DA14 5DY. 
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DEVICE LOSS  

In the event of a lost or stolen device, data security measures are already in place, but the 

immediate instructions are as follows: 

1. Notify Matthew Howe of TechAssistMe – via text, email or phone 

2. iOS is recognised as the safest and most secure platform for portable devices, and 

built in is the location tool and remote data wiping facility: 

https://support.apple.com/en-us/HT201472. 

3. If another manufacturer or system is in use and is able to access emails and/or J&R 

Care Ltd data, a comparable function will have been identified and activated. 

4. If the device cannot be located, notify the police and obtain a crime number. 

5. If a laptop is lost, its connection to any cloud data or email accounts will be 

terminated remotely. 

back to top 
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WEBSITE  

www.jandrcareltd.co.uk &  www.theannexschool.co.uk 

This website was created using Wordpress and is securely hosted. 

Security measures include:  

• Automatically blocking users snooping around for pages to exploit 

• The e-Safety Officer is able to block specific IP addresses and user agents from 

accessing the site 

• To be able to view the Policies Page a visitor must register and their access be 

approved by Jane Parish via email to Matthew Howe, who will then activate their 

username – which expires after 48hours.  

• Wordfence program monitors the site for unexpected file changes and alerts the e-

Safety Officer. 

• Wordfence protects the site against attackers, including ‘Brute Force’ attacks. 

• Wordfence notifies when plugin updates are available. 

• Wordfence alerts if it detects files. Have changed. 

• Advanced settings have changed default WordPress behavior to counter hacker 

exploitation. 

Website Additions / Amendments 

These must be approved in writing by the Managing Director. 

Photographs 

Posting photographs of the children is not permitted. In the event of a photograph showing 

one of the children in the background, their faces would be pixelated using appropriate 

software. 

In the Event of Cyber Attack 

In the event of a cyber-attack the e-Safety Officer will initiate the Wordpress ‘Fence’ security 

scan. TechAssistMe will contact the website host and the malware will be removed 

immediately. 

Godaddy.com hosting has the resources of a vast company who have a team of employees 

dedicated to ensuring security. The website add-ons are official and are not downloaded away 

from the Wordpress system. 

The jandrcareltd.co.uk email system and all documents are not in any way linked to the 

website. Daily backups take place automatically, and therefore any attack changing the look 

and content of the website will have only a temporary effect. 

http://www.jandrcareltd.co.uk/
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Users who register their details only have to provide a valid email address, name, number and 

vocation. These details are logged by the e-Safety Officer and automatically expire in 

48hours and are no longer stored in the website database. In the unlikely event of a hack and 

details being stolen, these people will be notified accordingly. 

www.theannexschool.co.uk 

This website has been created using Godaddy’s website builder. Easy to use and easy to 

frequently update and make changes, Matthew attends to and maintains this look and content 

of this website according to the instructions of Guy Tarrant, Brendan Aherne and Jane Parish. 

The security of this website is overseen by the resources of godaddy.com – the largest 

website hosting company in North America. 

The treatment of content and photographs is the same as with www.jandrcareltd.co.uk. 
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SOCIAL MEDIA  

Social media (including Facebook, Twitter, LinkedIn, Instagram, Snapchat) is a broad term 

for any kind of online platform which enables people to directly interact with each other.  

Some games however, for example Minecraft or World of Warcraft and video sharing 

platforms such as You Tube also have social media elements to them. 

J&R Care Ltd recognises the numerous benefits and opportunities that a social media 

presence offers. The risks associated with social media use though prohibit us allowing them 

unsupervised access to it. 

Safeguarding, bullying and personal reputation issues are astonishingly potentially grievous. 

The children are under our care, so it is our duty to protect them from the potentially harmful 

effects of Social Media.  

This policy aims to encourage the safe use of social media J&R Care Ltd, The Annex School, 

its staff, parents, carers and children. 

Scope 
This policy: 

• Applies to all staff and to all online communications which directly or indirectly, 

represent the J&R Care Ltd, Pembroke House, Butterfly House (and school) or The 

Annex school.  

• Applies to such online communications posted at any time and from anywhere. 

• Encourages the safe and responsible use of social media  

J&R Care Ltd respects privacy and understands that staff may use social media forums in 

their private lives. However, personal communications likely to have a negative impact on 

professional standards and/or the home or school’s reputation are within the scope of this 

policy. 

Professional communications are those made through official channels, posted on a school 

account or using the company, home or school name. All professional communications are 

within the scope of this policy. 

Personal communications are those made via a personal social media account. In all cases, 

where a personal account is used which associates itself with the company, home or school or 

impacts on the company, home or school, it must be made clear that the member of staff is 

not communicating on behalf of the school with an appropriate disclaimer. Such personal 

communications are within the scope of this policy. 

http://www.jandrcareltd.co.uk/
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Personal communications which do not refer to or impact upon the company, home or school 

are outside the scope of this policy. 

Organisational control: Behaviour 

• J&R Care Ltd require that all users using social media adhere to the standard of 

behaviour as set out in this policy and other relevant policies.  

• Digital communications by staff must be professional and respectful at all times and in 

accordance with this policy. Staff will not use social media to infringe on the rights and 

privacy of others or make ill-considered comments or judgments about staff. Staff must 

ensure that confidentiality is maintained on social media even after they leave the 

employment of J&R Care Ltd. 

• If a journalist contact staff about posts made using social media, staff must refer it 

immediately to headoffice@jandrcareltd.co.uk. 

• Unacceptable conduct, (e.g. defamatory, discriminatory, offensive, harassing content 

or a breach of data protection, confidentiality, copyright) will be considered extremely 

seriously and will be reported as soon as possible to a relevant senior member of staff, 

and escalated where appropriate. 

• The use of social media by staff while at work may be monitored, in-line with school 

policies.  

• The school will take appropriate action in the event of breaches of the social media 

policy. Where conduct is found to be unacceptable, J&R Care Ltd will deal with the 

matter internally. Where conduct is considered illegal, J&R Care Ltd will report the 

matter to the police and other relevant external agencies and may take action according 

to the disciplinary policy. 

Legal considerations 

• Users of social media should consider the copyright of the content they are sharing and, 

where necessary, should seek permission from the copyright holder before sharing. 

• Users must ensure that their use of social media does not infringe upon relevant data 

protection laws, or breach confidentiality. 

Use of images 

Use of images can be assumed to be unacceptable, except when: 

• Under no circumstances should staff share or upload student pictures online other than 

via J&R Care Ltd owned social media accounts 

http://www.jandrcareltd.co.uk/


J&R Care Ltd                          www.jandrcareltd.co.uk                                © J&R Care Ltd, May 2020 

Updated February 2020. Review date August 2020, or before depending on legislation updates and 

changes. Written by Jane Parish - Director of J&R Care Ltd and Matthew Howe (TechAssistMe.uk. 

 
 
 

29 of 41  

• If a member of staff inadvertently takes a compromising picture which could be 

misconstrued or misused, they must delete it immediately. 

Personal use 

• Staff 

o Personal communications are those made via a personal social media account. 

In all cases, where a personal account is used which associates itself with J&R 

Care Ltd, the home or school or impacts on these parties, it must be made clear 

that the member of staff is not communicating on behalf of J&R Care Ltd with 

an appropriate disclaimer. 

o Where excessive personal use of social media in school is suspected, and 

considered to be interfering with relevant duties, disciplinary action may be 

taken  

 

• Children 

o Staff are not permitted to follow or engage with current or prior pupils/students 

of the home or school on any personal social media network account. 

o Any offensive or inappropriate comments will be resolved by the use of the 

school’s behaviour policy 

• Parents/Carers 

o If parents/carers have access to a school learning platform where posting or 

commenting is enabled, parents/carers will be informed about acceptable use. 

o Parents/Carers are encouraged to comment or post appropriately about the J&R 

Care Ltd, the home or school. In the event of any offensive or inappropriate 

comments being made, J&R Care Ltd will ask the parent/carer to remove the 

post and invite them to discuss the issues in person. If necessary, refer parents 

to J&R Care Ltd’s complaints procedures. 

WARNINGS: Managing your personal use of Social Media – advice for staff and children 

• “Nothing” on social media is truly private 

• Social media can blur the lines between your professional and private life. Don’t use 

the company or school logo and/or branding on personal accounts 

• Check your settings regularly and test your privacy 

• Keep an eye on your digital footprint 

• Keep your personal information private 

• Regularly review your connections – keep them to those you want to be connected to 

http://www.jandrcareltd.co.uk/
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• When posting online consider; Scale, Audience and Permanency of what you post 

• If you want to criticise, do it politely. 

• Take control of your images – do you want to be tagged in an image? What would 

children or parents say about you if they could see your images? 

• Know how to report a problem 
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Mobile Technologies (inc. BYOD/BYOT) – Bring Your 

Own Device/Bring Your Own Technology 
 

Mobile technology devices may be a home or school owned/provided or privately-owned 

smartphone, tablet, notebook / laptop or other technology that usually has the capability of 

utilising the home or school’s wired or wireless internet.  

The device then has access to the wider internet which may include the school’s learning 

platform and other cloud-based services such as email and data storage.  

The absolute key to considering the use of mobile technologies is that the pupils / students, 

staff and wider school community understand that the primary purpose of having their 

personal device at home or school is educational and that this is irrespective of whether the 

device is school owned/provided or personally owned.  

This policy sits alongside a range of polices including but not limited to the Safeguarding 

Policy, Bullying Policy, Acceptable Use Policy, policies around theft or malicious damage 

and the Behaviour Policy.  

• For all mobile technologies, filtering will be applied to the internet connection and 

attempts to bypass this are not permitted or possible. 

• Appropriate exit processes are implemented for devices no longer used at a school 

location or by an authorised user. This means: Microsoft parental controls and 

timeboss software will be removed and parental controls removed and user made 

administrator. Matthew Howe from TechAssistMe will attend to this. 

• All school devices and lounge computers are subject to constant electronic monitoring. 

• Pro-active monitoring has been implemented to monitor activity, and full access by the 

Safeguarding Director, Registered Manager or Head Teacher. 
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When devices are permitted: 

 School Devices Personal Devices 

 

School owned 

and allocated 

to a single 

user 

School owned for 

use by multiple 

users 

Pupil/Student 

owned 

Staff 

owned 

Visitor 

owned 

Allowed in 

school 
Yes (PC) Yes (laptop) Yes / No 

Yes / 

No2 

Yes, if 

used in the 

course of a 

lesson, 

otherwise 

No 

Network 

access 
No No 

Limited and 

temporary 
Yes 

`Limited 

and 

temporary 

 

• Children’s personal devices are not allowed in the school. 

• Under extenuating circumstances a device is brought into the school, it is done so 

entirely at the risk of the owner, and the decision to bring the device in to the home / 

school lies with the user, as does the liability for any loss or damage resulting from the 

use of the device in the home or school. 

• J&R Care Ltd accepts no responsibility or liability in respect of lost, stolen or damaged 

devices while at school or on activities organised or undertaken by the home or school 

(J&R Care Ltd recommends insurance is purchased to cover that device whilst out of 

the home or school) 

• J&R Care Ltd recommends that the devices are made easily identifiable and have a 

protective case to help secure them as the devices are moved around the home or school. 

Passcodes or PINs should be set on personal devices to aid security 

• J&R Care Ltd is not responsible for the day to day maintenance or upkeep of the users 

personal device such as the charging of any device, the installation of software updates 

or the resolution of hardware issues. Matthew Howe and TechAssistMe can provide 

assistance/advice though. 

Users are expected to act responsibly, safely and respectfully in line with current Acceptable 

Use Agreements (see appendix 4), in addition; 
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• Devices may not be used in tests or exams 

• Visitors should be provided with information about how and when they are permitted 

to use mobile technology in line with local safeguarding arrangements 

• Users are responsible for keeping their device up to date through software, security and 

app updates. The device is virus protected and should not be capable of passing on 

infections to the network 

• Users are responsible for charging their own devices and for protecting and looking 

after their devices while in home / school 

• Personal devices should be charged before being brought to school as the charging of 

personal devices is not permitted during the school day 

• Confiscation and searching: the home and school has the right to take, examine and 

search any device that is suspected of unauthorised use, either technical or 

inappropriate. 

• The changing of settings (exceptions include personal settings such as font size, 

brightness, etc…) that would stop the device working as it was originally set up and 

intended to work is not permitted 

• J&R Care Ltd employees must not photograph people or pupils. Users may only take 

pictures or videos that are required for a task or activity.  All unnecessary images or 

videos will be deleted immediately. 

• Staff owned devices should not be used for personal purposes during teaching sessions, 

unless in exceptional circumstances. 

back to top 
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Passwords 

This policy is applicable to all computers and internet connected devices located at: 

-Head Office 

-Pembroke House 

-The Annex School 

-Butterfly House 

-Summerfield House 

-Devices owned by J&R Care Ltd but used solely at the above premises 

-Devices owned by staff but used to access specific @jandrcareltd.co.uk addresses 

J&R Care Password Standard  

Passwords are set to a minimum of 8 characters and must follow the following guidelines: 

-Minimum of 8 characters in length 

-Contain at least one number, and they mustn’t be consecutive 

-Case sEnsItiVE  

-At least one special character 

-Must not be the person’s name, street name, family member or pet. 

Logins – PCs, desktops and laptops 

Must follow the J&R Care Password Standard. 

Smartphone logins 

The pin code must be at least 6 characters or digits in length, and numbers must not be 

consecutive or birth year. 

 

SIM Card Pin 

SIM cards in smartphones used to conduct J&R Care business must be passcode locked. 

Screensavers   

This feature must be activated on all computers and mobile devices which are used to 

conduct business of J & R Care.  

-PCs and desktops Screensavers are set to invoke at the minimum 10 minutes of 

inactivity. 

-On mobile devices, password protected screensavers invoke after 2 minutes of 

inactivity. 

Storing Passwords 

Remembering passwords is key. The use of note apps is recommended because these can be 

protected/locked with biometric security. 
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Changing Passwords 

This must be conducted at the beginning of each calendar month, and Matthew 

TechAssistMe will visit all premises to ensure / assist with people changing their passwords. 

Forgotten Passwords 

If a password is forgotten on a J&R Care Ltd password or laptop, an Administrator level user 

can reset it.  

If the device is not a J&R Care Ltd device, J&R Care Ltd are not able to assist. 

If a personal device is used to conduct J&R Care Ltd business, Matthew Howe of 

TechAssistMe will provide full assistance free of charge. 

 

 

back to top 
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Appendices 

Appendix 1. Training Needs 

ICT Training Needs Audit Log 
Group:        

Relevant training the 
last 12 months 

Identified Training 
Need 

To be met by Cost Review 
Date 
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Appendix 2 - Responding to incidents of misuse: flow chart 
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Appendix 3: 
Record of reviewing devices / internet sites (responding to incidents of misuse) 

Group:             

Date:             

Reason for investigation:         

            

            

             

Details of first reviewing person 

Name:          

Position:         

Signature:         

Details of second reviewing person 

Name:          

Position:         

Signature:         

Name and location of computer used for review (for web sites) 

            

             

Web site(s) address / device Reason for concern 
  
  

  

  

  

Conclusion and Action proposed or taken 
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Appendix 4. Acceptable Use Agreement example: 

Internet Connected Device 
 Acceptable Use Agreement 

It is our duty of care to help ensure your safety and security. This Agreement is 

not intended to place restrictions on your enjoyment of the internet, it is for 

your protection and to satisfy care guidelines: 

• I will submit my device to have the appropriate locks and separate 
Parent user put in place 

• I will not change my passcode and not tell staff 
• I will not engage in online chats 
• I will only play age-appropriate games  
• I will not use my phone or device to send inappropriate pictures or text 

messages 
• I will follow school rules concerning using my phone/device at school 
• I understand that my phone or device(s) may be confiscated if I show 

disrespectful behaviour at school or in the home. 
• I understand that my device(s) internet access can be removed for 

sanctions purposes: e.g. if I show disrespectful behaviour at school or 
in the home. 

• If staff have a concern about my using the internet connected 
device(s), I will hand it over for inspection  

• I will not ‘jailbreak’ the device. This is jailbreaking is not a good idea 
for these reasons: 

o Irrevocably destroyed device stability and security 
o Device updates will be unavailable 
o Official app store inaccessible 
o Warranty voided 
o No privacy settings. 

 
I understand my phone may be taken away for breaking any rules 

set up in this Agreement. 

Please note that it will be easy to find out if this agreement is 

broken. 

http://www.jandrcareltd.co.uk/


J&R Care Ltd                          www.jandrcareltd.co.uk                                © J&R Care Ltd, May 2020 

Updated February 2020. Review date August 2020, or before depending on legislation updates and 

changes. Written by Jane Parish - Director of J&R Care Ltd and Matthew Howe (TechAssistMe.uk. 

 
 
 

40 of 41  

If when using the internet connected device you feel threatened or in danger, please inform a 

member of staff. We are here for you.  

Signed Print name Date 

 
 
 

  

Witnessed by 
 
 
 

Print name Date 
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