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Introduction
 

The UK government is committed to ending the sale of fossil fuel cars by 2030 and heavy goods 
vehicles by 2040. The transition to Electric Vehicles (EVs) in the UK is a vital step to achieving these 
targets, as well as more broadly the UK government’s ambition to deliver Net Zero, its sustainability 
targets, and to comply with air quality regulations. This is a major societal change that affects everyone, 
all businesses across all sectors and will only be achieved in a timely manner as part of a coordinated 
national strategy that is based on a whole-system approach. 

The Electric Vehicle Energy Taskforce (EVET) is part of the ‘Road to Zero’ strategy announced by 
Government, in anticipation of growth in the use of electric and plug-in vehicles over the coming years. 

The objective of the Taskforce is to put the electric vehicle user at the heart of preparing the energy 
system for the mass take-up of electric vehicles. It aims to ensure that costs and emissions are as low 
as possible, the EV user experience is easy and intuitive, and opportunities for EVs to provide wider 
services are capitalised upon for the benefit of the system, energy bill payers and owners.

Phase 1 of the Taskforce made 21 proposals in January 2020 to ensure the energy system is able to 
accelerate the mass take-up of electric vehicles.

At the invitation of Government, EVET moved into the 2nd phase of activity to ensure these proposals 
are put into action. It provided a collaborative strategic review body to develop, action and monitor each 
proposal and communicate progress on their implementation.

The second phase has been formed around four key themes:

1. Transport and planning: 
     To help define the responsibility, guidance and resources that exist and are needed to support 
     public and private organisations in the delivery, operation and maintenance of the public EV charging 
     infrastructure. 

2. Consumer Engagement:
     Focuses on the consumer journey, gaps in consumer understanding about EVs, consumer charging 
     behaviour and how we can ensure that consumers are armed with the right information.

3. Smart Charging and Cyber Security:
     To identify the scope and body that will be responsible for the implementation of cyber security 
     practices. 

4. Data Accessibility and Privacy:
     Considering issues pertaining to utilising and protecting data for better consumer outcomes and 
     policy decisions.

Working Group 4 has mapped existing data and digitalisation activity in industry or government and 
created a gap analysis to identify outstanding data infrastructure outputs with respect to EVs and 
associated infrastructure. 

Within this work the group has considered three recommendations from EVET phase 1, namely 11, 12 
and 13.1

Recommendation 11 - Achieving system optimisation through shared intelligence. Industry players 
should cooperate to develop comprehensive data sharing arrangements (including standardisation 
where appropriate) and open and interoperable exchange principles and mechanisms, in conjunction 
and alignment with implementation of the Energy Data Taskforce recommendations.

1 https://www.evenergytaskforce.com/reports/moving-from-proposals-to-actions/

https://evenergytaskforce.com/reports/moving-from-proposals-to-actions/
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Recommendation 12 - Making public chargepoints simple and easy to use. To facilitate the availability 
of open and accurate chargepoint data, public chargepoint operators, owners and market actors must 
make data on public chargepoint location, type, status, capacity, price and availability consistent and 
openly available.

Recommendation 13 - to introduce a data access and privacy framework for the EV sector. The Electric 
Vehicle Energy Taskforce proposes that Ofgem and Government introduce a Data Access and Privacy 
Framework for the EV sector to ensure that consumers have full control over their data by 2021. 
Consumers should be made aware of all data access issues at the point of sale of all EV products and 
services as well as their powers to control and delete this data.

Context of Work Package Four 
       1. Aims and objectives of the group 
           The aim of Work Package 4 is to identify data issues and solutions pertaining to the optimisation of 
           the energy system, usability of public chargepoints, and consumer data privacy issues. 

       2. Participants 
            Work Package 4 has been led by Teodora Kaneva, techUK, and sponsored by Randolph Brazier, 
            ENA.  Core members of the group include:

            Elena Theodourou  ENA
            Joachim  Brandt   Gemserv
            Paul  Barnfather   EA Technology
            Natasha  Patel   Baringa
            James  Wehner   Osprey Charging
            Thomas Brooke Bullard  Citizen Advice
            Emily  Ainsworth   Energy Systems Catapult
            Nav Gujral    BEIS
            Leo  Franco    Ofgem
            Sophie Adams   OZEV
            Anthony Bivens    Electralink
            Owain  Mortimer   SMMT
            Daniel  Wilkinson   Smart DCC

Within the work package, sub-groups or ‘product teams’ were formed to help deliver the key outputs, 
based on the original 3 recommendations.

3. Methodology
To be able to provide structured recommendations, the product teams identified relevant EV use cases 
to the core context of this working group. 

The use cases have been defined by an in-depth analysis of current policy developments, a literature 
review, and a workshop held with relevant stakeholders in May 2021. 

The broad methodology for the three sections is as follows: 
•      Achieving System Optimisation Through Shared Intelligence: To optimise EV charging services, 
        there must be shared data provided and made available to various parties. We have identified three 
        high-level categories of data that benefit all users of the electricity system, which we explore further 
        as part of this report: 
        - Ramp Down/Suspend
        - Ramp Up
        - Charge/Discharge Battery

Accordingly, we have analysed safety operations for EV charging, data best practice and openness, 
cloud service integration, automotive cloud services, and smart meter integration. Analysis has 
been undertaken with regards to other providers within charging infrastructure as well as policy and 
government interventions. 



Electric Vehicle Energy Taskforce Working Group Four: Data Accessibility and Privacy 7                                                                             

•      Making public chargepoints simple and easy to use utilising data: With regards to chargepoint 
         usability, the use cases have been structured around what data needs to be exchanged with the 
         vehicle user and what data needs to be exchanged with the electricity system. The objective of this 
         analysis is to determine the data exchange necessary to make public EV chargepoints simple and 
         easy to use. Recommendations were then developed to address any issues, challenges or 
         shortcomings. The use cases were defined from the perspective of the chargepoint user only. This 
         was done to ensure that the analysis was focussed on the user experience, independent of any 
         wider industry agendas.

•      A data access and privacy framework for the EV sector: As part of the consumer journey the 
         working group compiled a list of personal data types that might be used during the EV consumer 
         journey – including who might access this data, and associated accessibility and privacy risks. We 
         then mapped out potential consumer risks related to the EV customer journey. A gap analysis was 
         conducted to understand where current/future work is protecting against consumer risks, and 
         where future work should be focussed. Then early insights were developed accordingly together 
         with the recommendations. 

An appropriate literature and policy review has been carried out with regards to previous work done 
within the energy and transport sectors. 
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Achieving System 
Optimisation Through 
Shared Intelligence 
 
This section provides a review of the energy system data exchange.  
Phasing out fossil fuel vehicles will create a national electricity demand in the order of 82TWh per year.2 
This demand can be digitally monitored and controlled for optimal use of the electricity system and 
battery storage within the vehicle parc, and thus ensures the electrification of transport based on the 
low carbon electricity available in the UK. 

Data sharing between the market actors plays a pivotal role in leveraging the benefits from a 
decarbonised electricity system in the most effective and optimised way while delivering a large-scale 
impact to mitigate the threat from climate change and air pollution. This requires moving towards 
managed EV charging solutions that are digitally enabled and integrated across sectors, to deliver smart 
EV charging services to the consumer and businesses. 

In order to deliver solutions that can function in a highly automated and seamless manner in near real 
time between the contributing stakeholders, digital integration pathways for the exchange of data, 
monitoring and control of assets needs to be defined.

2 https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/945899/201216_BEIS_EWP_Command_
   Paper_Accessible.pdf

Digital System and Service Integration

Electricity
System

maximise effective use of 
decarbonised epectricity

Managed EV Charging 
Infra-structure

                Cloud Hosted Capabilities
                • eMSP/CPO
                • Automotive
                • Smart Metering
                • Asset Hosts
                • Others
 
                Charging Technologies
                • DC Rapid
                • AC EV onboard
                • Bi-directional V2X
                • Wireless
                • Battery Swap

Optimised EV Charging 
Services

• Cross Sector Bundled Services
• Dynamic pricing of EV charging sessions
•Minimise vehicle parc carbon footprint
• Minimise curtailment of generation from 
    renewable sources
• Maximise use of onsite generation from 
    renewable sources
• Grid Flexibility Services
• Optimise and protect grid assets
• Optimise travel routing 

Low Carbon
Electricity System

eMSP/CPO 
EV Charging 

Infrastructure
EVSE EV

Other Stakeholder 
Services

Automotive Cloud 
Services EV

Smart
Metering ESME/SAPC EVSE EV

D
at

a

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/945899/201216_BEIS_EWP_Command_Paper_Accessible.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/945899/201216_BEIS_EWP_Command_Paper_Accessible.pdf
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Shared data is required for optimised EV charging services that benefit all users of the electricity system 
and use cases can be broadly categorised into three types – further detail can be found in section 2.3 
and 2.6. 

The use cases identified as a basis for this work are: 

Recommendations in this section are intended to drive access to data for optimised control of managed 
EV charging and utilisation of the embedded battery storage capacity within the vehicle parc.

It is acknowledged that the data within the systems of commercial operators has commercial value, 
and hence may be subject to consent/access rules by relevant parties to use the associated products 
and services. These access rights should be triaged as per the recommendations from the Energy Data 
Taskforce (EDTF).

1.1 Recommendations:

1.1.1 Safety of Operations
Governance is required for data access and data sharing to guarantee safe operation of the 
electricity system, the EV charging infrastructure and the vehicles at all times.
The digital integration depicted in the system integration pathways above must enable the safe 
operation of: 
•      the national EV parc;
•      the national EV charging infrastructure across all market segments;
•      the communications infrastructure that the national digitally enabled ecosystem relies upon;
•      the national electricity system and all of its digitally enabled assets;
•      uninterrupted operation of the digital services that rely on the accuracy of data to deliver data 
        analytics, system control and optimisation.

1.1.1.1 Data Best Practice
The Energy Systems Catapult’s Data Best Practice Guidance3 has been designed to enable data to 
be treated effectively, for the good of both data users and the public interest. The guidance outlines 
the eleven principles required to ensure that data is produced, managed and stored correctly, so that 
the data is deemed ‘useful’ for a longer period of time, ensuring benefit for the public good. It also 
introduces the principle that data should be ‘presumed open’, ensuring it can be used by the general 
public, unless the organisation responsible for managing the data provides evidence of a specific reason 
for needing to reduce its availability. 

This Best Practice Guidance has now been adapted into the Ofgem RIIO-2 licence condition for 
Electricity Networks and is set to ensure that there is greater data visibility as well as increased 
interoperability and data sharing between networks. This will enable more effective infrastructure 
planning and give Chargepoint Operators (CPOs) the ability to better respond to real-time market 
signals. Similarly, it is recommended that parties not regulated by Ofgem also adopt the Data Best 
Practice Guidance.

1.1.1.2 Data Openness 
Appropriate Data Licensing should be in place that is able to both incentivise the data providers to 
share their datasets and to protect the individual data owners. A license should be able to outline any 
prerequisites of data sharing that would need to be considered, such as anonymisation, and outline the 
ways in which the user is able to interpret the datasets.

3 https://es.catapult.org.uk/comment/new-ofgem-licence-condition-to-require-data-best-practice-by-networks/

Ramp Down / Suspend

• System at Risk – Overload Constraint

Ramp Up

•  System under-utilised – loss of value 
creation

 Charge / Discharge Battery

• Meet Transport Need

 • Provide Flexibility Services

 • Maximise value extraction from 
the battery storage embedded in the 
vehicle parc that cannot be used by 

the vehicle over its lifetime

https://es.catapult.org.uk/insight/new-ofgem-licence-condition-to-require-data-best-practice-by-networks/
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In line with the Presumed Open Data Project (POD) and the EDTF, data should be considered open 
until the point where safeguards are necessary to protect individuals, either from a security, commercial 
or GDPR perspective. These safeguards should be put in place as a prerequisite to any data access 
requests. 

In situations where data is unable to be fully open, a data triage process should be carried out, which 
is able to indicate how organisations can protect against GDPR or Personable Identifiable Information 
(PII) breaches, or to ensure the security of all electrical infrastructure. Where the decision has been 
made to keep a dataset closed, the data controller should be able to share the rationale for this and 
consider the sensitivity mitigation options that are able to still ensure the usefulness of the raw data is 
maximised.

Resilience of the national infrastructure, systems and managed assets must not be compromised. 
Data shared between contracting parties must be considered in the context of the overall system, with 
consideration for the fact that parties with specific interests may reside in different jurisdictions.

Leveraging sensitive data for optimised EV charging and the optimised use of the embedded battery 
energy storage capacity within the national vehicle parc should be subject to a regulatory approval 
scheme to protect national critical infrastructure and systems.

1.1.2 Cloud Services Integration
Cloud services that monitor and control a significant proportion of the national EV charging 
infrastructure and electric vehicle parc need to make provisions within their systems to enable 
access, and to share and process data that enables the electricity system to:
•      minimise its carbon footprint at any given time;
•      drive optimal utilisation of assets;
•      minimise the impact of constraints occurring within the electricity system;
•      efficiently plan the electricity system. 

Data sharing should be implemented in the context of cloud services’ integration to avoid complex 
access controls between stakeholders at the device level and to maintain a more cost-effective product 
development for global markets.

1.1.2.1 Chargepoint Operators
Secure but standardised APIs should be defined for CPO platforms to comply with and to be licensed 
to operate large EV charging networks, especially those which are public in the UK market. 
CPO platforms should be able to share data with third parties in order to:
•      forecast aggregated electricity demand for configurable periodic intervals;
•      report on charging stations that are operating under grid constraint management;
•      report on aggregated flexibility within specific geographic areas provisioned by connected EVs.

CPO platforms should be able to process data from third-party services gathering information through 
grid instrumentation and monitoring of the electricity system to:
•      execute smart charging for electric vehicles for the protection of electricity gird assets within 
        specific geographic locations and time periods, including the provision of emergency conditions;
•      offer grid flexibility services utilising the embedded battery storage capacity within the national 
        EV parc. 

1.1.2.2 Automotive Cloud Services
Secure but standardised APIs should be defined for automotive platforms to comply with and to be 
licensed to operate large proportions of the UK vehicle population. 
Automotive cloud services should be able to share data with third parties to:
•      forecast aggregated electricity demand for configurable periodic intervals utilising vehicle data;
•      report vehicles that are operating under grid constraint management;
•      report on aggregated flexibility within specific geographic areas and time periods in relation to the 
        static and dynamic vehicle population;
•      provide other innovative solutions for customers.
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Automotive cloud services should be able to process data from third party services gathering 
information through grid instrumentation and monitoring of the electricity system:
•      to execute smart charging for electric vehicle population for the protection of electricity gird assets 
        within specific geographic locations and time periods, including the provision of emergency 
        conditions;
•      to offer grid flexibility services utilising the embedded battery storage capacity within the national       
        EV parc.

In the context of the automotive sector, consideration should be given not just in terms of migrating 
from fossil fuel to electricity, but also within the same timeframe towards 2050, driverless or 
autonomous vehicles emerging as a large aspect of the market. This will further add weight to the 
need to guarantee safe operation of all aspects of the infrastructure and vehicles, with much higher 
dependencies on shared data and high levels of system automation.

1.1.2.3 Smart Metering 
There is an opportunity to leverage the existing smart metering communications infrastructure and 
the provision of secure data services. These services can be utilised by stakeholders operating large 
proportions of managed EV charging infrastructure and the digitally connected EV parc. Such options 
should be investigated further and with development efforts they could yield additional benefits.

1.1.2.4 Other Service Providers 
The provision of digital services that may influence the utilisation and control of the national EV 
charging infrastructure and the electricity system need to be assessed with regards to data access, data 
sharing requirements and the governance required for specific data items. This will ensure the safe and 
optimal operation of the infrastructure and vehicle parc.

For example, the automotive sector may decide that re-routing of vehicles based on grid data passed 
to the EV’s Satellite Navigation (Sat Nav) system would be beneficial to users.  However, if this system 
is compromised, it could also deliver a detrimental outcome to the infrastructure/electricity system. 
Hence these types of systems will need vetting of the services using the data with regards to the risk to 
critical infrastructure.

1.1.3 Device Integration
Any customisation requirements for data access and data sharing at the device level4  should be limited 
to minimise:
•      exposure to security threads at the device level;
•      maintain scalability of products for global markets;
•      accelerate deployment of innovative solutions at scale;
•      prevent lock-in for customers.

For example, facilitating access to chargepoint data or vehicle data at the device level by third parties 
elevates security risks and significantly increases complexity at the device level.

1.1.4 Policy Making and Governance
Policy making needs to increasingly focus on the digital system integration aspects across sectors in the 
context of electric vehicle charging and utilisation.

Governance and controls are needed to ensure that data access and data sharing is purposeful, that 
data is managed reliably and securely in accordance with the sensitivity and associated risk of the data 
for safe operation of the electricity system, infrastructure assets and vehicles at all times. 

A cross-sector and collaborative approach to policy development that can provide confidence to 
industry and consumers is required. Higher levels of digital integration, automation and use of shared 
data that supports both the large-scale transition to electric vehicles and the safe and optimal operation 
of a decarbonised electricity system that delivers for customers are critical.

4 Device level in this context refers to terminal points i.e. a charging stations. For example, a requirement that multiple parties be able to query the 
   device through multiple VPN connections or custom interfaces would complicate and increases the cost of devices. Cloud integration would be a 
   better solution with a stronger capability for implementing safeguards and drive scalability.
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Utilising data to make 
public chargepoints 
simple and easy to use
 
This section focuses on data exchange at the chargepoint level, i.e. what data needs to be exchanged 
with the vehicle user and what data needs to be exchanged with the electricity system.

The following opportunities for using open EV data to make public chargepoints simpler and easier to 
use have been identified:
1.   Making it easier to find somewhere to charge;
2.  Making it simpler to use the chargepoint;
3.  Improving access to information about chargepoint restrictions and amenities;
4.  Simplifying the payment process;
5.  Improving integration with the energy system.

This section has defined its own use cases using the findings of the OZEV consultation on ‘The 
consumer experience at public chargepoints’5, published 13 February 2021, to identify a number of 
opportunities to improve public EV data provision.

The analysis showed that there are a number of ‘easy wins’ that will hopefully be achieved through 
consensus - particularly around chargepoint discovery and the role of the National Chargepoint 
Registry. The easy wins are based on existing and well defined public EV chargepoint data sets which 
could be made openly available with little effort.

Other issues require more thought: chargepoint accessibility for disabled persons, availability, 
restrictions, payment methods, etc. One thing to note is that, while this analysis is a useful snapshot of 
current needs, EV adoption is increasing rapidly, so the industry needs to work out how it can track and 
respond to emerging use cases in a timely manner.

As identified by the OZEV consultation, there are multiple use cases associated with public EV 
charging. A ‘one size fits all’ approach would not be appropriate. Therefore, the working group based its 
analysis around a number of specific, real-world use cases, centred on data exchange associated with 
the chargepoint.

The objective of this analysis is to determine the data exchange necessary to make public EV 
chargepoints simple and easy to use. After that, recommendations were developed to address any 
issues, challenges or shortcomings.

As illustrated by the following diagram, the key data exchanges from the perspective of the chargepoint 
are seen to occur with the user, the vehicle and the electricity system. This model would form the basis 
of the analysis of each use case.

5 https://www.gov.uk/government/consultations/the-consumer-experience-at-public-electric-vehicle-chargepoints/the-consumer-experience-
   at-public-chargepoints

https://www.gov.uk/government/consultations/the-consumer-experience-at-public-electric-vehicle-chargepoints/the-consumer-experience-at-public-chargepoints
https://www.gov.uk/government/consultations/the-consumer-experience-at-public-electric-vehicle-chargepoints/the-consumer-experience-at-public-chargepoints
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Electricity system

Vehicle

User

Chargepoint and back office

This section makes recommendations and defines use cases on what data exchange is necessary to 
make public chargepoints simple and easy to use. Issues regarding physical or electrical matters (e.g. 
physical access to chargepoints, electrical connection, etc) are out of scope.

2.1.1 Use cases
The use cases are defined from the perspective of the chargepoint user only. This was done to ensure 
that the analysis was focussed on the user experience, and independent of any wider industry agendas.

The list of use cases is not meant to be complete or exhaustive; only sufficient to capture the relevant 
data items. It is hoped that these use cases capture the majority of current and future public charging 
transactions. However, it is recognised that there may well be less common (or future) use cases that 
are omitted here. It is hoped that the approach described is sufficiently repeatable to enable new or 
additional use cases to be added and analysed in the same way.

The question used to frame each use case was “Why are you using this chargepoint?”. After that, it was 
then possible to infer what data items might be relevant before, during and after the charging session.

The use cases can be seen in the following diagram.

In a hurry

Something to eat

I've arrived

A trip to the shops

Staying the night

Petrol station

Person with a van

Taxi driver

Park & Ride

Interchange

Going to Ibiza

No driveway

Long commute
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2.1.2 Data needs assessment
For each use case a list of data items was drawn up that might be relevant in each transaction. The 
complete list of data items was grouped into the following categories:

1.  Chargepoint type & location: Location (on map), Location (description), Photograph, Unique 
     identifier, Pricing, Speed (kW), Connector, V2G capable?
2.  Chargepoint operation: Operator, In use? Is there a queue? In service?
3.  Available amenities: Recreation facilities? Food/drink? Shopping facilities? Toilets? Bookable? 
      Accessible? Shelter? Lighting?     
4.  Chargepoint restrictions: Vehicle size restrictions, Opening times, Dwell time restrictions, 
      Overstay penalties
5.  Payment and transaction: Payment methods, Driver identity, Registration plate (car ID), Battery 
      state of charge, Maximum charging rate from car, kWh required by car, Expected arrival time, 
      Expected departure time
6.  Energy delivery: Site MPAN, Site kW rating, Electricity demand profile, Demand management 
      available? Demand kW, Green power sourcing

For each use case, the importance of the data item was classified using ‘MSCW’ analysis, i.e. Must have 
(M), Should have (S), Could have (C) and Won’t have (W), which enabled scoring of the relative ‘need’ 
for each data item.

The results of this analysis were as follows, grouped by category and ordered by need:

Location (on map)

Speed (kW)

Connector

Pricing

Location (description)

Unique identifier

Photograph

V2G capable?

In service?

In use?

Operator

Bookable?

Is there a queue?

Lighting?

Accessible?

Food/drink?

Shelter?

Toilets?

Shopping facilities?

Recreation facilities?

Chargepoint type 
& location

Chargepoint
operation

Available
amenities

52

52

52

45

39

39

30

21

52

41

39

32

31

39

39

32

30

28

28

22
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Vehicle size restrictions

Opening times

Overstay penalties

Dwell time restrictions

Payment methods

Maximum charging rate from car

Driver identity

Battery SOC

Registration plate (car ID)

Expected departure time

Expected arrival time

Site MPAN

Site kW rating

kWh required by car

Demand profile

Demand kW

Green power sourcing

Demand management available?

Chargepoint
restrictions

Payment &
transaction

Energy
delivery

52

52

52

45

52

39

36

31

29

22

21

39

39

33

29

26

26

21

2.1.3 Data availability assessment
The source (or potential source) of each data item was then assessed, according to:
•      Agreed definition (e.g. in existing protocols and standards)
•      Quality 
•      Complexity 

Note the following:
•      The standards referred to included OCPI, PAS1878, ISO15118 and CIM.
•      The data sources included the National Chargepoint Registry (NCR), Google, ZapMap, PlugShare 
         and OEM APIs.
•      The quality of the available data was assessed in terms of accuracy, completeness, consistency, 
         timeliness, validity and uniqueness.

This subsequently enabled the relative ‘availability’ and ‘quality’ of each data item to be determined.
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Availability Quality

Chargepoint type 
& location

Location (on map) H H

Speed (kW) H H

Connector H H

Pricing L L

Location (description) M L

Unique identifier H M

Photograph L M

V2G capable? M L

Availability Quality

Available
amenities

Accesible? L L

Lighting? L L

Food/drink? L L

Shelter? L L

Shopping facilities? L L

Toilets? L L

Recreation facilities? L L

Availability Quality

Chargepoint 
operation

In service? H L

In use? M L

Operator H M

Bookable? L L

Is there a queue? L L
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Availability Quality

Payment &
transaction

Payment methods M L

Maximum charging rate from car L L

Driver identity M L

Battery SOC M H

Registration plate (car ID) L M

Expected departure time L M

Expected arrival time L M

Availability Quality

Energy
delivery

Site MPAN M M

Site kW rating M M

kWh required by car M M

Demand profile M H

Demand kW H H

Green power sourcing L L

Demand management available? L H

Availability Quality

Chargepoint
restrictions

Vehicle size restrictions L L

Opening times H L

Overstay penalties L L

Dwell time restrictions L L
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2.1.4 Development of recommendations for using open EV data to make public chargepoints 
           simple and easy to use.

Finally, it was then possible to compare the ‘need’, ‘availability’ and ‘quality’ for each data item to 
numerically identify which data items could most usefully make public chargepoints simple and easy to 
use.

In a hurry

Something to eat

I've arrived

A trip to the shops

Staying the night

Petrol station

Person with a van

Taxi driver

Park & Ride

Interchange

Going to Ibiza

No driveway

Long commute

Data needs:

Finding somewhere to charge:
Location on (on map), Location 

(description), Photograph, Unique 
identifier, Pricing, Speed (kW), 

Connector, Opening times

Using it:
Operator, Payment methods, In use?, 
Is there a queue?, In service?, Vehicle 

size restrictions, Dwell time restrictions, 
Overstay penalties, V2G capable? Green 

power sourcing

Amenities:
Recreation facilities? Food/drink? 

Shopping facilities? Toilets? Bookable? 
Accessible? Shelter? Lighting?

Wanted by charge point:
Driver identity, Registration plate (car ID), 

Battery SOC, Maximum charging rate 
from car, kWh required by car, Expected 

arrival time, Expected departure time

Wanted by energy system:
Site MPAN, Site kW rating, Demand 

profile, Demand management available? 
Demand kW

Mapping
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This enabled development of an overarching view of what data gaps exist, evidence of the need for 
change, and finally, recommendations for how to address any data gaps. 

2.2 Recommendations
Following the above analysis, the following recommendations to make public chargepoints simple and 
easy to use have been made:

1.  Replace and archive the existing National Chargepoint Registry with a modern, publicly accessible, 
     open chargepoint data mechanism to include: operator registration, chargepoint device registration      
     and data retrieval method (following Open Energy Data guidelines). This could be in the form of an 
     Application Programming Interface (API).

2.  This should ideally implement the National Access Point registration elements of the IDACS 
      2019-based EV Roam platform6. Further work should be undertaken to identify which elements of 
      the registry we should adopt. We also recommend that further work should be undertaken to 
      evaluate the potential for re-use of (or learning from) work being done by the European Commission7.

3.  Using the data analysis of EV consumer user needs undertaken in EVET 2, agree a consensus 
      on the registration of all public chargepoint operators and the registration of all publicly accessible 
      chargepoints and associated mechanism(s) used.

6 https://www.realschemes.org.uk/pdf/ev-roam-guidance.pdf
7 https://ec.europa.eu/transport/themes/urban/stf/active-sub-groups_en
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https://www.realschemes.org.uk/pdf/ev-roam-guidance.pdf
https://transport.ec.europa.eu/index_en
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4.  Encourage or incentivise the publication of the following data items, where available, via the 
      above API:
      a.  Opening times
      b.  Real-time operating status (available, in use, out of service)
      c.  Price per kWh (for ad-hoc charging sessions)
      d.   Any other charges (incl. overstay penalties)
      e.   What is required to start charging session (e.g. app, RFID, contactless, Plug & Charge, registration 
             plate, token, cash, nothing)
      f.    Restrictions (maximum charge time, physical restrictions, maximum kWh per session etc)
      g.  Electricity connection MPAN

5.  Develop an industry-agreed chargepoint vocabulary for use in RDFa8 to encourage the use of 
       semantic web techniques for additional chargepoint metadata discovery.

6.  Encourage publishing of the following data items, ideally using semantic web9 techniques that allow 
      data to be shared and reused across application, enterprise, and community boundaries:
      a.  Location description
      b.  Photos
      c.  Amenities
      d.  Additional capabilities (V2G, smart charging, on-site storage, …)
      e.  Energy sourcing (gCO2/kWh, …)

7.  Require vehicle OEMs to provide non-discriminatory vehicle data access to chargepoint operators, in 
     accordance with European Union Regulation (EU) 2018/85810.

8.  Encourage or require vehicle OEMs to make the relevant parts of the Caruso vehicle data catalogue11  
       available to chargepoints, either via direct data exchange (e.g. via ISO15118) or by other means. 

2.3 Next steps
We have identified the following next steps:
•       Develop further use cases in more detail including for innovators and other stakeholders.
•       Identify the overlap with existing workstreams in the National Access Point registration elements of 
         the IDACS 2019-based EV Roam platform. 
•       Agree the consensus on the registration of public EV chargepoint data and work with OZEV and the 
         consumer experience consultation outcomes to support future policy development.

8 https://www.w3.org/2011/rdfa-context/rdfa-1
9 https://en.wikipedia.org/wiki/Semantic_Web
10 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32018R0858
11 https://dev.caruso-dataplace.com/api/consumer/page/data-catalog/

https://www.w3.org/2011/rdfa-context/rdfa-1
https://en.wikipedia.org/wiki/Semantic_Web
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32018R0858
https://dev.caruso-dataplace.com/api/consumer/page/data-catalog/
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3 A data access 
and privacy 
framework for 
the EV sector
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A data access and 
privacy framework for 
the EV sector
 
In its phase 1 report, the Electric Vehicle Energy Taskforce proposed that Ofgem and Government 
introduce a Data Access and Privacy Framework for the EV sector. The principle underpinning this 
proposal was that ‘consumers should be made aware of all data access issues at the point of sale of all 
EV products and services as well as their powers to control and delete this data’.

This section has developed a set of key principles which should underpin consumer access and control 
of their data. We identified a broad set of personal data types, which are either essential to the EV 
consumer journey, or could be used to provide an enhanced service. The consumer risks related to 
these data types, both in terms of privacy and accessibility and portability have also been explored. 

There is a lot of work currently being undertaken by Government and the Regulator in the area of data 
access and privacy, both in the energy sector and more broadly. The working group was conscious 
that any data access and privacy framework should complement existing work, and not contradict or 
duplicate existing policy or work already in development. 

There is a long-list of potential consumer risks in the EV journey related to data access and privacy, and 
we used a risk register approach to understand how existing and upcoming work might cover these 
risks. This has allowed us to understand areas where protections were lacking, and to suggest areas 
where the government and the regulator should focus their efforts. 

3.1. Summary of findings 
This section identified the potential for large amounts of consumer data to be collected by companies 
during the EV journey, some of this data is essential to core service provision while some is not. 

In relation to data privacy, basic consumer rights are protected under GDPR and other sector-specific 
regulation. However, consumers lack knowledge about these rights, and lack the tools required to 
have visibility over the data they share and provide/withdraw consent for. Companies also require 
clarification over their obligations in relation to electric vehicles and their associated data. 

In relation to data access and portability, consumers lack the ability to share this information to access 
new offers/services. There is activity currently being undertaken by Government, the Regulator and 
others, but the outcome of this work is still unclear. It is also unclear how this work might specifically 
apply to electric vehicles. 

Finally, the potential risks related to the use of artificial intelligence (AI) and algorithms to make 
decisions using consumer data have been identified. More work is needed to understand these risks. 
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3.2. Data types – privacy and accessibility risk matrix
We have identified the following risks, categorised on a high, medium and low basis, for different data 
types associated with EVs: 

High risk Medium risk Low risk

High risk
PSR data, Energy usage, 

user preferences (inc 
accessibility

Medium risk Location Battery health

Low risk Driver Name, Address, 
Registration plate

Battery SOC, MPAN, 
expected arrival/

departure time

KwH rate required by car, 
Maximum car charging rate

Privacy
A
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b

ili
ty

 a
nd

 p
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b
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ty
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Risk Example Current 
protections Upcoming work Covered?

Consumer visibility/control over data

Hidden/non-optional 
data sharing

Having to input 
unnecessary personal 
data to access ad-hoc 
charging

MED 'data best 
practice' alternative 
fuels infrastructure 
regulations 2017, 
GDPR

Outputs from OZEV 
public chargepoint 
consultation, data and 
digitilisation strategy

Should be covered 
for ad-hoc charging. 
More complex in other 
settings

Consumers don't have 
control of data sharing 
options

Lack of granularity (or 
coercion) in agreeing 
to data sharing. No 
visibility

Half-hourly 
settlement opt-out, 
DACF (DCC specific)

European Protection 
Board guidance and 
policy on application 
of GDPR to vehicle 
data, data and 
digitilisation strategy, 
data catalogue, 
electricity directive

Transparency over 
data sharing is lacking

Consumers lack 
understanding of their 
data rights

Consumers are 
unclear of rights under 
GDPR, unsure what 
constitutes 'personal 
data'

ICO guidance, 
Which?

National data strategy Little existing work 
here - significant gap

Data accessibility/portability

Lack of data 
access leaves 
consumers locked-
in to unfavourable 
arrangements

Consumer data is 
siloed by their current 
provider - making it 
difficult to engage 
with new offers. 
Includes lack of 
standardisation

Midata/smart data 
review, data catalogue

Depends on the 
outcomes of 
upcoming work. 
Currently not covered

Lack of suitable tools/
data to compare deals

Consumers have 
the personal data 
available to compare 
deals, but lack 
the tools to make 
comparisons

Midata/smart 
data review, smart 
meter-enabled smart 
comparisons project, 
data and digitilisation 
strategy, data 
catalogue

Depends on the 
outcomes of 
upcoming work. 
Currently not covered

Consumers 
in vulnerable 
circumstances are 
disadvantaged

Consumers have 
to re-enter PSR 
information when 
accessing different 
offers

Not covered

Non-personal data access

Lack of pricing visibility 
data

Data pricing is difficult 
to understand

Outputs from OZEV 
public chargepoint 
consultation

Likely to be covered 
by upcoming work 
- within scope of 
recommendation 12

Chargepoint data isn't 
accessible

Chargepoint data is 
inaccessible

Alternative fuels 
infrastructure 
regulations 2017

Outputs from OZEV 
public chargepoint 
consultation, Data 
catalogue

Likely to be covered 
by upcoming work 
- within scope of 
recommendation 12

Decision-making risks

AI/algorithm 
transparency

Decision-making 
based on personal 
data is not 
transparent. This 
could lead to poor 
outcomes, including 
distributional 
outcomes

National data strategy Very little existing 
work here

3.3. Consumer risks – Policy gap analysis
A policy gap analysis was conducted to understand where consumer risks might already be covered 
by existing legislation. We also looked at upcoming work to understand where these risks might be 
addressed in the future. The aim was to understand where gaps in protection existed, and therefore 
where best to focus our recommendations.  



Electric Vehicle Energy Taskforce Working Group Four: Data Accessibility and Privacy 27                                                                             

3.4. Early insights 
The following early insights emerged from our analysis and engagement with stakeholders:
•      Data privacy
         — Large amounts of personal data are collected during the EV consumer journey - some of this data 
              is essential to core service provision while some is not. 
         — Basic consumer privacy is protected under GDPR and other sector-specific regulations. 

•      Consumer understanding
         — However, consumers lack an understanding of data rights and the data that they share. Simple 
              mechanisms to allow consumers to check what data they share and to provide/withdraw consent 
              are lacking. 

•      Data access and portability
         — Consumers lack access to the data they create and lack the ability to share this information to 
              access new offers/services. There is relevant work taking place in this area, but the outcomes are 
              not yet clear. 
         — Decision-making risks (particularly involving algorithms and AI) are poorly understood - more 
              protections could be needed in this area.
 

3.5. Recommendations 
Following the above analysis, the following recommendations have been made:

•      Government (BEIS, DfT, OZEV) and Ofgem should clarify rights/obligations around consumer data, 
        including: 
         — Clarify company obligations under existing legislation in relation to EV data. 
         — Develop a catalogue of personal data types (essential/non-essential). 
         — Produce guidance on how companies should engage consumers with their data choices/increase 
              transparency. 
•      Government to explore possible monitoring/enforcement options. 
•      Government to outline how they will make existing work around access/data portability relevant 
        to EVs.  
•      Government to explore the idea of a ‘data dashboard’ - to allow consumers to easily view the 
         personal data they share - and give/withdraw consent. 
•      Government to outline how they will monitor impacts of algorithms/AI on consumers.

We have also developed a set of key principles that should underpin an accessibility and privacy 
framework:
•      Consumers should have full control over their data.
•      Consumers should be made aware of all data access issues at the point of sale of all EV products and 
        services as well as their powers to control and delete this data. 
•      Consumers should be able to access the data they create and share it with new providers, in order to 
        engage with new products and services.
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