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THE ARDIT FERIZI CASE, 2016





US DEPARTMENT OF JUSTICE-

“GROUNDBREAKING”

This case represents the first time we have seen the very 

real and dangerous national security cyber threat that 

results from the combination of terrorism and 

hacking,”…. This successful prosecution also sends a 

message to those around the world that, if you provide 

material support to designated foreign terrorist 

organizations and assist them with their deadly attack 

planning, [we will prosecute you].""



Ardit Ferizi leaked data included names, e-mail addresses, passwords, 
locations and phone numbers of 1,351 U.S. military and other 
government personnel.



“We are in your emails and computer systems, 

watching and recording your every move, we 

have your names and addresses, we are in 

your emails and social media accounts, we are 

extracting confidential data and passing on 

your personal information to the soldiers of the 

khilafah, who soon with the permission of Allah 

will strike at your necks in your own lands!”

Islamic State 

Hacking Division 

tweet 
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(1) LEGAL MEASURES DEALING WITH CYBER-

ENABLED TERRORISM AT THE NATIONAL LEVEL



STRUGGLE AGAINST TERRORISM LAW, 2016

“ACT OF TERRORISM”

▪ Motivation is political, religious, nationalistic, or 

ideological

▪ Carried out with the goal of causing public fear 

or alarm, or to cause the government or another 

public body (in Israel or abroad, including IOs) to 

either act or refrain from acting

▪ One of the following was either threatened or 

had a real danger of occurring:  



STRUGGLE AGAINST TERRORISM LAW, 2016

“ACT OF TERRORISM”

1) Severe injury to a person’s body or freedom;

2) Severe injury to public safety or health

3) Severe damage to property

4) Severe damage to religious objects, places of worship or 
other sites

5) Severe damage to infrastructure, systems or basic 

services, or severe interference with them, or severe 

damage to the national economy or ecosystem.



SIMILAR “RESULTS-ORIENTED” COUNTER-

TERRORISM LAWS (NOT “CYBERIZED”)



WHO’S CYBERIZED?



AUSTRALIA CRIMINAL CODE 
“TERRORIST ACT "

(f) seriously interferes with, seriously disrupts, or 
destroys, an electronic system including, but not limited to:

(i) an information system; or

(ii) a telecommunications system; or

(iii) a financial system; or

(iv) a system used for the delivery of 
essential government services; or

(v) a system used for, or by, an essential 
public utility; or

(vi) a system used for, or by, a transport 
system.



UK TERRORISM ACT, 2000

 2)Action falls within this subsection if it—

(a)involves serious violence against a person,

(b)involves serious damage to property,

(c)endangers a person’s life, other than that of the person 

committing the action,

(d)creates a serious risk to the health or safety of the public or 

a section of the public, or

(e)is designed seriously to interfere with or seriously to disrupt 

an electronic system.



EGYPT’S LAW ON COMBATTING 
TERRORISM, 2015

 A terrorist act shall likewise refer to any conduct 

committed with the intent to achieve, prepare, or 

instigate one of the purposes set out in the first 

paragraph of this article, if it is as such to harm 

communications, information, financial or banking 

systems, national economy, energy reserves, security 

stock of goods, food and water, or their integrity, or 

medical services in disasters and crises.







CHINA

COUNTER-TERRORISM LAW, 2015

▪ Different approach overall to counter-

terrorism

▪ “Defensive cyberization” 



 The term "terrorism" as used in this Law refers to the 
purpose of creating social panic, endangering public 
safety, violating personal property, or intimidating state 
organs and international organizations through 
violence, destruction and intimidation to achieve their 
political and ideological claim and behavior. 

 The term "terrorist activity" as used in this Act refers to 
the following acts of a terrorist nature:

 A) organize, plan, prepare for the implementation of 
the activities caused by or intended to cause 
casualties, major property damage, damage to 
public facilities, social disorder and other serious 
social harm activities;



CCTL, ARTICLE 18

► Telecommunications operators and internet 

service providers shall provide technical 

interfaces, decryption and other technical 

support assistance to public security organs 

and state security organs conducting 

prevention and investigation of terrorist 

activities in accordance with law.



CCTL, ARTICLE 21

Business operations and service providers 

such as for telecommunications, internet, 

finance, lodging, long-distance passenger 

transport, and motor vehicle rentals, shall 

carry out check of customers' identities. Those 

whose identity is unclear or who refuse the 

check, must not be provided service.
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(2) INTERNATIONAL LEGAL MEASURES ARE 

LIKELY TO BE MORE COMPREHENSIVE 

LONGER TIMELINE

YET TREATIES AND 
MULTILATERAL 

DECLARATIONS AIM 
TO BE INCLUSIVE

SHARED NORMS
STATES’ 

WILLINGNESS TO BE 
BOUND



STARTING POINT: 

ILA WORKING DEFINITION, 2016

CYBER-ENABLED 

TERRORISM

“Cyber terrorism” involves acts intentionally 

committed by any person who uses information and 

communication technologies unlawfully in ways that 

cause, or are intended to cause, death or serious 

bodily injury to persons, substantial damage to public 

or private property, the economy, or the environment, 

or serious disruption of public services and that are 

undertaken with the intent to spread fear in civilian 

populations or to compel a government, a civilian 

population, or an international organization to take or 

abstain from specific acts or courses of action.



LONE TREATY EXAMPLE: ASEAN CONVENTION 

ON COUNTER-TERRORISM, 2007

 1. The areas of cooperation under this 

Convention may, in conformity with the domestic 

laws of the respective Parties, include 

appropriate measures, among others, to:

 j. Strengthen capability and readiness to deal 

with chemical, biological, radiological, nuclear 

(CBRN) terrorism, cyber terrorism and any new 

forms of terrorism;



BUDAPEST CONVENTION 

ON CYBERCRIME, 2001
30
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§3 - ILLEGAL 
INTERCEPTION 

OF DATA 
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§4 - ILLEGAL 
DISTORTION OF 

DATA

§5 –ILLEGAL 
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WITH COMPUTER 
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Article 2 – Illegal access 

Each Party shall adopt such legislative and other 

measures as may be necessary to establish as 

criminal offences under its domestic law, when 

committed intentionally, the access to the whole 

or any part of a computer system without right. A 

Party may require that the offence be committed 

by infringing security measures, with the intent of 

obtaining computer data or other dishonest 

intent, or in relation to a computer system that is 

connected to another computer system



OTHER MULTI-LATERAL 

INTERNATIONAL NORMS



GENERAL PROHIBITION UNDER THE UN CHARTER 

OF STATE-SPONSORED CYBER-TERRORISM

 Article 39

The Security Council shall 

determine the existence of 

any threat to the peace, 

breach of the peace, or act of 

aggression and shall make 
recommendations, or decide 

what measures shall be 

taken…to maintain or restore 

international peace and 

security.

 Article 41

The Security Council may 
decide what measures not 
involving the use of armed 
force are to be employed to 
give effect to its decisions, and 
it may call upon the Members 
of the United Nations to apply 
such measures. 

These may include complete or 
partial interruption of ... postal, 
telegraphic, radio, and other 
means of communication…



UNGA

“…the need for Member 

States to act 

cooperatively to prevent 

terrorists from exploiting 

technology, 

communications and 

resources to incite 

support for terrorist acts, 

while respecting human 

rights and fundamental 

freedoms and in 

compliance with other 

obligations under 

international law” UNSC 2178



SECTORAL NORMS: FINANCIAL 

ACTION TASK FORCE



LOOKING AHEAD AT THE 

INTERNATIONAL LAW LEVEL



UN DRAFT COMPREHENSIVE 

CONVENTION AGAINST TERRORISM  



(3) TRENDS AND CONCLUSIONS



ILA STUDY GROUP’S 

CONCLUSIONS, 2016

 MORE 
ENFORCEMENT OF 
EXISTING TREATIES 
AND LAWS 
COVERING 
CRIMINAL ACTS

 broadening 
existing criminal 
law statutes to 
include cyber-
enabled 
terrorism

 MODEL 

COUNTER-

CYBER-

TERRORISM 

TREATY

 To move 

ahead with 

the 

international 

law counter-

terrorism 

project

► MODEL UN 

SECURITY 

COUNCIL 

RESOLUTIONS

► They’ve    

proven helpful 

(Germany, UK)



IN SUMMARY

National 
legislation is a 
hodgepodge,
some cyberized 
and some not

More efforts 
need to be 
invested at the 
international law 
level in 
coordinating the 
response to 
cyber-enabled 
terrorism

State practice is 
still developing 
regarding the 
effectiveness of 
“cyberized” v. or 
results-oriented 
counterterrorism 
norms



HERBERT LIN AND JACLYN KERR, OXFORD 

HANDBOOK ON CYBERSECURITY, 

(FORTHCOMING) 2018

 A final query:

Cyber-enabled 

information/influence warfare 

and manipulation (IIWAM)

Should we include in 

definitions of terrorism?



THANK YOU.



EXTRA SLIDES





RULE 98 – TERROR ATTACKS 

…. Cyber attacks, or the 

threat thereof, the primary 

purpose of which is to 

spread terror among the 

civilian population…. 

RULE 92

A cyber attack is a cyber 
operation, whether offensive 

or defensive, that is 

reasonably expected to 

cause injury or death to 

persons or damage or 

destruction to objects..

46


