
Project risk management has come a long way in the past few 
decades, but organisations still make basic errors that can 

prevent initiatives from realising their goals
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Feature

A
ll organisations 
undergo change, 
and projects and 
programmes are 
the typical vehicles 

that deliver transformation to an 
organisation. In the current global 
climate – increased geopolitical 
risk, pandemic disruption, 
supply chain uncertainty, skill 
shortages and runaway inflation 
– major project teams will 
benefit from more investment 
in better tools and improved 
skills for managing increased 
levels of risk and uncertainty. 

This article is a meditation on 
risk management drawn from 
over two decades of working in 
defence, nuclear, rail, aviation, 
utility, manufacturing and 
financial sectors in the UK and 
internationally. These projects 
typically ranged in value from 
tens of millions to tens of billions 
of pounds sterling, and gave me 
access to varying approaches 
to risk management that were 
adopted due to sector, project 
stage and/or project scale. There 
was a lack of consistency in the 
definition of what constituted best 
practice risk management in these 
projects and a notable disparity 
in risk management maturity 
among the sectors in question. 

Specifically, there are a few 
areas where organisations 
can do better. Although 
these observations are not 
necessarily new, they are often 
overlooked and can significantly 
improve the agency of risk 
management within a major 
programme or organisation.

Risk and reporting
Multi-million-pound programmes 
are often delivered without 
qualified risk professionals to 
oversee the risk management 
process. For example, it is 
quite common practice for 

organisations, due to cost-
efficiency reasons, to rebadge 
a project manager or other 
project professional to serve 
as a risk professional in order 
to satisfy the audit team or a 
client. On closer scrutiny, it is 
usually the case that this person 
has had no formal training in 
risk and is insufficiently aware 
of sound practice standards. 
Unsurprisingly, such programmes 
perform poorly from a risk 
management perspective. 

On the other hand, it is 
encouraging to see many 
critical national infrastructure 
programmes recognise the need 
for managing data effectively 

and make investments in online 
databases. But there is still a 
minority that continue to manage 
risk on major programmes (worth 
hundreds of millions of pounds) 
with Excel spreadsheets. Data 
management on Excel leads 
to inconsistent data capture 
and makes the collation of 
programme-wide exposures a 
daunting, labour-intensive task 
that is prone to error. It is also 
difficult to extract systemic 
insight from a motley collection 
of disparate spreadsheets. 
Consequently, a programme 
may not benefit from an 
understanding of pan-programme 
risk trends, risk clusters and 
systemic risk across projects. 

A major infrastructure project 
can easily generate hundreds or 
even thousands of risk items. 

Senior management can quite 
easily be overwhelmed, so much 
so that a top-down view of risk is 
created that is more convenient 
and accessible than it is correct. 
This is frequently the case when 
the volume of bottom-up risk 
data is outside of the appetite for 
detail of senior management. 

Therefore, a key role of the 
risk management professional 
is to extract the insight buried 
within a risk database and bring 
to the surface trend intelligence 
that will effectively inform senior 
management decision-making. Put 
simply, it is not sufficient to report 
the top five or ten risks. Systemic 
risk trends or risk clusters against 

a theme of interest are just as 
important and more insightful. 
Therefore, it is especially 
important that any risk database 
is designed to be interrogable 
and include references to work 
and risk breakdown structures. 
Further, automated dashboards 
that are capable of collating huge 
volumes of data to executive-
ready reports should be explored 
to their full potential. 

For executive reports, less is 
certainly more. Some years ago, I 
reported to a retired colonel who 
was the chief executive officer 
on a major defence project. His 
advice was to limit an executive 
risk report to a single page of A3, 
and in an easily readable font 
size. This advice, together with 
notes from Winston Churchill’s 
Second World War Brevity Memo, 
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in the definition of what 
constituted best practice risk 
management in these projects
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has helped me to better engage 
with executive leaders. Churchill’s 
memo is timeless and can be 
usefully paraphrased: if a report 
relies on detailed analysis of 
some complicated factors, or on 
statistics, these should be set out 
in an appendix; and often it is best 
to submit not a full-dress report, 
but rather an aide-memoire 
consisting of headings only, which 
can be expanded orally if needed. 

Approaches to risk
It is not uncommon to see risk 
professionals preoccupied with 
project objectives – are we 
delivering the project right? This 
can be more helpfully rephrased 
as follows: are we delivering 
the project to cost, time and 
expected quality? Arguably, 
risk management should take 
a portfolio risk management 
approach by extending this view 
to the portfolio level where it 
can answer this question – are 
we delivering the right project? 
Not many organisations have a 
consistently employed tool that 
tests every candidate project 
against the organisation’s 
strategic objectives. This may 
lead to an agreed portfolio of 
projects and programmes that 

are strategically misaligned to 
the organisation’s goals. In the 
end, such organisations can end 
up with projects delivered to cost, 
time and desired quality but with 
a significant underrealisation 
of planned benefits. 

Assumptions management 
is certainly another area where 
organisations in all sectors 
can improve. All projects are 
based on assumptions because 
projects are conceptualised, 
designed, procured and built 
on incomplete or uncertain 
information. The making of 
assumptions is a necessary 
feature of project delivery. A 
mature project delivery team 
should have a comprehensive 
register of assumptions that 
are assessed for sensitivity and 
stability, so that risks may be 
raised for less robust items. Put 
differently, the integrity of a risk 
management process is strongly 
correlated to the integrity of the 
capture, assessment, validation 
and review of assumptions. 

Opportunity management 
often receives less attention 
than it should. It is generally 
accepted that human beings are 
psychologically hardwired to 
be risk averse. This means that, 

from a behavioural perspective, 
we find it easier to prevent loss 
rather than to exploit potential 
gain. Project risk registers, 
therefore, are heavily weighted 
towards threat articulation. As a 
result, opportunities tend to be 
few and are less clearly defined 
than threats. Project teams may 
improve the yield of opportunities 
by having separate, dedicated 
workshops for opportunity 
identification. This is because, 
generally, project team members 
do not oscillate effectively 
between thinking about things 
that can go wrong and things that 
can go right within the confines 
of a single threat and opportunity 
workshop. Project teams will also 
more readily declare opportunities 
if they receive assurance that 
opportunities won’t be banked 
by senior management until they 
become realistically achievable. 

Most programmes are geared 
towards managing risk in the 
delivery stages of their projects 
once the contract has been signed 
with a supplier and execution 
begins. This is perhaps borne 
from a longstanding commercial 
view that risk management is 
synonymous with supply chain 
contract management. Project 

Data management on Excel leads to inconsistent data capture 
and makes the collation of programme-wide exposures a 
daunting, labour-intensive task that is prone to error
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teams can also help their project 
leaders with making better 
decisions through the deployment 
of risk management at the “go/no 
go” and option selection stages of a 
project. Levels of risk management 
scrutiny, tools and processes need 
to bend towards the complexity 
and scale of projects being 
delivered. A significant waste 
of resources can be incurred 
if all projects are treated as 
equal within an organisation. 

Language and culture
It is often an act of self-harm 
for project leaders to offer 
single point estimates of cost 
and schedule forecasts to 
stakeholders. Unfortunately, there 
are still numerous examples 
of executive hubris leading to 
unjustifiable levels of optimism 
in project forecasting. This is 
particularly problematic at the 

1 Ensure that you have the right person in the right role 

2 Use a structured, interrogable database for risks

3 Publish “bottom-up” driven insight in concise reports

4 Adopt a portfolio risk management approach –  
is this the “right” project?

5 Declare, assess and review assumptions

6 Hold dedicated opportunity workshops

7 Embrace the language of uncertainty

8 Ensure that your risk management process is scaled to your needs

9 Tell stories to improve risk management culture.

NINE STEPS TO SUCCESS IN 
PROJECT RISK MANAGEMENT

Vinay Shrivastava, CFIRM, 
is head of risk for the 

New Payments Architecture 
Programme for Pay.UK, and  
IRM board director.

early stages in a project’s life 
cycle when there is the most 
uncertainty. While it is the norm 
for reporting forecast performance 
ranges in certain sectors (rail 
typically), technology sector 
projects don’t often subscribe 
to embracing the language of 
uncertainty where it is needed. 

A mature and effective risk 
management culture is one in 
which all team members feel 
empowered to think critically and 
feel responsible for managing risk 
– not just those team members 
with the word risk in their job 
titles. Such a culture needs to 
be nurtured through continuous 
training and education. Here, 
senior management have a role 
to play. They need to “cast the 
right shadow” on the process by 
ensuring that risk gets a platform 
at all leadership meetings. Equally, 
senior management should aid 

organisational learning through 
the storytelling. They should 
tell stories of failure, of lessons 
learnt and of controls that have 
prevented crises. Storytelling 
is more effective at influencing 
individual behaviours than 
a 60-page risk management 
procedure. To further drive team 
accountability and improve the 
culture for risk management, 
the owners of risks (and not the 
risk management professionals 
embedded within the team) 
should also take responsibility 
for reporting risks and defending 
control plans with senior leaders. 

Programme and project risk 
management has come a long 
way since I started my career 
over 25 years ago. There have 
been significant improvements 
in quantitative risk analysis, 
reference class forecasting, risk 
data systems, the use of artificial 
intelligence and in the recognition 
of risk management as a 
legitimate profession. I still recall 
the start of my career in the late 
1990s when risk management was 
largely seen as an administrative 
service. There have also been 
encouraging developments in 
education and certification from 
the Institute of Risk Management 
and other organisations that 
have helped raise the standards 
of practice in the UK and 
internationally. Further, major 
project performance has attracted 
academic interest, and there is 
now a wealth of publications 
that help share knowledge, drive 
innovation and continually raise 
the profile of risk management. 

I am genuinely excited about 
the future of risk management in 
major projects and programmes 
and look forward to working 
with, and learning from, 
the next generation of risk 
management professionals. 

Storytelling is more effective 
at influencing individual 
behaviours than a 60-page 
risk management procedure

Reprinted courtesy of Enterprise Risk magazine and the Institute of Risk Management

23Summer 2022


