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T
here is no doubt that involvement in social 
media activities is the source of a great number 
of risks to companies. But there are also risks to 
not having an online presence. Companies who 
are not active on social media could surrender 

ground to competitors, fail to attract a younger customer 
base, and could end up either not building a reputation –  
or slowly losing an already strong one.

Organisations cannot avoid social media risk by 
pursuing a policy of non-participation. Customers, 
journalists, or the public in general, can easily and quickly 
point out major faults with a company product or service 
to a large number of people. With enough attention, that 
can severely impact brand and reputation. Additionally, 
tweets can be sent out instantaneously from shareholder 
meetings, board meetings, or from interviews, leaving 
little time to prepare for a response. It is vital that 
organisations manage social media risk proactively.

Companies generally have two main concerns about 
social media. The first relates to risks to the organisation. 
For example, an employee that uses social media badly 
can expose a company to intellectual property and data 
leakage by saying too much about products and services. 
Or, extreme views expressed by staff on a company’s social 
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media platforms could be interpreted 
as a reflection of the company’s own 
values. Viruses, hacker threat, or 
phishing attacks can all be introduced 
into the company network because 
an employee’s work and private 
login passwords are identical.

The second relates to the 
organisation’s social media presence. 
Where companies are active on 
social media, for example by 
having a forum, message board or 
Facebook page, they are exposed 
to any customers, members of the 
public, or disgruntled staff posting 
negatively about the company, or 
hijacking company-led social media 
campaigns. Internally, risks can arise 
from the inefficient use of social 
media. Often companies will have a 
presence on social networks but rarely 
update them, or have inconsistent 
or conflicting information, such as 
contact details, across the various 

networks. This can frustrate users 
and lead to missed opportunities. 

Understanding social media

Keeping on top of social media-related 
risks should be straight forward if 
there is an effective enterprise risk 
management (ERM) programme in 
place. With reputation risks being at 
the top of corporate risk registers and 
board agendas, there is a need for the 
constant monitoring of reputation 
risks (such as social media presence) 
and mitigation actions should be 
implemented where needed. 

But, as with all risks, you can 
manage them best when you identify 
them as early as possible – preferably 
before you even begin to have a social 
media presence. The best form of 
prevention is to be well prepared. 
When entering into social media, 
a company needs to focus on the 

purpose of doing so in the first place. 
Is it to attract talent, or improve 
customer engagement, for example? 
Once this is established, objectives 
can be set for the initiative. Different 
objectives will require varying 
approaches, not only to achieve the 
desired success, but also in how to 
mitigate the risks.

One of the mistakes many 
companies make when developing 
a social media plan is that it is often 
left to a single department, such as 
IT or marketing, rather than to a 
multi-disciplinary team. Best practice 
indicates that representatives from 
risk, legal, compliance, management 
and any other affected departments 
should all be involved with the 
process. Having such a team in place 
will allow for proper preparation in 
terms of understanding the risks 
of using social media, and how 
to mitigate them, without having 
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a negative impact on the initial 
objectives of the plan. Once a robust 
plan is ready, senior management 
should be informed, educated and 
commitment must be obtained.

 
Mitigating risks

 
Some companies have a total ban 
on employee access to social media. 
Others may decide that only certain 
sites are appropriate, and could 
help with the company’s online 
presence. If a business bans specific 
social media sites, it should consider 
the consequences of creating an 
unhappy workforce. An alternative 
is to have a completely open social 
network policy, but with an opt-in 
programme, whereby staff agree 
to “friending” the organisation on 
their social media sites in return for 
being able to access it from work.

If employee access is given, there 
are some common steps companies 
can take to mitigate social media risk. 
First, the company should develop 
a social-media policy and train staff 
in its use. A social media policy can 
be short and sweet, or quite long and 
detailed. A company should consider 
having one for employee use of social 
media as well as a corporate social 
media policy (for those working 
with social media on behalf of the 
company). These should include an 
outline of the do’s and don’ts when 
posting online, information on the safe 
use of social media, off-limit subjects 
or data, as well as the consequences of 
being in breach of the policy. The legal 
department should be of use here.

Second, a company should monitor 
the comments and behaviour of staff 
on an ongoing basis in order to avoid 
reputational damage, or even from 
being held liable for comments made 
by employees. When using social 
media sites, there is a risk that staff 
will upload sensitive data, perhaps 
by accident, or that they download 
files which can contain viruses. IT 
will often restrict downloading or 
uploading on company computers, 
as well as securing sensitive files. 
Enforcing virus and malware protection 
is another way that IT tends to protect 
a company but this needs to be 
confirmed by the team. This is another 
reason why having a multidiscipline 
team that includes IT is so effective.

Finally, dealing with customer 
complaints in an appropriate 

manner is vital. Companies should 
avoid directly deleting comments or 
negative posts, as well as avoiding 
aggressive or negative responses. 
Instead, a company should try to 
bring the conversation to another 
platform and try to deal with the 
complaint directly. Training will be a 
key element to successful complaints 
handling on social media.

Force for good

Something that risk managers may 
overlook with regards to social media 
is the potential benefits it can bring to 
risk management. Used in the right 
way, social media can be a strong tool 
for managing risks and opportunities, 
allowing risk managers to tap into an 
organisation’s most valuable resource 
– its employees.

Google is a prime example of 
using social media tools to minimise 
risk and maximise opportunity. 
For example, Google Moderator 
allows project leaders, R&D teams 
and top management to post their 
ideas, initiatives or innovations for 
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anyone within the organisation to 
challenge or ask questions about. 
Voting within the tool allows many 
of the questions most relevant, or 
most concerning, to employees to 
be pushed to the top of the pile.

Not only does the use of such 
a tool involve the workforce, and 
thus increase staff morale, but it can 
drive the success of major change 
management initiatives (for example 
after a merger) if everyone feels 
that their voice is being heard and 
considered. It can also potentially 
highlight key risks to a product launch 
that may not have previously been 
identified by a project team working 
on its own. It was so highly thought of 
that the Obama administration used it 
when transitioning into office to make 
the process of change more successful.

A couple of other initiatives that 
Google has implemented include 
Google’s weekly all-hands meetings, 
where employees ask, through social 
media tools, questions directly to the 
company’s top leaders and other execs 
about any number of company issues. 
Again, this concept can be used 

by risk managers to capture risks 
and opportunities from across the 
organisation. Perhaps a more obvious 
risk tool for risk managers would be to 
implement something similar to the 
Google Universal Ticketing Systems – 
GUTS – which allows users to report 
issues, and is then reviewed for 
patterns or problems. Adapting this 
to a more risk-based solution could 
really support an organisation in 
identifying risks or trends before they 
happen. It can allow the reporting of 
risks from anyone in an organisation, 
bypassing more senior employees 
who may try to stop these risks from 
being reported. Such a tool could 
serve as a tool to escalate risk past 
local management. 

Continuity

Business continuity can benefit 
greatly from social media by, for 
example, connecting stakeholders 
to internal staff during an incident. 
Many countries are already using 
social media, such as Twitter or 
Facebook, to issue hurricane and 

tsunami warnings to citizens on top 
of the more traditional alarms. This 
not only informs the local population 
who are in immediate danger, but also 
allows family members or friends 
who are signed up to the service to 
receive these notifications.

A similar approach should be 
considered by companies when it 
comes to spouse management during 
a major incident. Companies who 
operate in dangerous locations such 
as war zones, politically unstable 
regions, or on offshore oil platforms, 
should consider offering employees’ 
spouses the opportunity to connect 
to a specific company emergency 
social media page. This page can be 
the main hub of communication for 
spouses should an emergency occur. 
Not only will they get regular and 
factual updates, but they can post 
questions and even comfort each other 
by having a community of people in 
similar situations as themselves. This 
could be extended to include sites for 
connecting with stakeholders during 
an incident whether it be suppliers, 
clients or even the media. 

Social media has already been 
used successfully during earthquakes 
in Japan. Pages were set up on 
Facebook to keep the public up to 
date, whilst Microsoft worked with 
partners to create local applications 
such as J!ResQ – a smart phone 
application for emergency contacts 
– to help people find family and 
friends and to aid relief efforts with 
aid agencies. Looking more internally, 
business continuity plans will have 
steps that include informing staff of 
job status, whether to stay at home, 
work from home, work from an agreed 
second location, or even return to 
work. Using an internal social media 
tool can greatly improve the efficiency 
of this message compared to more 
traditional methods such as a phone 
call to every staff member.

Getting over initial worries about 
the use of social media can turn many 
of the risks associated with these 
technologies into opportunities. By 
carefully working through the threats 
and mitigating risk, risk managers 
can help their businesses benefit from 
these powerful tools. 
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