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This document presents the concept of HEATCUBES for the first time, and its original (and 

necessary) contribution to Risk Management. 

Presented with a robust framework, this work will help the audience develop modern and 

innovative solutions in the field of Risk Management, where new answers need to come out to 

feed the needs. 

This document is intended to reach out all risk practitioners: CROs, regulators, academics and 

policy makers, to name a few. With this audience in mind, everything is presented in plain English 

with a focus on concepts rather than mathematics. 

 

The paper is divided in 3 sections: 

 

 Introduction: where central Risk Management ideas are presented. Also an introduction 

to HEATCUBES and the key concepts to understand how to identify, understand and 

manage risks 

 HEATCUBES Models: in this section we deep dive in the HEATCUBES concept and present 

the steps to build the 2 basic models: Single-Risk and Multi-Risk Management 

 HEATCUBES Capabilities: additional features of the models are explained, just to give a 

glance of the exponential capacity and flexibility of HEATCUBES 

 

Lastly, the future steps of HEATCUBES are mentioned. Blending the tool with Artificial Intelligence, 

Augmented and Virtual Reality will produce the ultimate risk management scenario. 

 

The effort to build this work has been justified by the belief that ideas shape the world, and the 

hope that the ideas presented in this document will bring progress in the treatment of risk.  
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Introduction 

 

 

RISK MANAGEMENT 

Risk is everywhere we look, and inherent to everything we do. Businesses are risk takers by 

definition, and no gains can be made without being exposed to certain level of risk. Risk appetite 

might differ between organizations, but for a business to run, risk can´t be completely removed. 

Nevertheless one important fact (usually overlooked) has to be highlighted: risk can be both 

negative and positive. Since risk represents any deviation between an actual and an expected 

value, this difference can equally benefit or damage organizations. 

Measuring risk as the deviation against an expected value (e) through a period of time (t), we can 

graph risk in the following manner: 

 

 

 

 

 

 

 

Within this framework, Risk Management can be described as the process of searching, 

identifying, measuring and taking action over specific risk events. This doesn´t mean predicting the 

future, but managing risky scenarios. 

But these scenarios are extremely complex in our present world, pushing decision makers to 

increasingly rely on data in order to take the right actions. This data comes in such a volume and 

speed that it´s necessary to employ visual tools to make sense of all of it. Without data 

visualization, detecting patterns or anomalies in such an intricate data net can be an impossible 

quest. 

Though widely spread in financial institutions, Risk Management is at an early stage in non-

financial companies, where it is urgently needed: not because of regulatory requirements, but 

v 
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because of profitability and survival. Methodologies and solutions need to emerge. And they need 

to emerge fast. 

For this reason the present document introduces the concept of HEATCUBES, detailing its original 

contribution to the analysis of variables in general (with an application to credit management in 

particular), as well as its simplicity and graphic capacities that can be applied to any field of Risk 

Management. 

HEATCUBES suggest a new vision of the circumstances that surround us, disconnecting us from the 

traditional two-dimensional analysis, evolving towards an alternative and modern method to 

analyze, visualize and manage data. 

This document intends to be a contribution to improve collaboration and understanding between 

professionals in the Risk Management area, and also provide a new tool that will allow innovation 

and growth of the discipline. 
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CONVENTIONAL HEAT MAPS 

Visualization using heat maps has been the main resource of organizations in order to 

communicate and share their risks. 

These heat maps are usually a bi-dimensional representation of the concepts of impact and 

likelihood graphed together, in which data is plotted using different colors: 

 

 
 
 

The horizontal axis shows the calculated impact of a given risk occurring, meaning the extent to 

which a materialized risk might affect the organization. 

The vertical axis shows the likelihood that a risk will materialize and become an event to the 

organization. 

Each quadrant has a color, and each color represents a risk class: green for low, yellow for medium 

and red for high. 

In this case 16 possible quadrants have been defined (4 x 4), but a heat map matrix can be built 

using simpler or more complex methods. 

 

In the given example, we observe a risk with a calculated impact of “Low” with likelihood of 

“Medium-Low”, which corresponds to a green or low-risk area. 
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HEATCUBES 

The problem with bi-dimensional heat maps is that they are limited and lack of the benefits 

needed for a proper analysis and visualization of data. They can also be misleading for decision 

making, usually providing out-of-date information. 

So how do we fill this gap? Providing deeper insights of data and better capabilities, HEATCUBES 

are the evolution of bi-dimensional analysis. 

HEATCUBES is a risk management tool that integrates data visualization and multivariate analysis. 

The tool consists of a cube divided in clusters, each cluster with an assigned risk profile. Visually 

there are 3 variables that explain that risk profile (although additional variables can be used), and 

once data starts feeding the cube, that data adopts the corresponding risk profile, which triggers 

actions. Once risk materializes (an event is triggered), the tool adjusts itself (calibration process) in 

order to optimize the selected variables, the risk profiles and the triggered actions. 

HEATCUBES allows managing risks using more dimensions than any other tool. It accelerates 

decision making through automation, and brings the possibility to take opportunities faster than 

others using real time data. 
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Going back to the previous example, by adding a third variable like “Velocity” we enter a new 

visual phase with 64 possible clusters: 

 

 

 

The “Velocity” axis refers to the time it takes for a risk event to materialize (the time to impact). 

The higher the value, the shorter the time for the organization to respond to the risk it is. This 

measure helps to differentiate risks that may have the same likelihood and impact but differ in 

importance due to different velocities. 

Whether it is done quantitatively or qualitatively, assessing the risk velocity provides a more 

comprehensive knowledge of its potential threat. Using this concept we can better align 

prevention, mitigation and treatment strategies with the risk nature, as well as prioritize resources 

allocation focusing on the most pressing needs. 

 

In our example, in the case of “Velocity” up to “Low” the possible clusters are the same 16 that 

result from the by-dimensional analysis of 2 variables. 

But what happens as we move over the axis increasing depth? 
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In this example, the risk is located between the coordinates: Impact: Low, Likelihood: Medium-

Low, Velocity: Medium. 

Clusters and values start to differentiate as the variable “Velocity” increases, as the results 

increase risk and will require a closer follow-up: 
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As we move deeper into the Z-axis, most possible clusters turn red while green vanishes, because 

risk increases. 

In this example, the same dynamic will prevail as we move through any of the other 2 axes. 

Nevertheless, the tool has the flexibility to assign individual risk clusters if the relationship 

between axes is not linear. 
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BENEFITS AGAINST CONVENTIONAL HEAT MAPS 

Significant differences arise when analyzing data through HEATCUBES instead of using 

conventional heat maps since HEATCUBES provide a much more comprehensive picture of data 

and integrate several capabilities for data visualization. 

When trying to incorporate a third variable to a two axes heat map, the usual tendency is to work 

with the size of the plotted variable as a proxy to its significance (conventional model). 

Let´s see an example by considering we have identified the following risks: 

 

Risk Impact Likelihood Velocity 

A Medium-Low Medium-Low Low 

B Medium-Low Medium-Low Medium 

C Medium-Low Medium-Low Very High 

 

This simple case showing two fixed values (for variables “Impact” and “Likelihood”) and an 

additional variable one (for “Velocity”) is enough to show one of the main strengths of HEATCUBES 

and weaknesses of the conventional approach: 

 

            

Overlapping of cases in the conventional model leads to difficulties in reading and understanding 

the information, so it´s easy to see the complications presented with this model when dealing with 

large samples of data. Since HEATCUBES employs a larger number of clusters, it´s possible to work 

with more detailed and adhoc strategies in each one of them. 
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Additionally, several times relationships between axes are not linear, meaning that risk does not 

always increase in the same direction and with the same degree of significance. 

In fact, depending on the variable under analysis, risk can become high or low at certain levels, 

and decrease or increase at others. 

In our example, by implementing the “Velocity” variable as an assessment metric we generate 

intense effects over the prioritization of mitigation and response strategies. Two risks with the 

same values in the variables “Impact” and “Likelihood” but with different “Velocity” values (e.g. 

regulatory reform and fire explosion) will require two completely different approaches. In this case 

it is essential to pay regard to how quickly risk moves. 

The “Velocity” assessment will also alter the risk escalation process, since risks with high 

“Velocity” should be treated differently in comparison to risks with low “Velocity”, typically 

managed through a normal Risk Committee structure. Timely escalation is crucial to any risk 

treatment. 
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Key Concepts 

 

 

IDENTIFY AND ANALYZE RISKS 

As stated before, risk represents any deviation between an actual and an expected value. 

Risks should be identified based on the organization´s goals and objectives, both on high strategy 

and low operational levels. 

The risk identification process consists of producing a list of risks (as well as opportunities), which 

can be organized by category and sub-category. These risks are later on prioritized in the 

assessment process. Because one person or a reduced number of people cannot know all the risks 

involved in an organization, it is mandatory to include as many participants as possible in order to 

produce robust risk identifications. 

To identify relevant and emerging risks, organizations should include different perspectives from 

other industries, academics, researchers, and other countries. During this process it is key not only 

to rely on past data, but also perform a forward-looking analysis to go beyond known risks. 

The risk identification process is a dynamic practice, since changes in the environment can trigger 

potential risks previously not considered, or eliminate risks already known. 

 

A typical bow tie analysis can be used to study the three stages of a risk developing: starting from 

the root cause(s), through the risk event(s), and finally to the risk impact(s). 

 
 
 
 
 
 
 
 
 
 
 
 
 

Cause Event Impact 

Control Measures Recovery Measures 
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Typical questions to guide this process are: 

 

 Cause: Why could the risk materialize? What is/are the risk source/s? What is/are the 

concern/s that could trigger the risk event? 

 Event: What could exactly happen? 

 Impact: How bad can it be? Which could be the consequences? Think in financial and non-

financial terms 
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RISK BEHAVIORS 

Risk can relate to variables in different ways, which means risk may increase or decrease as a 

variable value increases or decreases, or any possible combination you might think about.  

Usually we think about risk in a linear way: the higher the target value, the higher the risk. For 

example, the higher the probability of occurrence, the higher the risk is. 

But risk may not be linearly related to the variable value in all cases. This is the case of financial 

indicators (e.g. leverage or liquidity ratios), where the non-risky value relies within certain 

acceptable interval, but values below or above this interval become risky. 

Reality shows that risk relations can be linear, curvy, or take different shapes. 

 

For this reason we present 4 basic types of risk-variable behaviors: 

 

LINEAR POSITIVE 

 

 

 

 

 

 

In this relationship, as the value of a variable increases, the risk also increases. You may think of 

examples such as: 

 

 Number of customer claims: more customer claims mean more potential product returns 

and legal demands 

 Days sales outstanding (DSO): a higher ratio means that the organization is extending the 

collection period to its customers and can cause serious cash flow problems  

 

 

Risk 

Value 
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LINEAR NEGATIVE 

 

 

 

 

 

 

In this case, as the value of a variable increases, the risk decreases. Some examples are: 

 

 Percentage of IT availability: a higher percentage means IT systems are working correctly 

 Cash flow level: increasing levels of cash flow means the organization is creating value to 

its stockholders 

 

PARABOLIC POSITIVE 

 

 

 

 

 

 

In this case, risk increases below and above certain value. This is the case of: 

 

 Current ratio: a ratio below certain value may suggest that an organization would be 

unable to pay off its obligations, while above certain level may indicate is not managing its 

working capital efficiently 

 Market clearing price: represent the efficient price level because there is neither an excess 

of supply and wasted output, nor a shortage 

Risk 

Value 

Risk 

Value 
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PARABOLIC NEGATIVE 

 

 

 

 

 

 

In parabolic cases, risk may increase or decrease in relation to a variable, but it doesn´t behave in a 

linear way. In a parabolic positive relationship, risk increases exponentially at a certain medium 

level, after which it starts decreasing. This is the case of examples like: 

 

 Growing days in a crop: some crops reach their critical point between the sowing and the 

harvesting periods, not necessarily at the end of the growing stage 

 

 

 

  

Risk 

Value 
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DEFINE RISK PROFILE 

Defining a risk profile means stablishing the level of risk we are willing to accept. 

Risk appetite will vary between different industries, organizations, but the most important thing is 

that it can change over time within the same organization. 

 

The procedure of defining the risk appetite in HEATCUBES is done through: 

 

 Visualization: assigning a color to each cluster in order to visually identify the related risk. 

Usually this is done through 3 colors: green (low risk), yellow (medium risk) and red (high 

risk). Nevertheless different colors and quantities can be used. 

 Quantification: defining a quantity for each cluster. This is important for setting cut-off or 

tolerance values according to the risk profile, and segregating clusters within the same 

color. A higher number can be related to a higher risk, but this relation can also be 

customized.  

 

For simplification purposes, we will use 3 colors (green, yellow and red), and correlative number 

from 1 to 64 to quantify each cluster (1 representing the lowest risk, and 64 the highest): 
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This ways, quantification and colors will depend on the direction of the variable (if it increases 
from left to right, bottom to top, front to back or vice versa), and the risk behavior (linear positive, 
negative, parabolic positive or negative). The combination of all these components will stablish a 
specific risk profile. 
 
 

𝐑𝐢𝐬𝐤 𝐏𝐫𝐨𝐟𝐢𝐥𝐞 = 𝒇 (𝐕𝐚𝐫𝐢𝐚𝐛𝐥𝐞 𝐃𝐢𝐫𝐞𝐜𝐭𝐢𝐨𝐧, 𝐕𝐚𝐫𝐢𝐚𝐛𝐥𝐞 𝐁𝐞𝐡𝐚𝐯𝐢𝐨𝐫) 
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TREAT RISK EVENTS 

The risk treatment step involves setting up actions to manage risk impacts. 

Different actions include: 

 

 Assume: involves making a deliberate decision to accept the risk without taking any 

actions to reduce the impact of it (e.g. if the cost of mitigation is higher than the damage) 

 Avoid: refers to completely stop a risk, not proceeding with an activity likely to generate 

the risk 

 Transfer: involves sharing the accountability with another party (e.g. insurance or 

outsourcing) 

 Reduce:  reduce the risk likelihood, impact and or velocity by taking initiatives like defining 

policies and procedures, new contract conditions, business continuity plans, staff 

trainings, etc. 

 

With HEATCUBES these actions can be setup at cluster level or risk level, or both. 

Moreover, these actions can be defined at a certain cluster location, or by a combination of 

sequences in different clusters. 

By programming settings it is possible to trigger actions when certain conditions are met. Setting 

cut-off values or thresholds of tolerance can help to automatize decision making 

 

HEATCUBES can action automatically over specific risks in 2 manners: 

 

 Single Target: meaning that if a data register enters a specific cluster (or cluster area) an 

alert or action will be triggered 
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For example, if a data register reaches cluster “15” or above, or any cluster between “10” and 

“20”, an action will be triggered. Similarly, actions can be triggered when a register enters a 

specific colored cluster (for example red). 

 

 Combinations: in this case, different combinations of clusters in a sequential order can be 

defined as a precondition for triggering an action. These combinations can be scattered, or 

they can follow paths or trajectories 
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In this example we can think about a data register that evolves from cluster “10”, to “11” and then 

to “12”, or a register that goes from green, to yellow and then red. 

This way, when a data register enters a defined cluster or follows a series of predefined clusters, 

an action is triggered 

 

Actions can vary from sending an email alert, to block a customer account for negative behavior, 

increase an interest rate, buy an asset, etc. 
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HEATCUBES Models 

 

 

Based on the key concepts presented in part I, HEATCUBES can be developed to manage single 

risks (for example the risk of a customer credit default), or handle unlimited risks in a consolidated 

manner, generating an Enterprise Risk Management framework. 

 

 

 

 

 

 

 

 

 

 

 

 

We will start by presenting the model for Single-Risk Management (SRM), and then we will move 

forward with the Multi-Risk Management model (MRM) 

  

Single-Risk 
Management (SRM) 

Works over single 
risks. No 
consolidated 
enterprise risk 
management view 

(e.g. customer credit 
risk, customer 
profitability, single 
crop development, 
working capital 
performance, 
financial asset 
performance) 

Multi-Risk Management 
(MRM) 

Works in a 
consolidated 
enterprise risk 
management mode. 
Risks from different 
areas are measured in 
a standardized way 
and aggregated in 
one place 
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Single-Risk Management (SRM) 

 

Single-Risk HEATCUBES Models should be used to manage individual risks. For example, an 

organization could be worried about a critical risk in a specific period and not necessarily 

concerned about gaining a risk overview that would imply a bigger effort from several 

stakeholders all throughout the business. 

To explain the model, we describe below the necessary steps in order to build a Single-Risk 

HEATCUBE, marking in gray the topics already covered in the “Key Concepts” section and in light 

blue the topics we will develop next: 

 
 
 
 

 
  

Identify and 
Analyze Risk 

Define KRIs 

HEATCUBE 
Architecture 

Define Risk 
Profile 

Treat Risks 

Calibrate Model 
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DEFINE KEY RISK INDICATORS (KRIs) 

Considering the risk identification framework explained in the previous section, for illustration 

purposes we will use the following risk example assuming that an organization is only interested in 

tracking one specific risk: 

 

Risk # Risk Name 

1 Default of customers 

 

Now that we identified the risk for which we will develop the model, it is time to define the 

corresponding KRIs. 

Key Risk Indicators (KRIs) represent the early warning signs of a risk behavior. Their performance 

will anticipate a problem or an opportunity in the future. This way, a risk is a function of its KRIs: 

 

𝐑𝐢𝐬𝐤 = 𝒇 (𝐊𝐞𝐲 𝐑𝐢𝐬𝐤 𝐈𝐧𝐝𝐢𝐜𝐚𝐭𝐨𝐫𝐬) 

 

KRIs are measures used by organizations in order to provide early signals of risk exposure in 

different areas. These measures may be tracked individually, or aggregated into multi-layer 

dimensions to track more complex behaviors. The goal is to develop KRIs that provide leading 

indications of emerging risks and opportunities. 

Leading KRIs are used to detect changes in risk causes that could indicate the proximity of a risk 

event. Lagging KRIs are used to detect a risk event that already occurred and an impact is 

expected. 

Because of their useful insight about potential risks and opportunities that may impact an 

organization, KRIs act as a driver for decision making. 

There is no limit to the amount of variables that can be analyzed with HEATCUBES. A key benefit of 

HEATCUBES is its additive property, which means that we can incorporate additional variables 

(through the generation of additional HEATCUBES) and obtain a final result showing the measure 

of total risk. 

 

To illustrate this concept we will use the following variables (KRIs), in this case related to the risk in 

our example: 
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 Aging of exceeded credit:  is the amount of days a credit line of a borrower has been 

exceeded 

 Overdue Debt/Assigned Credit: this ratio is a risk measure that determines the 

percentage that the overdue debt of a borrower represents over the assigned credit line. 

The larger the overdue debt is on the credit granted, the larger is the percentage and the 

risk 

 Amount of exceeded credit: is the excess amount of debt over a credit line 

 

 
 
KRIs must be back tested for validity and they should be automated. 

 

  

Risk # Risk Name KRI # KRI 
1 Default of customers 1.1 Aging of exceeded credit 

  1.2 Overdue Debt / Assigned Credit 

1.3 Amount of exceeded credit 
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HEATCUBE ARCHITECTURE: DEFINE VARIABLES TO MAP RISKS  

So far we have seen HEATCUBES built of 3 variables (or KRIs), each one associated to an axis. But 

what happens if we want to graph 4 variables, or any quantity of variables not multiple of 3? In 

this case we can merge or disaggregate them in order to reach any multiple of 3. 

For example, variables like “Payment Days Late of Current Year” and “Difference of Payment Days 

Late against prior Year” can be merged into one variable that represents both concepts, like 

“Payment Behavior”. 

Similarly, a variable like “Financial Performance” can be disaggregated into variables like “Liquidity 

Ratio” or “Leverage Ratio” for deeper analysis. 

In the case of variables that cannot be merged in the same category (because they are not directly 

related), there is always the possibility to build subgroups. 

For example, variables like “Credit Rating” and “Debt Amount” can be merged in a single category 

named “Credit Risk Class”, that reflects both factors. 
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CALIBRATE MODEL 

Single-Risk HEATCUBES must be calibrated in order to evaluate actual risk events and 

consequences against the model logic. By performing systematic adjustments, this step represents 

the model validation. 

After risk events materialize, the predictive validity of Single-Risk HEATCUBES can be assessed and 

the steps we have described so far can be calibrated if found to be inaccurate. 

In our example, the calibration process involves: 

 Analyzing the predictive power of KRIs and the Risk Profile 

 Validating the effectiveness of the risk treatment actions 

Risk 

Event? 

KRI movement 

 

Modifies Cluster 

Generates 

Action 

Calibrate Model YES 
Risk Profile 

KRIs 

Risk Treatment (corrective actions) 

NO 
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In the case of KRIs, we mentioned the need to back test and reach a fully automation. 

The suggested method for KRI back testing is:  

 
In case a risk event materializes, we need to check if the KRIs behind it: 

 Were under tolerance values (e.g. green), which means they lack of predictive power 

 Were outside tolerance values (e.g. yellow or red). In this case we need to track if there 

were any actions taken, and which were the effects. 

 

Similarly, when a KRI moves outside tolerance values, we need to check: 

 Has it led to a risk event? 

 If no risk events were identified, then: 

o The KRI lacks of predictive power 

o An action was taken to mitigate the risk effects, which is the goal of the KRI 

 

In the case of the risk profile, the calibration should be based on the cluster quantification. Did the 

cut-off and tolerance values worked appropriately? Should the scale be modified? 

 

Additionally, in the case of risk treatment the calibration involves the analysis of the impact of the 

corrective actions in order to assess their efficiency and study alternative procedures that might 

improve the final risk position.  
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Multi-Risk Management (MRM) 

 

We will introduce and detail the following framework in order to build and manage Multi-Risk 

HEATCUBES in a multi risk environment. 

To explain the model, we describe below the necessary steps in order to build a Multi-Risk 

HEATCUBE, marking in gray the topics already covered in the “Key Concepts” section and in blue 

the topics we will develop next: 

 

  

Identify and 
Analyze Risks 

Define KRIs 

HEATCUBE 
Architecture 

Define Risk 
Profile 

Assess and 
Map Risks 

Asses Control 
Effectiveness 

Treat Risks 

Calibrate 
Model 
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DEFINE KEY RISK INDICATORS (KRIs) 

Considering the risk identification framework explained in the previous section, we will use the 

following risk examples in the case of an organization that produces goods and sells them to final 

customers: 

 

Risk # Risk Name 

1 Rise of energy prices 

2 Increase in financing costs 

3 Non-availability of IT infrastructure 

 

Now that we identified the risks for which we will develop the model, it is time to define the 

corresponding Key Risk Indicators (KRIs), which represent the early warning signs of a risk 

behavior. 

Since some KRIs may provide more predictive power than others, it is important to weight them 

appropriately and evaluate their performance. An ongoing assessment of the predictive power of 

the KRIs is a key task in the development of Multi-Risk HEATCUBES. 

One important matter is that KRIs can change over time, and their significance can also vary 

depending on the time and the type of event. A continuous evaluation and refresh of KRIs and 

their thresholds is mandatory. Similarly, KRIs should be tracked and thresholds for tolerance 

should be defined. 

 

Risk # Risk Name KRI # KRI Description 

1 Rise of energy prices 1.1 Geopolitical, environmental, or market events 
affecting energy producers (e.g., Middle East 
instability for oil, low corn yields for ethanol) 

  1.2 Reserve levels or ability to produce energy (oil, 
natural gas, coal) 

1.3 Consumption levels of oil and other energy 
sources (natural gas, coal, nuclear, hydroelectric) 

2 Increase in financing costs 2.1 Projected interest rates 

  2.2 Spreads on debt issuances for comparably rated 
companies 

3 Non-availability of IT 
infrastructure 

3.1 System availability (%) 

  3.2 Number of faulty events 
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There is also a relationship between KRIs and KPIs (key performance indicators). KPIs are designed 

to provide a high-level overview of the performance of an organization and its major operating 

units, which include examples such as sales development, number of product shipments, days 

sales outstanding, inventory performance, customer satisfaction level, just to name a few. 

Failed KPIs can become KRIs, since they can alert of a deviation against an expected value (e.g. IT 

response time). 
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HEATCUBE ARCHITECTURE: DEFINE VARIABLES TO MAP RISKS 

The next step for building Multi-Risk HEATCUBEs is to define the variables we will use to map the 

risks. In our example, the idea behind this is to create a mechanism to standardize and rank the 

different risks identified in the previous step. 

This process of risk standardization is not required if we want to create specific HEATCUBES 

containing data that can be directly compared and analyzed (e.g. Single-Risk Model) 

For simplification purposes in this example we will use the variables “Impact”, “Likelihood” and 

“Velocity” as the main proxies for standardization, but the truth is that there is no limit to the 

amount of variables we can use and plot. 

 

 Likelihood: Represents the possibility that a given event will occur, and it can be expressed 

using qualitative terms (frequent, likely, possible, unlikely, rare), as a percent probability 

(from 0 to 1), or as a frequency (number of events in a given period) 

 Impact: Refers to the extent to which a risk event might affect the organization 

 Velocity: Refers to the time it takes for a risk event to manifest itself. It tries to answer the 

question of how fast will the event impact the organization. 

 

 

Variables can be grouped by topic (e.g. Finance, Marketing, Health & Safety, HR, etc.), or can be 

cross-grouped to analyze correlations between different disciplines.  
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HEATCUBE ARCHITECTURE: SET UP CLUSTERS 

A cluster is the minimum unit for which we will define a risk profile. It represents a defined space 

in the 3D HEATCUBE where data will be stamped with a risk classification, and it is the result of the 

definition of intervals. 

An interval represents two given parameters of data in a range of data (e.g. “0-10”, “Low”, etc.) 

As mentioned before, the number of intervals used will determine the number of clusters, and 

HEATCUBES can be built over different matrices: 2x2x2, 3x3x3, 4x4x4, etc. 

 

Granularity refers to the extent to which each HEATCUBE is subdivided into intervals (and hence, 

clusters). This means, the level up to which the axes variables are segmented into ranges or 

categories and clustered: 

 

                            

 

 

There´s no specific quantity to reach, but the suggestion is to keep an adequate level of detail for 

deep analysis, but not so complex that would represent extra efforts without adding value. 

When analyzing dynamic data, it is important to generate sufficient granularity in order to capture 

the data movements between clusters, and hence, risk variations. Additionally, when stablishing 

parameters or trying to identify patterns, low granularity may lead to unsuccessful efforts since we 

may face poor conclusions. 

 

Continuing with our example we build the following scales for each variable, quantifying the 

qualitative variables Likelihood, Impact and Velocity: 

+ - Level of Granularity 
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Likelihood Impact Velocity 

Category Value Category Value Category Value 

Low 0-15 Low 0-10 Low 0-25 

Medium-Low 15-30 Medium-Low 10-20 Medium 25-50 

Medium-High 30-60 Medium-High 20-30 High 50-75 

High >60 High >30 Very High >75 

 

The result is a 4x4x4 matrix with 4 intervals by variable, which generates 64 potential clusters1: 

 

 

 
 
  

                                                           
1 When intervals are equal between axes, we can use the following formula to calculate the number of clusters: 

𝐍𝐮𝐦𝐛𝐞𝐫 𝐨𝐟 𝐂𝐥𝐮𝐬𝐭𝐞𝐫𝐬 = (𝐍𝐮𝐦𝐛𝐞𝐫 𝐨𝐟 𝐈𝐧𝐭𝐞𝐫𝐯𝐚𝐥𝐬)𝐍𝐮𝐦𝐛𝐞𝐫 𝐨𝐟 𝐕𝐚𝐫𝐢𝐚𝐛𝐥𝐞𝐬 
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ASSESS AND MAP RISKS 

In our example, risks now need to be assessed in terms of likelihood, impact and velocity. 

Additionally, risks can be viewed in terms of health and safety and reputational impact. 

The idea behind this is that we need some form of measurement in order to bring comparison 

between different risks. Without a standard evaluation it is not possible to compare and aggregate 

risks. 

Scenario analysis can serve as an effective resource for organizations to estimate their potential 

risk exposures and levels of awareness in case risk events emerge. 

 

Following our example, we assess the identified risks: 

 

Risk # Risk Name Likelihood Impact Velocity 

1 Rise of energy prices Medium-Low Medium-High High 

2 Increase in financing costs Low Low High 

3 Non-availability of IT infrastructure Low Medium-Low Very High 

 

 

A significant improvement can be applied in this step through the assessment automation. 

To reach a proper automation an algorithm should be built between the KRIs values and the risk 

assessment result. 

In this example we will insert an additional layer to automatize the likelihood risk assessment. To 

do this we need to assess the KRIs results first, and map them to the risk variables. Once this logic 

is built, data can start flowing into the Multi-Risk HEATCUBE. 

The first step in the risk assessment automation is to map the KRI against the variables and weight 

them in their corresponding risk. 

Following the example, we can build a table like the one below to automatize the calculation of 
the likelihood value: 
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Risk 

# 
Risk Name Risk 

Impact 
KRI 
# 

KRI Description KRI 
Weight 

KRI 
Value 

Likelihood 

1 
Rise of energy 

prices 
25% of 
FOCF2 

1.1 

Geopolitical, 
environmental, or 
market events affecting 
energy producers 

25% 

0-5 Low 

5-10 Medium-Low 

10-15 Medium-High 

>15 High 

1.2 
Reserve levels or ability 
to produce energy 

50% 

>5K Low 

5K-3K Medium-Low 

3K-2K Medium-High 

<2K High 

1.3 
Consumption levels of 
oil and other energy 
sources 

25% 

0-100 Low 

100-400 Medium-Low 

400-800 Medium-High 

>800 High 

2 
Increase in 

financing costs 
15% of 
FOCF 

2.1 Projected interest rates 75% 

0-1 Low 

1-3 Medium-Low 

3-5 Medium-High 

>5 High 

2.2 

Spreads on debt 
issuances for 
comparably rated 
companies 

25% 

0-2 Low 

2-4 Medium-Low 

4-6 Medium-High 

>6 High 

3 
Non-availability 

of IT 
infrastructure 

30% of 
FOCF 

3.1 System availability (%) 50% 

>90 Low 

90-80 Medium-Low 

80-70 Medium-High 

<70 High 

3.2 
Number of faulty 
events 

50% 

0-10 Low 

10-30 Medium-Low 

30-50 Medium-High 

>50 High 

 
 
Additionally, this mapping should be more granular in order to capture the effects of the different 

KRIs values and weights. 

 

  

                                                           
2 FOCF = Free Operating Cash Flow 
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Let us take the example of the two KRIs identified in risk #3 (Non-availability of IT infrastructure): 

 

KRI # KRI Description KRI Value Likelihood Value Likelihood 

3.1 System availability (%) 

100 0 

Low 

100-98 5 

98-95 10 

95-90 15 

90-88 20 

Medium-Low 

88-85 22 

85-83 26 

83-80 30 

80-78 35 

Medium-High 

78-75 40 

75-73 50 

73-70 60 

70-50 80 

High 

50-30 100 

30-10 120 

10-0 150 

 

This way, if for example the KRI 3.1 (System availability) reaches a value of 89%, the result for this 

KRI will be: 

 

 Likelihood: 20 (Medium-Low) 
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KRI # KRI Description KRI Value Likelihood Value Likelihood 

3.2 Number of faulty events 

0 0 

Low 

0-2 5 

2-6 10 

6-10 15 

10-15 20 

Medium-Low 

15-20 22 

20-25 26 

25-30 30 

30-35 35 

Medium-High 

35-40 40 

40-45 50 

45-50 60 

50-60 80 

High 

60-70 100 

70-90 120 

>90 150 

 

On the other hand, if for example the KRI 3.2 (Number of faulty events) reaches a value of 1, the 

result for this KRI will be: 

 

 Likelihood: 5 (Low) 

 

Only by going to this level we can now correctly assess the risk, in this case for risk 3 (Non-

availability of IT infrastructure):  
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Risk 3 (Non-availability of IT infrastructure) Likelihood = 20 x 0,5 + 5 x 0,5 = 12,5 = Low 

 

𝐑𝐢𝐬𝐤 𝐋𝐢𝐤𝐞𝐥𝐢𝐡𝐨𝐨𝐝 = ∑ 𝐊𝐑𝐈 𝐋𝐢𝐤𝐞𝐥𝐢𝐡𝐨𝐨𝐝 × 𝐊𝐑𝐈 𝐖𝐞𝐢𝐠𝐡𝐭 
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ASSES CONTROL EFFECTIVENESS 

So far we have developed the risk concept, but we have not discussed the effects of mitigation 

actions. 

 To clarify this issue, it is important to distinguish between inherent and residual risks: 

 

 Inherent risk: it is the risk of an organization before controls or actions are taken to alter 

the likelihood, impact or velocity of the risk. It is also possible to think it as the risk in the 

case the organization controls fail and there is a hazard that could impact the underlying 

process 

 Residual risk: refers to the risk that remains in the organization after a response is taken, 

or actual controls work properly 

 

𝐑𝐞𝐬𝐢𝐝𝐮𝐚𝐥 𝐑𝐢𝐬𝐤 = 𝐈𝐧𝐡𝐞𝐫𝐞𝐧𝐭 𝐑𝐢𝐬𝐤 − 𝐂𝐨𝐧𝐭𝐫𝐨𝐥 𝐄𝐟𝐟𝐞𝐜𝐭𝐢𝐯𝐞𝐧𝐞𝐬𝐬 

 

Additionally we can identify the concept of target risk: 

 

 Target risk: tries to answer the question of how much risk is the organization willing to 

accept. It refers to the risk level that is consistent with its own objectives 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Inherent 

Risk 

Stablished 

mitigation 

actions 

Residual 

Risk 

Additional 

planned 

mitigation 

actions 

Target Risk 
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The exercise of risk segregation is useful to understand the level of impact of the organization’s 

controls on the overall risk level. 

When residual risk is high, there is a need to take additional corrective actions. When inherent risk 

is high, we need to ask ourselves if the controls in place are working effectively. 

Additionally, this exercise allow us to readjust the control effectiveness (e.g. in case a new process 

is stablished) and affect the residual risk without affecting the logic behind the KRI-risk mapping. 

In order to be effective, controls should either reduce the likelihood, impact or velocity (or any 

combination of the three) of the risks involved. 

In the case of risks with high velocity, the focus needs to be on controls that minimize the 

likelihood of the risk (if possible). In this case, it is important to develop a well thought crisis 

management plan to reduce the risk impact. 

 

Control effectiveness refers to the ability of a control to treat a risk in terms of completeness, 

time, and reliability. This effectiveness can be expressed in qualitative or quantitative terms, as 

well as in relative or absolute measures. 

Let us assume the following categories of control effectiveness: 

 

Control 
Type 

Description Control 
Effectiveness 

High 
effectiveness 

Controls are properly designed for the risk and work 
appropriately. They are effective and reliable at all times 

90% 

Medium 
effectiveness 

Most controls are correctly designed and are effective at all 
times. Work needs to be done in order to improve effectiveness 

75% 

Low 
effectiveness 

While control designs might be correct, controls are not very 
effective, or some control designs are not correctly designed, 

while the ones correctly designed are effectively 
50% 

Significantly 
ineffective 

High control gaps. Either controls are not correctly designed or 
they do not work effectively 

25% 

Completely 
ineffective 

There are no credible controls in place 0% 
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We assume a maximum control effectiveness of 90% because risk never abolished completely. 

Risk in a system can never be a zero quantity because nothing is free of the ability to damage. 

 

Following our example we can assume that controls exist for risks 2 and 3, which reduce the 

impact in both cases, not affecting the other variables (likelihood and velocity): 

 
 

Risk 
# 

Risk Name Inherent Risk Control 
in place 

Residual Risk 

Likelihood Impact Velocity Likelihood Impact Velocity 

1 Rise of 
energy prices 

Medium-
Low 

30-40 High No Medium-
Low 

30-40 High 

2 Increase in 
financing 
costs 

Low 10-20 High Yes Low 0-10 High 

3 Non-
availability of 
IT 
infrastructure 

Low 20-30 Very 
High 

Yes Low 10-20 Very 
High 

 

Risks can be now graphed by residual risk in a Multi-Risk HEATCUBE: 
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CALIBRATE MODEL 
 
Multi-Risk HEATCUBES must be calibrated in order to evaluate actual risk events and 

consequences against the model logic. By performing systematic adjustments, this step represents 

the model validation. 

After risk events materialize, the predictive validity of Multi-Risk HEATCUBES can be assessed and 

the steps we have described so far can be calibrated if found to be inaccurate. 

In our example, the calibration process involves: 

 Analyzing the predictive power of KRIs and the Risk Profile 

 Verifying the accuracy of the KRI – Risk Mapping 

 Validating the effectiveness of the identified controls and the risk treatment actions 

  

Risk 

Event? 

KRI movement 

Modifies Risk 

Assessment 

Modifies Cluster 

Generates 

Action 

Calibrate Model 
YES KRI /Risk mapping 

Risk Profile 

Control Effectiveness 

KRIs 

Risk Treatment (corrective actions) 

NO 
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In the case of KRIs, we mentioned the need to back test and reach a fully automation. 

The suggested method for KRI back testing is:  

 
In case a risk event materializes, we need to check if the KRIs behind it: 

 Were under tolerance values (e.g. green), which means they lack of predictive power 

 Were outside tolerance values (e.g. yellow or red). In this case we need to track if there 

were any actions taken, and which were the effects. 

 

Similarly, when a KRI moves outside tolerance values, we need to check: 

 Has it led to a risk event? 

 If no risk events were identified, then: 

o The KRI lacks of predictive power 

o An action was taken to mitigate the risk effects, which is the goal of the KRI 

 

Regarding KRI – Risk Map, we need to evaluate the table of values and ask ourselves: are the KRIs 

correctly weighted? Did the movement of the KRI mapped to a correct risk category (e.g. low, 

medium, high)? Are these movements accurately mapped, or the scale value table is not reflecting 

the right impact? 

 

In the case of the risk profile, the calibration should be based on the cluster quantification. Did the 

cut-off and tolerance values worked appropriately? Should the scale be modified? 

 

Regarding risk mitigation, it is essential to assess the control effectiveness and the residual risk. 

Did the control worked as estimated? Has it led to a reduction in risk impact as previously 

calculated? 

 

Additionally, in the case of risk treatment the calibration involves the analysis of the impact of the 

corrective actions in order to assess their efficiency and study alternative procedures that might 

improve the final risk position.  



 47 

Presented to Enterprise Risk Magazine, May 2017 

HEATCUBES Capabilities 

 

 

WEIGHTING 

An additional resource of HEATCUBES is the possibility to assign a relative weight to each cube, 

modifying the final risk value of data (granting higher or lower weight to each series of variables 

according to the case). 

This means that regardless the quantification of clusters we might define inside each HEATCUBE, 

we can also weight each cube in particular. Thus, two clusters with the same quantification 

belonging to different cubes can have different risk values if the cubes differ in their weight.  

In the following example, two clusters quantified as 20 are represented in two different 

HEATCUBES with different weights (15 and 20 respectively, shown in blue color). Therefore, the 

first cluster would obtain a risk value of 300 (20x15), while the second obtains 40 (20x2): 

 

 

 

This quality increases analysis possibilities as we can define different cube weights for variables 

that define risk in a larger or smaller scale. 

Weights alter maximum and minimum scales, as they modify the result of clusters quantifications. 

 

Let’s observe now the two financial examples showing weights: 
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As we use these two weighted HEATCUBES in the same analysis, the minimum risk measure turns 

12 (1x10 +1x2), and the maximum becomes 768 (64x10 + 64x2). This means that in the best risk 

scenario, a single data register would obtain a risk value of 12, while the worst risk scenario would 

obtain a value of 768. The extremes of the scale have been increased by six (in comparison with 

the original example), but the first cube counts with a larger relative weight than the second (10 

versus 2). This is to say that a negative cluster in the first cube will have a larger negative impact in 

relation to the second cube when determining the final risk value of the data series. 

 

In this manner, the final risk valuation is the result of adding the clusters obtained in each cube, 

multiplied by their weight in case this corresponds: 

 

𝐑𝐢𝐬𝐤 𝐕𝐚𝐥𝐮𝐚𝐭𝐢𝐨𝐧 = ∑ 𝐂𝐥𝐮𝐬𝐭𝐞𝐫 × 𝐖𝐞𝐢𝐠𝐡𝐭𝐢𝐧𝐠 
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STRUCTURING DATA: NESTING AND HIERARCHIES 

HEATCUBES hold two other important characteristics: the capacity to add cubes inside other cubes 

(nesting), and define different levels of data (hierarchies). 

Through nesting, it is possible to group and categorize cubes inside other cubes in order to 

organize data or affect risk valuation:  

 

       

 

From left to right, we can observe one (second cube) and two (third cube) nesting levels. In this 

example, the blue cubes also represent weighted cubes, but the nesting capacity can also be used 

without weights. 

For example, we can imagine that the cube with financial variables analyzed before (Solvency, 

Liquidity and Indebtedness indexes) is nested in a larger cube named “Financial Indicators”.  In 

turn, the cube “Financial Indicators” might be nested in a larger cube named “Quantitative 

Variables”. In this manner, the final risk value of the data will be affected by each of the clusters 

defined in each cube, and in case of being weighted, by their corresponding weights. 

But HEATCUBES can also be built in a hierarchical structure, not only for grouping data, but for 

analyzing risks in a wider range. These hierarchies can be used to build up more complex chains 

and structures in a hierarchical structure, consisting of lower and higher levels. Furthermore, these 

hierarchies can replicate geographic characteristics. 

Let´s assume the case of a customer with several subsidiaries: 
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By reflecting organizational and legal structures, we gain an additional insight from a risk point of 

view. These hierarchies can be used to set up specific strategies for each level, based on its risk 

valuation. 

Pricing or collateral strategies may vary depending on whether we decide to operate with one 

subsidiary (with a specific risk valuation), or the holding company entirely (with different risk 

valuation). 

Additionally, the process of credit assignment may be modified depending on the scope of the 

structure and the decision on to in which level to perform a sale. For example, a credit line can be 

granted to the highest level company but enabling all the subsidiaries to operate, for which case 

these lower level companies would compete for the same credit amount. On the opposite side, 

credit lines and sales can be performed on a subsidiary level, avoiding cannibalism between them, 

but gaining specific risks for the lender. 

Additionally, HEATCUBES can be employed on a project basis, using them for analyzing the 

development of different variables on a given project. 

Lastly, data structuring can be employed in any organization to consolidate risks from different 

areas into one or more main HEATCUBES. For example HEATCUBES from Finance, HR, or 

Procurement departments can be summarized and prioritized in a generic Enterprise HEATCUBE 

suitable for executive analysis. 
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DYNAMIC VIEWING 

So far we have seen a static side of information: the "picture" of data at a certain point in time. 

This is usually how risk managers manipulate information, which is useful but does not tell the 

whole story.  We certainly must utilize dynamic graphs. 

Dynamic graphs are used to visualize the relationship between several variables over time, which 

is an extremely important feature for studying the progress of data in order to identify patterns 

and create models. 

Data is constantly evolving and real time visualization is the only way to engage with it. Data 

comes in higher volume, speed and variety than ever before. 

Several times data is accurate at a moment but soon gets out dated, hence losing value. Taking 

action at the right time can represent the difference between developing an opportunity and 

going bankrupt. 

 

Let's see the following example representing 2 different sets of data or customers (black and 
white) during 3 periods of time: 
 

 

 

In both cases, the “picture” of data at period 3 is the same: Likelihood: Medium-Low, Impact: 

Medium-Low and Velocity: High; which results in a risk valuation of 26. 
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Nevertheless, the evolution of both data sets is completely different. When we consider the 

example in black and analyze the progress in the variables during the 3 periods, we see a clear 

deterioration of the indicators: 

 
Period 1: Likelihood: Low, Impact: Low and Velocity: Low; which equals a risk valuation of 1. 

Period 2: Likelihood: Low, Impact: Medium-Low and Velocity: Medium; which equals a risk 

valuation of 10. 

 

In contrast, considering the example in white the progress shows an improvement: 

 

Period 1: Likelihood: High, Impact: High and Velocity: Very High; which equals a risk valuation of 

64. 

Period 2: Likelihood: Medium-Low, Impact: Medium-High and Velocity: High; which equals a risk 

valuation of 42. 

 

This example shows the importance of temporal behavior, and the fact that we take significant 

risks by making decisions in isolation. We need to answer questions such as: which patterns exist 

in our population, and how do we find and rank them in terms of risk? It´s not only dynamic graph 

visualization, but also the behavior of data that brings information about past and future 

performance. This way we can define patterns with high (low) probability of occurrence, and study 

deviations from expected behavior. 

 

Historically the segregation between transactional and analytical databases has been the main 

obstacle for taking decisions in real time, but working with real time data involves developing 

automatic interfaces with the systems that provide the necessary input to the model as well as an 

in-memory database and algorithms. 

Robust structures need to be developed to ensure scalability, as data will continue to increase and 

speed up. 

By adding dynamic visualization and analysis to HEATCUBES we incorporate a new dimension of 

time, increasing the tool capabilities even further. 
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FINAL COMMENTS 

We can think of any software as a combination of data and algorithms. These algorithms represent 

a variety of rules that ultimately end up defining a model. 

Traditionally, programmers used to create these rules manually and the model agility depended 

pretty much on their work. 

Today we can use machine learning to use data, updating and creating new algorithms that can 

keep up with the speed and volume of data. We can create models that learn and rewrite 

themselves, evolving at unprecedented levels. 

This document has introduced a tool and alternative method to study variables, aiming at 

enlarging the scope of data analysis and decision making. HEATCUBES represent a new trend 

towards multidimensional analysis of information, incorporating the benefits of a clear graphic 

representation and customization. Its capacity to make use of unlimited variables provides this 

tool an unparalleled potential, ideal quality to face the huge amount of data available in our 

present world. 

This scale of information has reached an inflection point where decision makers will not be able to 

handle it without the appropriate technical developments and visual support. How do we make 

sense of all this data? We are certainly living the “industrial revolution of data”, and the way we 

interact with information will define us.  

Besides this challenge, the future will be led by the ones who make the right decisions beyond the 

noise of data abundance. In this sense, areas like Artificial Intelligence can (and will) prove to be a 

natural partner of any decision maker, and possibly an embedded discipline acting as an 

intelligence engine for tools like HEATCUBES. 

The visual capabilities of HEATCUBES also make the tool extremely compatible with the areas of 

Augmented Reality and Virtual Reality, creating the potential to handle, transform, combine and 

share cubes with other users in an extremely dynamic environment, allowing a far more 

interactive approach than with any other known technology.  

Data visualization and manipulation combining Augmented Reality and Virtual Reality with 

HEATCUBES will allow us to capture the meaning of data even faster, and the ability to interact 

with data in real time will help us to identify risk patterns and anticipate trends, as well as making 

easier interpretations. 

We will be able to make use of cognitive computing powered by the algorithms of Artificial 

Intelligence to automate decision making. Such algorithms can alert about specific risks on an 

event or periodic basis and suggest actions to mitigate risk, or even perform actions their selves.  
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We must shift from a static to a more dynamic vision of data. With the merger of HEATCUBES with 

Artificial Intelligence it will be possible to see and study “living” data, where the behavior and 

random walk of variables will become more significant than the data value itself at a certain point 

in time. 

Because of its high level of flexibility and adaptation, I suggest the use of HEATCUBES in larger 

fields than those of Risk Management.  The examples shown in this document aim at representing 

only a small sample of the huge versatility of this tool, which is adequate for use  in the analysis of 

both qualitative and quantitative variables of any discipline. 
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Annex 

 

 

CORRELATION AND CAUSALITY 

HEATCUBES can also bring information about the way data interacts between different cubes.  

Does a movement of a variable in one cube affect others? Are there any relationships between 

variables in different cubes? Can we predict the outcome of a variable based on the behavior of 

another one? 

There isn´t a limit regarding how many relations can be identified between cubes, since there´s no 

limit on how many variables can be used with this tool. 

Patterns can be defined between different cubes, stablishing correlated or causal behaviors within 

different variables: correlation is the term usually used for describing the level of linkage between 

data sets. 

 
As a graph example of correlated behavior, we find below the data progress from 2 different cubes 

during equal time frames: 

 

 
 
Relationships between cubes A and B don´t imply causation and don´t necessarily follow a straight 

line. They just simply move together following random patterns. In the same way, relationships 

may differ in time. 
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Alternatively, in the case of causal behavior we find a cause and effect relationship between 

variables: 

 
 
In this example there is causality between both cubes, since movements in cube A produce effects 

in cube B (but as the previous example, these movements aren´t necessarily linear and can occur 

in different time frames).  This way we can study causality between variables defining expected 

behaviors based on the effect of other elements. 

 

Although we like to explain events, we must be extremely careful before concluding a causal 

relationship among correlated observations when there´s not a clear reason to accept causality. 

 
These behaviors can coexist since the fact that a variable behaving in one way with other variable 

doesn´t exclude it from holding a different relationship with other/s variable/s: 
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Patterns may emerge in any manner and we need quick and solid tools in order to build predictive 

models that can be exploited. 

The objective in this case is to analyze variables based on “normal” behaviors identifying expected 

patterns. This way, different combined behaviors may reflect different expected values and 

consequently different risk valuations, since certain behaviors may imply riskier subsequent 

scenarios. 

 


