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ERM for a dynamic world 
 
S// How can risk managers ensure Enterprise Risk Management is fit for 
purpose for today’s dynamic and inter-connected world. Gareth Byatt explains 
 
Is the world more volatile, complex and unpredictable than it used to be? We 
may think we face more volatility than our forebears did in the past, but they 
faced a great deal of volatility too. It is better to rephrase the question: is the 
world more connected, and are norms – be they consumer trends, business 
models, politics, or others – changing and being disrupted faster than before? 
The answer to this question, most people would agree, is yes. Recent surveys 
and leadership articles reviewing this situation support this view. If we accept 
that disruption is occurring faster in a more inter-connected world than before, 
can the management of risk, and the use of Enterprise Risk Management 
(ERM), help us negotiate the challenges we face?  
 
Managing risk in a fast-changing, inter-connected world 
 
Two characteristics of today’s world are that (1) circumstances change faster 
than ever before, and (2) we are more inter-connected than we have ever 
been. How we invest and use limited resources to achieve our objectives 
requires constant attention and an ability to anticipate and adapt to, and 
sometimes instigate, changing circumstances to capitalise on opportunities or 
to prevent getting into trouble. 
 
Can ERM be used to respond to these circumstances by connecting people 
together and harnessing the value of collective knowledge, thus avoiding a 
potential disconnect between central risk teams and operations teams? One 
way to think about it is a “less is more” approach. Whilst acknowledging that 
that regulatory compliance requirements and frameworks must always be 
adhered to, there is an opportunity to think of ERM being agile in today’s fast-
changing world. “Less” means less complication of the “risk management 
process”, using less “risk jargon” and spending less time reporting on past 
events. “More” means more commonality on how everyone in an organisation 
manages risk, more critical thinking, more sharing of knowledge and more 
measurement to show how managing risk makes a tangible difference. 
 
Here are some suggestions on how to maintain an agile approach to using 
ERM: 
 
1. Managing risk requires a constant focus on objectives (the “why”) 
 
Objectives are our reason for doing what we do. The risks we identify to our 
objectives are what we must focus our ERM efforts on. 
 
This is a straightforward point, yet it is surprisingly easy for the management 
of risk to begin by being focused on objectives and, over time, the objectives 
focus diminishes as people go about their work and managing risk turns into 
the reporting of issues, as line items in a Risk Register and Risk Reports that 
report on the past, but not enough on the future. ERM is about focusing on the 
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risks to achieving objectives and is therefore relevant and useful to everyone 
in the organisation. 
 
2. The work environment determines how people manage risk  
 
Everyone has their own attitude to risk based on their personality and 
experiences (some good tools exist to understand our perception of risk, such 
as the IRM’s Risk Compass). Our work environment and organisation culture 
shapes how we are expected to manage risk when we are in our work 
environment. An agile approach to ERM equips leaders with insights and 
advice to ensure their work environment and culture nurtures the right 
approach to managing risk. For example, the tone that leadership set, how 
leaders and their teams react to bad news, the openness of people and teams 
to think about and discuss risks, and how risks are reviewed against a risk 
appetite that everyone understands are just some of the elements for which 
ERM can provide important guidance. Getting your work environment and 
culture right sets people up to manage risk well.  
 
The IRM has been a thought leader on “risk culture” and the key elements of 
a good team environment to manage risk for 30 years. The IRM guide on Risk 
Culture is available from their website for free. 
 
3. Be pragmatic in managing risk 
 
Most organisations have a risk framework, perhaps labelled an ERM 
framework, describing how they manage risk. It will likely cover governance, 
roles and responsibilities, decision-making authorities and a methodology for 
prioritising risk. Other frameworks and procedures written by other functions 
probably exist, which may describe risk in a different way to the “Risk team’s 
way”. A fresh look at ERM is an opportunity to ensure all frameworks and 
procedures use common terms and that they are simple and straightforward 
to apply, and that they are designed to help people respond to a dynamically 
changing and inter-connected world. 
 
Make sure frameworks are practical and use plain language. For example, 
when you describe how to measure risk, consider using the term “metrics” 
rather than “Key Risk Indicators”.  
 
Agile ERM provides people with a practical, simple process to manage risk 
coupled with techniques for people to regularly think through and describe 
scenarios that could play out and to fully understand the controls required and 
how to measure them. ERM draws out critical thinking to see insights. It is 
much more than reviewing and updating a Risk Register. 
 
4. The management of risk needs to be measured to track the value it 
adds 
 
You are what you measure, so the saying goes. Managing risk takes 
resources and effort. You want to know whether this effort is providing 
requisite value.  

https://www.theirm.org/knowledge-and-resources/thought-leadership/risk-culture.aspx
https://www.theirm.org/knowledge-and-resources/thought-leadership/risk-culture.aspx
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When everyone is using a common approach to managing risk, applying ERM 
to ensure consistency and never losing focus of objectives, you can measure 
how effective the management of risk is. You can quantify risks (typically as a 
range of outcomes identified through scenario analysis) and the cost of 
actions and controls that are agreed as required. You can measure the value 
of actions and controls against the effectiveness of how the risk is managed, 
and the achievement of your objectives.  
 
Consider a simple example. The risk of “extreme weather impacting 
operations” can be measured. You know your appetite for this risk. You agree 
the cost of controls and actions required, and you monitor how effective these 
controls are. If the event occurs you can calculate the cost to your operations 
against the cost if the risk had not been managed. If the event doesn’t occur, 
you can still measure the cost of actions and controls in business results and 
the achievement of objectives.  
 
5. Always seek to continuously improve 
 
A strong focus of ERM (as part of a wider focus on continuous improvement) 
should be to harness knowledge about risks and how they have been and are 
being managed. Done well, this knowledge repository will provide people with 
a valuable information source to continually improve ways to manage risks to 
objectives. Knowledge sharing techniques such as Peer Assists (to learn 
before activities commence), After Action Reviews (quick-fire learning during 
an activity) and Retrospectives (post-implementation lessons learned) are 
important.  
 
As we capture more data than ever before, we should agree how to tell a 
story with data in a meaningful way, using data analytics in an intelligent way. 
In a knowledge-centred organisation, and with the right team environment in 
place where people can openly discuss risks and be focused on objectives, 
people ask “Have we thought about…?” when they come together to tackle 
new challenges. An insightful repository of information about risks will help 
them make risk-informed decisions. 
 
Gareth Byatt is an experienced Risk practitioner. For over 20 years he 
has been part of, and worked with, international teams on projects and 
in businesses in Europe, Asia, Australia and the US.  
 


