
 

 

RADIANT SCHOOL SHARJAH 

E-Safety School Project procedure: 

Being online is an integral part of children and young people’s lives. Social media, 

online games, websites and apps can be accessed through mobile phones, computers, 

laptops and tablets – all of which form a part of children and young people’s online 

world. 

The internet and online technology provides new opportunities for young people’s 

learning and growth, but it can also expose them to new types of risks. 

E-safety should form a fundamental part of schools’ and colleges’ safeguarding and 

child protection measures. 

SPEA Government guidance across the UAE highlights the importance of safeguarding 

children and young people from harmful and inappropriate online material. 

A whole school approach to online safety helps ensure all staff, governors, volunteers 

and parents teachers , children to know about online safety. 

Schools have a dual responsibility when it comes to e-safety: to ensure the school’s 

online procedures keep children and young people safe, and to teach them about online 

safety, in and outside of school. 

School should foster an open environment in which children and young people are 

encouraged to ask any questions and participate in an ongoing conversation about the 

benefits and dangers of the online world. 

Our information and resources will help you to: 



 create e-safety policies and procedures that will help you mitigate risk and respond to 

concerns 

 ensure teachers have the knowledge to teach students about e-safety 

 provide advice on using social media and live streaming 

 support and include parents and cares by sharing helpful advice and resources 

 review and update school e-safety provision on an ongoing basis. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 



 

 

Introduction :  

  

This E-Safety School Policy is intended to help school leaders to produce a suitable 

policy document and clear Acceptable Use Policies which will outline the schools 

approach to safe and responsible use of technology.  

Why have an E-Safeguarding Policy?  

The requirement to ensure that children and young people are able to use the internet 

and related communications technologies appropriately and safely is addressed as part 

of the wider duty of care to which all who work in schools are bound. A school e-

safeguarding policy should help to ensure safe and appropriate use by all users.   

The use of these exciting and innovative tools in school and at home has been shown to 

raise educational standards and promote pupil / student achievement. However, the use 

of these new technologies can put users at risk. The breadth of issues within e-

safeguarding is considerable, but they can be categorized into three areas of risk:-   

Content: being exposed to illegal, inappropriate or harmful material or activity  

Contact: being subjected to harmful online interaction with other users  

Conduct: personal online behaviour that increases the likelihood of, or causes, harm.  

 Many of these risks reflect situations in the off-line world so it is essential that this e 

Safety policy is used in conjunction with other policies (e.g. safeguarding and child 

protection policies / anti-bullying / behaviour etc.)  

An effective School E-Safety Policy must be tailored to the needs of each school and an 

important part of the process will be the discussion and consultation which takes place 

during the writing or review of the policy. This will help ensure that the policy is owned 

and accepted by the whole school community. 

 It is suggested that consultation in the production of this policy should involve:  

• Senior Management Team, (SLT), Teaching Staff and Support Staff   

• Students / pupils  

• Parents  



• Community users and any other relevant groups  

 

Development / Monitoring / Review of this Policy : 

  

This policy has been developed by:  

• School E-Safety Coordinator  

• Head teacher / Senior Leadership Team    

• ICT Technical staff  

• Principal And Vice Principal 

Consultation with the whole school community has taken place through the following:   

• Staff meetings  

• School students Council  

• PTA committee meeting   

• School website  

• School Software (portal)  

   



 

The school will monitor the impact of the policy using:   

•  Reported incidents  

• Internal monitoring data for network activity  

• Surveys / questionnaires of   

• students / pupils (including Every Child Matters Survey)  

• parents / carers   

• staff  

 All staff and members of the School community must be informed of any relevant 

amendments to the policy.  

  

Communication of the Policy: 

• The official school email service may be regarded as safe and secure and is monitored. 

Users should be aware that email communications are monitored. Staff and students 

should therefore use only the school email service to communicate with others when in 

school, or on school systems (e.g. by remote access)  

• Users must immediately report, to the nominated person – in accordance with the 

school / academy policy, the receipt of any communication that makes them feel 

uncomfortable, is offensive, discriminatory, threatening or bullying in nature and must 

not respond to any such communication  

• Any digital communication between staff and students or parents / caregivers’ (email) 

must be professional in tone and content. These communications may only take place 

on official (monitored) school systems. Personal email addresses, text messaging or 

social media must not be used for these communication . 

 

Possible statements   

• School’s senior leadership team (SLT) will be responsible for ensuring all 

members of school staff and pupils are aware of the existence and contents of 

the school e Safeguarding policy and the use of any new technology within 

school.   

• The e Safeguarding policy will be provided to and discussed with all members 

of staff formally during a Professional Development Meeting.  



• All amendments will be published and alerts sent out on the school website or 

portal for parents and during the briefing sessions for staff.   

• Any amendments will be discussed by the School Council to ensure the 

language and vocabulary is appropriate and understandable for the policy’s 

intended audience.   

• The school e Safeguarding policy will be reinforced across the curriculum and 

across all subject areas when using ICT equipment within school.   

• The key messages contained within the e Safeguarding policy will be reflected 

and consistent within all acceptable use policies in place within school.   

• We endeavor to embed e Safeguarding messages across the curriculum 

whenever the internet or related technologies are used . 

• The e Safeguarding policy will be introduced to the pupils at the start of each 

school year. 

 

  

Roles and Responsibilities : 

We believe that e Safeguarding is the responsibility of the whole school community, 

and everyone has a responsibility to ensure that all members of the community are able 

to benefit from the opportunities that technology provides for learning and teaching. 

The following responsibilities demonstrate how each member of the community will 

contribute.  

  

Responsibilities of the Senior Leadership Team (SLT):  

• The Head teacher has overall responsibility for e-safeguarding all members of the 

school community, though the day to day responsibility for e-safeguarding will 

be delegated to the E-Safeguarding Coordinator.  

• The head teacher and senior leadership team are responsible for ensuring that the 

e Safeguarding Coordinator and other relevant staff receive suitable training to 

enable them to carry out their e Safeguarding roles and to train other colleagues 

when necessary.  

• The head teacher and senior leadership team will ensure that there is a 

mechanism in place to allow for monitoring and support of those in school who 

carry out the internal e Safeguarding monitoring role. This provision provides a 



safety net and also supports those colleagues who take on important monitoring 

roles.  

• The senior leadership team will receive monitoring reports from the e 

Safeguarding Coordinator.  

• The head teacher and senior leadership team should ensure that they are aware of 

procedures to be followed in the event of a serious e Safeguarding incident  

• The head teacher and senior leadership team should receive update reports from 

the incident management team.  

  

Responsibilities of the e Safeguarding Committee –E-Safety Officers and Team 

members:  

• To ensure that the school e Safeguarding policy is current and pertinent.   

• To ensure that the school e Safeguarding policy is systematically reviewed at 

agreed time intervals.   

• To ensure that school Acceptable Use Policies are appropriate for the intended 

audience.   

• To promote to all members of the school community the safe use of the internet 

and any technologies deployed within school.  

• To promote an awareness and commitment to e Safeguarding throughout the 

school.  

• To be the first point of contact in school on all e Safeguarding matters.   

• To take day-to-day responsibility for e Safeguarding within school and to have a 

leading role in establishing and reviewing the school e Safeguarding policies and 

procedures.   

• To lead the school e Safeguarding group or committee.   

• To have regular contact with other e Safeguarding committees, e.g.  Safeguarding 

Children Board   

• To communicate regularly with school technical staff.   

• To communicate regularly with the designated e Safeguarding office.   

• To communicate regularly with the senior leadership team (SLT) 

• To create and maintain e Safeguarding policies and procedures.   

To develop an understanding of current e Safeguarding issues, guidance and 

appropriate legislation.  



To ensure that all members of staff receive an appropriate level of training in e 

Safeguarding issues.   

• To ensure that e Safeguarding education is embedded across the curriculum.   

• To ensure that e Safeguarding is promoted to parents.   

• To liaise with the local authority, the Local Safeguarding Children Board and 

other relevant agencies as appropriate.   

• To monitor and report on e - Safeguarding issues to the e Safeguarding group and 

the senior leadership team as appropriate.   

• To ensure that all staff are aware of the procedures that need to be followed in the 

event of an e Safeguarding incident.   

• To ensure that an e Safeguarding incident log is kept up to date.   

  

Responsibilities of the Teaching and Support Staff : 

• To read, understand and help promote the school’s e Safeguarding policies and 

guidance.  

• To read, understand and adhere to the school staff Acceptable Use Policy.  

• To report any suspected misuse or problem to the e Safeguarding coordinator.  

• To develop and maintain an awareness of current e Safeguarding issues and 

guidance.  

• To model safe and responsible behaviours in their own use of technology.  

• To ensure that any digital communications with pupils should be on a 

professional level and only through school based systems, NEVER through 

personal mechanisms, e.g. email, text, mobile phones etc.  

• To embed e Safeguarding messages in learning activities across all areas of the 

curriculum.  

• To supervise and guide pupils carefully when engaged in learning activities 

involving technology.  

• To ensure that pupils are fully aware of research skills and are fully aware of 

legal issues relating to electronic content such as copyright laws.  

• To be aware of e Safeguarding issues related to the use of mobile phones, 

cameras and handheld devices.  



• To understand and be aware of incident-reporting mechanisms that exist within 

the school.  

• To maintain a professional level of conduct in personal use of technology at all 

times.  

• Ensure that sensitive and personal data is kept secure at all times by using 

encrypted data storage and by transferring data through secure communication 

systems.  

  

 Responsibilities of Technical Staff – IT teacher: 

• To read, understand, contribute to and help promote the school’s e Safeguarding 

policies and guidance.   

• To read, understand and adhere to the school staff Acceptable Use Policy.   

• To report any e Safeguarding related issues that come to your attention to the e 

Safeguarding coordinator.   

• To develop and maintain an awareness of current e Safeguarding issues, 

legislation and guidance relevant to their work.   

• To maintain a professional level of conduct in your personal use of technology at 

all times.   

• To support the school in providing a safe technical infrastructure to support 

learning and teaching.   

To ensure that access to the school network is only through an authorised, 

restricted mechanism.   

To ensure that provision exists for misuse detection and malicious attack.  

• To take responsibility for the security of the school ICT system.  

• To liaise with the local authority and other appropriate people and organizations 

on technical issues.   

• To document all technical procedures and review them for accuracy at 

appropriate intervals.   

• To restrict all administrator level accounts appropriately.   

• To ensure that access controls exist to protect personal and sensitive information 

held on school-owned devices.  



• To ensure that appropriate physical access controls exist to control access to 

information systems and telecommunications equipment situated within school.   

• To ensure that appropriate backup procedures exist so that critical information 

and systems can be recovered in the event of a disaster.   

• To ensure that controls and procedures exist so that access to school-owned 

software assets is restricted.  

 

Responsibilities of the Child Protection Officer:   

  

• To understand the issues surrounding the sharing of personal or sensitive 

information.  

To understand the dangers regarding access to inappropriate online contact with 

adults and strangers.  

To be aware of potential or actual incidents involving grooming of young 

children.  

• To be aware of and understand cyber bullying, Anti bullying and the use of social 

media for this purpose.  

    

Responsibilities of Students / pupils : 

• To read, understand and adhere to the school pupil Acceptable Use Policy.   

• To help and support the school in the creation of e Safeguarding policies and 

practices and to adhere to any policies and practices the school creates.   

• To know and understand school policies on the use of mobile phones, digital 

cameras and handheld devices.  

• To know and understand school policies on the taking and use of mobile phones.   

• To know and understand school policies regarding cyberbullying.   

• To take responsibility for learning about the benefits and risks of using the 

internet and other technologies safely both in school and at home.  

• To be fully aware of research skills and of legal issues relating to electronic 

content such as copyright laws.   



• To take responsibility for each other’s safe and responsible use of technology in 

school and at home, including judging the risks posed by the personal technology 

owned and used outside school.   

• To ensure they respect the feelings, rights, values and intellectual property of 

others in their use of technology in school and at home.  

• To understand what action they should take if they feel worried, uncomfortable, 

vulnerable or at risk while using technology in school and at home, or if they 

know of someone who this is happening to.   

• To understand the importance of reporting abuse, misuse or access to 

inappropriate materials and to be fully aware of the incident-reporting 

mechanisms that exists within school.  

• To discuss e Safeguarding issues with family and friends in an open and honest 

way.   

  

Responsibilities of Parents / Carers : 

• To help and support the school in promoting e Safeguarding.  

• To read, understand and promote the school pupil Acceptable Use Policy with 

their children. To take responsibility for learning about the benefits and risks of 

using the internet and other technologies that their children use in school and at 

home.   

• To take responsibility for their own awareness and learning in relation to the 

opportunities and risks posed by new and emerging technologies.   

• To discuss e Safeguarding concerns with their children, show an interest in how 

they are using technology and encourage them to behave safely and responsibly 

when using technology.   

• To model safe and responsible behaviors in their own use of technology   

• To consult with the school if they have any concerns about their children’s use of 

technology.  

• To agree to and sign the home-school agreement which clearly sets out the use of 

photographic and video images outside of school.  

  

  

 



Acceptable Use Policy for Young Children (eg for those aged 8 or younger)  

  

This is how we stay safe when we use computers:  

  

I will ask a teacher / an adult if I want to use the computer  

  

I will only use activities that the teacher /an adult has told or allowed me to use.  

  

I will take care of the computer and other equipment  

  

I will ask for help from the teacher / an adult if I am not sure what to do or if I think I 

have done something wrong.  

  

I will tell the teacher / an adult if I see something that upsets me on the screen.  

  

I know that if I break the rules I might not be allowed to use a computer.  

  

  



 



Student / Pupil Acceptable Use Agreement Form   

  

 Please complete the sections below to show that you have read, understood and 

agree to the rules included in the Acceptable Use Agreement. If you do not sign and 

return this agreement, access will not be granted to school ICT systems.  

  

 I have read and understand the above and agree to follow these guidelines when:  

• I use the school ICT systems and equipment  (both in and out of school)   

• I use my own equipment in school (when allowed) eg mobile phones, cameras etc  

• I use my own equipment out of school in a way that is related to me being a member 

of this school eg communicating with other members of the school e.g. through 

social networks, mobile phones, accessing school email, Learning Platform, website 

etc.   

  

Name of Student : 

 Group/Class  : 

Signed  

 

 

  

  

  

  

  

 

 

 

 

           Date    



 Parents are requested to sign the permission form below to show their support of the 

school in this 
important aspect of the school’s work. 

 
Permission Form 
 

Parent / Carers Name _____________________________________________ 
 
Student / Pupil Name _____________________________________________ 
 
As the parent / carer of the above students / pupils, I give permission for my son / 
daughter to have 
access to the internet and to ICT systems at school. 
 
I know that my son / daughter has signed an Acceptable Use Agreement and has 
received, or will 
receive, e-safety education to help them understand the importance of safe use of ICT 
– both in and 
out of school. 
 
I understand that the school will take every reasonable precaution, including 
monitoring and filtering 
systems, to ensure that young people will be safe when they use the internet and ICT 
systems. I also 
understand that the school cannot ultimately be held responsible for the nature and 
content of 
materials accessed on the internet and using mobile technologies. 
 
I understand that my son’s / daughter’s activity on the ICT systems will be monitored 
and that the 
school will contact me if they have concerns about any possible breaches of the 
Acceptable Use 
Policy. 
 
I will encourage my child to adopt safe use of the internet and digital technologies at 
home and will 
promote positive, safe and responsible behaviour on the internet. I will inform the 
school if I have 
concerns over my child’s e-safety. 
 

Signed _____________________                                   Date _______________________ 

 



 

Use of Photographs, videos and other images within 
School: 
Using images of children in Radiant School Sharjah: 
Name of the child’s 
mother/father/carer/guardian:______________________________________ 
Name of child: ___________________Grade:______ Date of 
birth:_________________________ 

Occasionally, we may take photographs of the children at our school. We use 
photographs as 

evidence of learning, part of observations and development records (learning 
journeys). We 

may also use these images in our prospectus or in other printed publications 
that we produce, 

as well as on our website. We may also make video/DVD recordings for 
monitoring events or 
other educational use. 

 
In the event of our school being visited by the media who may take 

photographs or film 
footage of an event, children and young people may appear in these images, 
which may 

appear in local or national newspapers, or on televised news programmes. 
 

No personal details to identify a child will be provided with the images. 
To comply with the Data Protection Act 1998, we need your permission before 
we can 

photograph or make any recordings of your child. Please answer questions 1 to 
5 below, then sign and date the form where shown. 

 
Please return the completed form to the setting as soon as possible. 

1) May we use your child’s photograph in our prospectus and other printed 

publications for 
promotional purposes? Yes/No 

2) May we put your child’s image on our website? Yes/N 



3) May we record your child’s image on video/DVD? Yes/No 
4) Are you happy for your child to appear in the media? Yes/No 

5) May we use your child’s image in our school newsletter? Yes/No 
I have read and understood the conditions of use. 

Parent’s or guardian’s signature: Name (in block 
capitals):_____________________ Date:____________ 
 

 

Education – Parents / Caregivers : 

Many parents and carers have only a limited understanding of e-safety risks and issues, 

yet they play an essential role in the education of their children and in the monitoring / 

regulation of the children’s on-line behaviours. Parents may underestimate how often 

children and young people come across potentially harmful and inappropriate material 

on the internet and may be unsure about how to respond.  

The school will therefore seek to provide information and awareness to parents and 

caregivers through:  

• Curriculum activities  

• Letters, newsletters, website  

• Parents / Caregivers evenings / sessions  

• High profile events / campaigns e.g. Safer Internet Day  

• Reference to the relevant web sites / portal/ publication of news letters 

 

Education – The Wider Community : 

The school will provide opportunities for local community groups / members of the 

community to gain from the school’s e-safety knowledge and experience. This may be 

offered through the following:  

• • Providing family learning courses in use of new digital technologies, digital 

literacy and e-safety  

• • E-Safety messages targeted towards grandparents and other relatives as well as 

parents  

• • The school / academy website will provide e-safety information for the wider 

community.  

 

 

 

 



 

Education & Training – Staff / Volunteers : 

It is essential that all staff receive e-safety training and understand their responsibilities, 

as outlined in this policy.  

A programme of formal e-safety training will be made available to staff. This will be 

regularly updated and reinforced.  The E-Safety Coordinator (or other nominated 

person) will receive regular updates through attendance and by reviewing guidance 

documents released by relevant organizations . 

This E-Safety policy and its updates will be presented to and discussed by staff in staff / 

team meetings 

The E-Safety Coordinator / Officer (or other nominated person) will provide advice / 

guidance / training to individuals as required.  

 

Technical – infrastructure / equipment, filtering and monitoring  

The school will be responsible for ensuring that the school infrastructure / network is as 

safe and secure as is reasonably possible and that policies and procedures approved 

within this policy are implemented. It will also need to ensure that the relevant people 

named in the above sections will be effective in carrying out their e-safety 

responsibilities:  

• • School technical systems will be managed in ways that ensure that the school / 

academy meets recommended technical requirements  

• • There will be regular reviews and audits of the safety and security of school 

academy technical systems . 

 

 

 

 

 

 

 

 

 

 



 

 

E-SAFETY INCIDENT FLOW CHART 
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Contact Details : 

School E-safety officer Ms.Rubina Mohammed Yusuf 055-2473281 

School Child protection officers Ms.Asma Mansuri  and Ms.Jaseena 
Haroon 

055-3106903   / 
0562468371 

School E safety evidences record 
officer 

Ms.Fathima Afsar 050-5622352 

School IT and online safety officer Ms.Praseetha 052-5309286 

School Technical officer Mr.Sushan kadu 00918007035202 

Police number  999 

 

 

 

If illegal activity 
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