
The Geneva WealthTech Forum is a strategic 
initiative aiming to celebrate international 
wealth tech innovation and cross-border 
collaboration. 

Curated by the State, it brings together, 
once a year, the industry leaders and digital 
innovators in order to maintain and further 
enhance Geneva’s position as a leading 
global wealth management centre.

The Forum is a tool to build a dynamic, 
resilient and inclusive ecosystem that drives a 
successful digital transformation in the wealth 
management sector, seeking to upgrade 
legacy systems, digitize manual operations 
and build new disruptive business models. 
The Forum empowers the financial services 
to remain innovative and competitive, and 
promotes new technologies to fuel agility and 
efficiency. It also offers the industry leaders a 
platform to understand the emerging trends 
and to shape the future operations through 
new practices, policies and partnerships.

“Geneva and the lakeside region is a world 
leader in the wealth management industry. 
Combining this with the advent of technology 
is one of the greatest game changing 
opportunities of this century and being an 
early part of this transformation is a clear 
advantage.” Jay Oberai
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contributed by people from the following 
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of their respective companies or institutes.

G
en

ev
a 

W
ea

lth
 T

ec
h 

 v
ol

.1

We are passionate people, passionate about our industry and 
passionate about our city. 

Geneva is the birthplace of Private Wealth Management. It has been 
the industry leader for centuries and we intend to keep it that way.

The Geneva Wealthtech initiative stemmed from our passion to 
preserve Geneva’s position on the world stage of Private Wealth 
Management. Together with the State of Geneva, we embarked, 
three years ago, to bring together the key players from the Wealth 
Management Industry and from the Technology world. The Geneva 
WealthTech forum was born. 

This booklet is a product of all the people who share our passion for 
our industry and for our city.
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Wealth management technology (wealthtech) is a vast topic with ramifications 
ranging from technical computing applications in portfolio management to ge-
neration of new ideas, founding of start-ups, and innovation broadly speaking. 
Consequently, there is a lot to cover in a “wealthtech booklet”. There are also 
many ways of covering the topic. We could for instance make the subject an 
academic matter and choose a more theoretical approach with researchers and 
professors as main contributors. Alternatively, one could choose the most recent 
technologies and case-studies so as to make a compendium on the current ad-
vancements in the industry and its disruptive technologies from a business and 
implementation standpoint. 

Both options would certainly be interesting and valuable. However, since wealth 
management is a diverse activity with many interacting actors from different 
sectors, we thought it would be better to embrace its diversity and propose a 
mixed approach combining both academics and industry leaders working on 
topics as diverse as data analytics, artificial intelligence, banking and finance 
law, portfolio management, venture capital, blockchain technology, digital and 
IT services, and quantum computing. With this approach, we hope to create a 
constructive interaction between authors from various backgrounds and our 
readers. Our aim is to offer a general picture of the developments in the field of 
wealth management technologies and to promote them. The booklet should be 
accessible to a broad audience and be of interest to anyone curious about the 
current trends not only in wealth management, but also in banking and finance 
in general.

With this objective in mind, the booklet has been organised in seven thematic 
sections. The Ecosystems and Innovation section provides an overview of the 
startup ecosystem, of its constitutive elements, and of the benefits of leveraging 
such an ecosystem for the wealth management industry.

The regulation environment is not only especially interesting because of its po-
sitioning as a consumer of technologies, but also as the entity which regulates 
the technology service-providers. In this respect, the Regulation (of) Technology 
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section treats two distinctive features of the interaction between the regulation environment 
and technology, namely how to regulate FinTechs and the possibilities of using technology 
in the regulated environment (RegTech). New ways of integrating technologies in regulated 
and legislative environments carry the promise of reducing costs of compliance and repor-
ting duties as well as increasing the effectiveness of risk management, KYC, and background 
checks among other areas. RegTech is therefore often evoked as a solution to the rising costs 
of compliance, risk, and reporting duties of businesses.

The Digital Era section covers perhaps the most general and widespread question of the 
banking and wealth-management industry: how to meet the demands of future clients? In 
fact, the future client differs in many aspects from its predecessors. Currently, the “demand 
paradigm” is shifting due to the increasing influence of younger generations. These younger 
generations’ demands for services have been shaped by technology. There is also a growing 
need for more personalised and purposeful approach to investment, which constitutes a 
challenge for the long-established financial actors on the market. These needs can be met 
by integrating technology at all levels of the value proposition of the banking and wealth 
management sector, by optimizing efficiency, and by customizing services for the specific 
needs of the clients.

Another aspect for further improvement of the industry is by leveraging data analytics ca-
pabilities to enhance the current services. Data Analytics and Artificial Intelligence presents 
an overview of the capabilities of data analytics. Leveraging data is appealing for it paves 
the road to new opportunities and services. However, it can also pose an issue for personal 
privacy in a society where data generation and use have outpaced privacy protection and 
control. 

A booklet on innovation in wealth management and finance cannot be complete without a 
mention of the most trending technology of the moment – blockchain. Curiously enough, 
there are still many misconceptions concerning blockchain and the place for distributed 
ledger technologies. The Blockchain section provides a general overview of some of appli-
cations and puts emphasis on the open aspect, i.e, network, of the technology while trying to 
break some stereotypes that surround it.

More on the traditional side, the Wealth Management part provides insight into the new de-
velopments in wealth and portfolio management. The section considers diverse approaches 
to diversification and implementation of new asset classes such as cryptocurrencies.

Finally, the realm of finance has been changed forever by quantitative finance and algo-
rithmic analysis of markets. There is an ongoing race to build more sophisticated statistical 
models predicting market and economic phenomena. Algorithmic power and speed have 
thus become key measures of performance. The advent of quantum computers brings pro-
mises of much greater computing power and thus represents a significant opportunity for 
financial applications. Its importance cannot be ignored. The Quantum Computing section 
provides insights in the current developments of quantum computing software, hardware, 
and its applications in finance.

2

Geneva Wealthtech Vol.1 / Introduction



The practice of wealth management has essentially remained unchanged for the past cen-
tury. As with any industry, there have of course been new features, financial products, and 
schemes implemented through time. However, private banking and the wealth management 
sector have changed very little in their way of interacting with the customer. The relationship 
with the client has remained mostly tête-à-tête and it is likely to go unchanged for upper 
clients. Many products and services have also remained “high-end” such as access to quant 
finance and AI.

Implementing new technologies provides innovative ways of interacting with the client by, for 
instance, taking some part of the business to the cloud, automating processes, or leveraging 
data analytics to provide new services. As a result, many financial products and services that 
were previously accessible only to top-end customers are becoming more affordable and 
accessible to a larger share of population. 

Not only is technology reshaping the wealth management industry in different ways, but it 
also does it at a fast pace. The speed of technological change is of importance, for any player 
on the market can be quickly left behind if they do not keep up with innovation. Business his-
tory is full of such examples. Keeping up with the times is what we are trying to achieve here.  
We have tried to encompass some of the broad trends and provide different perspectives 
on them from within and outside the industry. Since the realm of wealthtech is only likely to 
grow in importance in the near future, a second edition of the booklet should be in the works 
soon. For now, let us engage with the currently trending topics which we hope the reader will 
find as exciting as we do. 3
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Katrina has experience advising global institutions on the application 
of emerging technologies in the financial services space. Previously she 

served as a product strategist and consultant at Ernst and Young, 
where she designed and tested the viability of digital products and 
business models. She holds a Bachelor of Science in Business Ad-
ministration from Georgetown University’s McDonough School of 
Business. 

Katrina Vassell

Vijay is an innovation leader and technology investor with a history of 
advising global companies, coaching startups, developing new markets 

and creating innovative products and services, especially in those industries 
disrupted by digital. Vijay has expertise in Innovation Strategy, Corporate Ven-
ture Capital, International Business Strategy, and Design Thinking. He previ-
ously served as Director of New Ventures at BBVA and is a multi-time founder.  
Vijay has experience working across a number of industries including financial 
services, energy, power, mobility, eCommerce, and CPG; as both a 
founder and management consultant. He holds an MBA and an MS 
in Foreign Service from Georgetown University and a Bachelor of 
Science from Boston University.

Vijay Rajendran
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WealthTech ecosystems from Silicon Valley to New York and Geneva have 
spurred innovation by connecting companies, startups, investors, and external 
partners across the globe. At 500 Startups we anticipate that incumbent wealth 
managers will have an increasingly outsized role to play in startup ecosystems, 
particularly in the WealthTech space given the trends on our radar.

WHAT IS WEALTHTECH?

A combination of the words wealth and technology, WealthTech falls under the 
broader umbrella of financial technology (FinTech). WealthTech involves the 
application of digital solutions to improve wealth management and investing 
throughout the value chain.

Building a  
Vibrant WealthTech  
Ecosystem in 2020  
(and Beyond) 
By Vijay Rajendran 
Head of Corporate Innovation  
and Partnerships, 500 startups

and Katrina Vassell 
Corporate Innovation  
and Partnerships, 500 Startups
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At 500 Startups, we increasingly see WealthTech as digital solutions unbundling the private 
bank. In addition to digitizing existing offerings such as investment management and adviso-
ry, new technologies are improving the customer experience beyond its digital interface and 
re-bundling solutions around holistic value propositions.

Advancements in artificial intelligence, machine learning, quantum computing and more are 
enabling new capabilities for wealth managers and their clients. For example, artificial intelli-
gence and machine learning once used to detect fraud can be used to automatically manage 
spending and budgeting. Quantum computing can power investments in high return alterna-
tive assets ranging from private equity to real estate, venture capital, and even art.

Integrated account views can help wealth managers gain more holistic views of their clients 
to offer relevant and timely services.

While the culture of wealth management has been traditionally risk averse, wealth managers 
must uplift their technology to meet elevated customer expectations. By working with rather 
than against new entrants, wealth managers can bolster their expertise with the technical 
capabilities required to provide unparalleled insights to clients.

WHAT IS A WEALTHTECH ECOSYSTEM?

Any startup ecosystem is comprised of startups, corporates, governments, investors, and 
others collaborating to drive technological innovation and economic development. Along 
these lines, a WealthTech ecosystem is made of WealthTech startups and relevant stakehol-
ders bringing new technology to the traditional wealth management space.

In a thriving WealthTech ecosystem, coordination and aligning incentives creates value for 
all participants:

 ▶ Startups can gain access to funding and new markets, uncovering innovative pro-
ducts and services that disrupt industries, accelerate progress, and attract self-sustai-
ning cycles of investments

 ▶ Corporates can learn about new technologies and uncover complementary capabili-
ties with startups to modernize their offerings 

 ▶ Governments and foundations can forge resilient connective tissue between other 
ecosystem players to achieve impact-focused goals that help a local community, city, 
or region achieve intergenerational prosperity

 ▶ Investors can gain strategic and economic benefits by investing in startups with em-
powered founders and access to markets 

8
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Leveraging a WealthTech Ecosystem to Navigate the Wealth Management Landscape  
By engaging across a WealthTech ecosystem, both traditional wealth management firms and 
startups can better navigate today’s industry trends, from shifting customer preferences to 
new regulatory hurdles.

CATERING TO SHIFTING CUSTOMER PREFERENCES 

In the coming years, an estimated $30 trillion or more of wealth will be passed from Baby 
Boomers to their heirs, mainly Millennials. With this shift in wealth comes a shift in goals, mo-
tivations, and values.1 For example, two-thirds of millennials view their investment decisions 
as a way to express social, political, or environmental values.2 Disruptors like Betterment and 
Wealthsimple have reacted with a range of socially responsible investment (SRI) options to 
appeal to values-driven millennial investors.

At 500 Startups we have invested in Ethic, a tech-driven asset manager that powers the 
creation of sustainable investment portfolios. Ethic helps family offices, health advisers, and 
endowment foundations provide customized insights to clients on sustainability issues they 
care about while meeting financial goals. We see wealth managers leveraging technology to 
adapt their clients’ investment needs to meet socially responsible criteria.

ADDRESSING REGULATORY HURDLES

On a global scale, the wealth management industry is becoming more regulated. Govern-
ments are advocating for transparency in compliance through new regulations such as the 
United States’ Foreign Account Tax Compliance Act, the UK’s offshore investments Repor-
ting Funds Status (RFS), MiFID II, the European Union’s General Data Protection Regulation 
(GDPR) and more. Standards have also increased in privacy policy, data management, and 
cybersecurity.

Since the global financial crisis of 2008, banks have developed internal policies and proce-
dures to meet changing regulatory standards and are in a position to help WealthTech 
partners meet new demands. Both legacy banks and WealthTech startups can benefit from 
the support and guidance of governments in adapting policies and procedures to regulatory 
standards.

ALLEVIATING MARGIN PRESSURE

The race for transparency along with increased competition have led wealth managers to 

1 https://www.pwc.ch/en/publications/2018/new-ecosystens-in-wealth-management.pdf
2 Ibid.
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offer passive investment management and automated solutions at lower costs. The 2018 FA 
Insight Study, which surveyed nearly 400 established wealth management firms, revealed 
that average profit margins in 2017 were 19.7%, down from 24.4% in 2016.3

Meanwhile, robo-advisors and other WealthTech startups have developed algorithmic  
systems to assess customer risk profiles and offer new products and investment strategies 
at competitive rates. Some robo-advisors like Albert, a 500 Startups portfolio company, even 
mimic the human interaction of financial advisors. Albert connects users with financial gui-
dance from an artificial intelligence program nicknamed Albert Genius, which is built to offer 
suggestions on how to manage finances.

While new entrants in the WealthTech space threaten incumbents by offering lower-cost ser-
vices, they also bring exciting opportunities for collaboration. To compete with new entrants 
and automate traditional services at scale, banks are collaborating with technology startups 
through various means: 

 ▶ Acquisitions: Banks are acquiring WealthTech startups to access new markets and 
bolster their technology. Recently Goldman Sachs acquired United Capital for the 
technology infrastructure to service mass-market customers with a net worth between 
$1 million and $15 million.4 

 ▶ Partnerships: Banks can also partner with WealthTech startups to increase margins 
without the capital commitment of an acquisition or investment. For example, Wells 
Fargo started collaborating with SigFig in 2016 for customers to use the robo-adviser’s 
technology and wealth management investment tools.5 

 ▶ Strategic Investments: Strategic investments are another path for banks to learn and 
benefit from disruptive technologies. BlackRock has invested in Robo-advisors (e.g. 
Scalable Capital) since June 2017.6

KEYS TO A VIBRANT STARTUP ECOSYSTEM 

Today’s wealth managers need to continually earn and justify their fees with performance 
and unique client insights. By building a strong WealthTech ecosystem, banks can learn 

3 https://www.forbes.com/sites/gauravsharma/2018/01/15/mifid-ii-will-put-pressure-
asset-managers-fees-and-increase-competition/#6a4b2df7ab0f

4 https://citywireusa.com/registered-investment-advisor/news/five-burning-questions-
about-goldman-sachs-post-750m-united-deal/a1234326

5 https://www.reuters.com/article/us-wells-fargo-technology-exclusive-idUSKBN13A1YB
6 https://s3-eu-west-1.amazonaws.com/drake-blog-content/wp-content/

uploads/2016/09/21113915/DrakeStar-Partners-2019-WealthTech-Report.pdf

10

Geneva Wealthtech Vol.1 / Ecosystems and Innovation Geneva Wealthtech Vol.1 / Ecosystems and Innovation



about shifting consumer preferences, better navigate regulatory hurdles, and incorporate 
new technologies to operate at scale. Meanwhile, startups can gain access to expertise, 
capital, and markets, which corporations are increasingly in a position to offer. At 500 Star-
tups we anticipate that the symbiotic partnership between new ventures and corporates will 
contribute to the success of WealthTech ecosystems across the globe, benefiting govern-
ments, investors, and the community as a whole.

What is holding the Wealth Management industry back? The culture of wealth management 
has traditionally been risk-averse and slower to adopt new technologies. Shifting consumer 
expectations will rewrite the prerequisites for competition, pressuring wealth managers to 
adopt digital solutions and transparent pricing structures. Wealth managers need to work 
together and invest or partner with startups to bring new capabilities such as digital user 
experiences and sophisticated tools for investment that cannot be found elsewhere. The 
future of WealthTech depends on not just a few big banks setting the standards, but on the 
most trusted names in the industry adopting and integrating new products, services, and 
business models.

11
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Tal Sharon is a FinTech consultant specializing in analyzing the require-
ments of corporates and financial institutions in their FinTech transforma-

tion process. Leading hundreds of engagements between FinTech companies 
and global financial institutions, consulting regulators and government bodies 
in FinTech transformation and market education, and supporting the growth of 
FinTech companies. Based on a broad understanding of the FinTech industry, 
Tal is constantly orchestrating FinTech events, moderating panel discussions in 
global FinTech Summits and delivering keynote performances. In addition, Tal is 
a FinTech lecturer in several Academic institutions in Israel and abroad, and one 
of the curators for the first accredited FinTech course in Israel, and the FinTech 
Academy Program for financial institutions.

Tal is a certified Advocate and CPA, holds a B.A. & LL.B in  
Accounting and Law.

Tal Sharon
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A sustainable FinTech ecosystem matrix, in time, and depending on its growth 
rate, will echo outside the market into the region. Investors and multi nationals will 
have a closer look at the market and engage it to benefit from the local FinTech 
sector growth, injecting foreign capital to the market and easing the engagements 
for FinTech to grow outside of their local market. So which elements create such a 
vibrant FinTech ecosystem?

THE LAW OF 7

An ecosystem is an abstract term, the Cambridge definition of an Ecosystem  
is “all the living things in an area and the way they affect each other and the 
environment”. In time the term moved from the realm of living organisms to the 
business industries. It is used to describe the correlation between the various 
participants of a certain industry.

The thriving FinTech space we know today is unique in its nature from most tech 
industries. It is relevant to most aspects in life, being used more frequently than 
other industries and have the most impact on end consumers.

Creating a Sustainable 
FinTech Ecosystem 
Elements, Correlations  
and Impact
By Tal Sharon  
Managing Partner | Equitech 
President | FinTech-Aviv the Israeli FinTech Association
FinTech Lecturer at the Interdisciplinary Center Hertzelia and Academic College of Tel Aviv-Yaffo 13
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Cyber Security, as an example, is missing the effect of touching the end customer and in-
crease satisfaction. Most solutions are being implemented in a way that the end customers 
are not aware of. 

FinTech on the other hand is being relevant constantly, EY’s Global Fintech Adoption Index 
2019 indicates that global FinTech adoption rate is 60%, and increasing. Our interaction with 
financial services is frequent and constant, creating additional demand and opening a blue 
ocean of opportunities.

This unique interaction with end customers is one of the main elements which makes the 
FinTech ecosystem so important. We have mapped the 7 elements which set the matrix like 
a FinTech ecosystem. 

These elements are divided into two groups: four elements, positioned as the “Immediate 
Suspects”, and a group of additional three elements, the “Unique Contributors”. 

The Immediate Suspects:

These 4 participants contribute to the existence of the FinTech Ecosystem and can be found 
in various markets. Their level of participation, approach to innovation and invested capital 
varies in each market. The more active these participants the stronger the market is. 

1. Financial Institutions

Their role in the FinTech ecosystem is to promote innovative solutions, by either adop-
ting a FinTech solution or developing in house. When a financial institution introduces 
a FinTech solution to their customers, it in fact creates demand for additional ways to 
improve their lives. 

Examples of active financial institutions which promote FinTech can be witnessed 
throughout many markets. In Belgium, ING operates a standardized process with a 
long track record of adopting FinTechs and investing in them through their accelerator 
program ING FinTech Village.

2. FinTechs and Tech Giants

Many innovative solutions are sprouting from non-financial institutions. These partici-
pants, FinTechs and Tech Giants are operating in various FinTech segments, introdu-
cing innovative approaches to financial services. Their role is unique as they act both 
as enablers and disablers not only offering solutions but also forcing the financial 
institutions to stay vigilant, satisfying their customers and maintaining their position.
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FinTechs and Tech Giants create a strong market impact on a local ecosystem. Their 
capability to offer services remotely act as a market catalysator. Once tapped into a 
non-sophisticated market they challenge the local financial institutions, forcing them 
to evolve and improve regardless of the local competition at hand. 

3. Regulator

The regulator allows smother interactions between all participant in the FinTech 
ecosystem. FinTechs, tech giants and financial institutions’ interest in bringing new 
engagements to the market pose an opportunity to promote a competitive landscape. 

For example, it can provide a safe testing ground for FinTech to have proof of concept 
and direct access similar to the initiative of the Hungarian Central Bank, the MNB 
Innovation Hub. 

By doing so, regulators allow a competitive landscape for FinTechs, lowering their 
level of risk and easing processes for FinTechs from inception to growth. As a result, 
more FinTechs see the market as an opportunity when analyzing it. 

An option here is to ease legislation both by streamlining processes, having one point 
of access for FinTechs to apply for Electronic Money Institutions as being promoted 
by the Bank of Lithuania, signaling regional and global FinTechs to initiate a licensing 
process.

4. Investors

Funding is always an issue, in any market. The investors are in charge of injecting 
capital to FinTechs. Doing so, they allow FinTechs to operate but also act as a beacon 
for entrepreneurs, drawing them to create additional innovative solutions.

Entrepreneurs, once successful and have capital to invest, tend to return to their home 
market and invest in the younger generation of solutions, cycling the invested capital 
for additional FinTechs to be created.

The invested capital does not have to arrive from the local market. More so, external 
investment not only creates the value described above, but also sustains the market 
with external funding, thereby strengthening it. In addition, global investors act as 
entry points to new markets, easing the market penetration processed for local Fin-
Techs.

An example of such market is Israel. More than 1 Billion dollars were invested in Israeli 
FinTech, where approximately 80% invested by global investors and multi nationals. 
This amount is increasing on a yearly basis. It can be thought that the high percentage 
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of foreign investment is inflated due to a lesser interest from local investor. This is not 
the case, for the high amount of foreign capital is diluting the local investors. There 
are more than 40 multi-nationals who have innovation hubs and active presence in 
Israeli FinTech landscape. Global financial institutions such as Citi, Visa, Barclays, BnY 
Melon, Sompo and many others established footing within the vibrant Israeli market, 
adopting and investing in Israeli FinTechs.

It seems that the 4 elements, the “Immediate Suspects”, are all it takes for a functional 
FinTech ecosystem. This is not the case, for we must entwine the activities of these 
participants, making sure interest level remains high and fresh solutions continue to 
be launched. This thrust cannot be taken for granted, but should be promoted actively, 
and it is where the additional three Unique Contributors have crucial impact.

The Unique Contributors:

5. Market Awareness 

In each market the level of market awareness is changing based on the end cus-
tomers’ involvement with the FinTech solutions (by all participants). For example, a 
market in which the financial institutions are only adopting B2B solutions, the end 
customers feel little, if any, impact on their daily routine. 

This is where B2C products come into play, for such solutions can be widely spread, 
and engage the end customer. Once the new features and financial services have 
been tasted, end customers grow appetite. This forces the financial institutions to 
implement additional products and reinvent themselves to match the endless need 
for innovation and seamless customer engagement.

The FinTech discussion should be borderless, otherwise, and without a stable inte-
raction, the level of interest will decrease. De facto, this can mean reduction in the 
inception rate of new FinTechs, less interest for financial institutions to challenge their 
current models, and fewer investment in upcoming FinTech ventures.

6. Community

A concept community allows a safe haven for FinTech newcomers. A space, physical 
or digital, where people can interact with other FinTech enthusiasts, engage in dis-
cussions to spiral new ideas and concepts. A market without a community prevents 
organic growth of FinTech participants. Even with a strong market awareness, not 
channeling the high interest into tangible interactions can have a negative influence 
on FinTech growth. 
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The community should be a beacon of content and engagement. The next stop for 
any interested party who heard about FinTech to be able to deepen his knowledge in 
the FinTech space.

In Israel for instance, the Israeli FinTech Association, FinTech-Aviv, holds monthly 
events to the 8,000 community members. FinTech-Aviv positioned itself as a hub for 
global and local FinTechers to interact, exchange ideas, consume quality content and 
expand their FinTech knowledge.

7. Education

To support the market awareness and community growth, a market should allow 
accessibility for FinTech knowledge. FinTech courses in higher education and round 
tables with entrepreneurs from corelative high-tech fields are examples allowing the 
expansion of FinTech in the market and recruiting fresh minds into the FinTech eco-
system.

In addition, education is vital for enhancing FinTech familiarity and understanding for 
the non-financial services population.

Many who are working in the financial services fear that automated processes will 
replace them, and they reject deployment of innovation within their organization. Pro-
viding FinTech education will equip them with tools to harness FinTech capabilities to 
their work, transforming them into “Inter-Preneurs”. 

THE FINTECH MATRIX

The relationships between the seven elements described above are creating a matrix of 
engagements, each empowering the others and itself.

The rising interest encouraged by high market awareness forces the financial institutions 
to enhance customer satisfaction. Signaling the market of their interest in FinTech, financial 
institutions are inviting FinTechs to work with them, and driving people to learn more about 
the field. 

With the increase in FinTech solutions which are implemented, investors are having a closer 
look on the FinTech opportunities, injecting additional funds to the ecosystem. 

Due to the rapidly changing landscape, the regulator is compelled to increase FinTech le-
gislations, to protect end customers on one hand, and allowing FinTechs to grow with less 
friction on the other. 
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THE SWISS FINTECH ECOSYSTEM 

The Swiss FinTech ecosystem has some strong starting points, and active players. It is being 
recognized as an international, trustworthy, reliable and innovative financial hub.

With some coordination between the 7 elements the Swiss FinTech ecosystem can become 
a dominating global FinTech hub.

The strength of the Swiss FinTech ecosystem derives first from financial institutions, mainly 
the banks, who are adept in providing comprehensive services mainly in wealth manage-
ment.  

As of year-end 2018, there were 248 banks with 2,615 branches and 7,187 ATMs in Switzer-
land. The diversity within the Swiss banking sector with large, regional, Cantonal, foreign 
and private banks allows a fertile landscape for competition and opportunity for FinTech 
adoption. 

Most Swiss banks (47%), although slow in their reaction, forecast increased competition 
from FinTechs and BigTech, particularly in the area of payments. 

As for the FinTechs originated from Switzerland, who the financial institutions view as 
partners rather than competitors, the numbers are impressive and keep growing: there are 
340 FinTechs in 4 main sub segments, Investment Management (40%), Banking Infrastruc-
ture (27%), Payments (18%) and Lending (15%). 

The Investors were not late to join, allocating capital towards the Swiss market. In 2018, the 
total amount of money invested in the FinTech industry rose sharply by 61.8%, to 75.7 million 
Swiss francs.

The Swiss legal and regulatory framework does not foresee a single authority responsible 
for the overall supervision of FinTech companies. The main and active regulator is FINMA, 
supervising the financial markets and its participants. Some of the legislations at hand refer 
to AML, data protection and sandbox initiatives. Due to the raising demand, in 2016, FINMA 
put in place a specific FinTech desk to address this sector’s issues more efficiently.

The Unique Contributors are also active in Switzerland. For instance, the University of Ge-
neva offers a FinTech Executive Education Program. Other private entities offer courses and 
workshops focused on blockchain and smart contracts. 

The FinTech communities in Switzerland are vibrant, with associations and promoters such 
as F10, FinTech+, Swiss Finance Startups and others. The financial institutions and regula-
tors are supporting these communities making a tangible connection between participants 
and market leaders.

The Swiss FinTech ecosystem is a solid example of a sustainable FinTech ecosystem with 
strong internal connectivity.
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The DG DERI is the State of Geneva’s office in support of its dynamic and 
prosperous economy, which creates employment opportunities and combines 
openness, proximity, diversity and sustainability.

The DG DERI acts together with its local public and private partners to 
strengthen Geneva’s competitiveness and attractiveness, focusing 
on innovation, research, talent generation and entrepreneurship. 
Digital transformation and cutting edge financial services are at the 
heart of Geneva’s excellence and core competencies.

Office of the State of Geneva for Economic  
Development, Research and Innovation (DG DERI)
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As a public administration, we observe that the dialogue between traditional 
banks and technologically innovative start-ups has greatly improved in quality in 
recent years. Four years ago, it was all about disruption and new developments 
that were going to make the dinosaurs disappear from the banking world, the 
so-called «legacy banks» that were too rigid and not sufficiently in tune with the 
digital needs of new customers. Today, we hear more and more about collabora-
tions between innovative companies and banks, which are increasingly innova-
ting themselves and are more easily approached by external solution providers.

Public administrations, which are also directly affected by technological break-
throughs, whether in terms of legislation or business processes, have also ex-
plored their potential for innovation and new opportunities to interact with the 
population. 

Switzerland, and Geneva in particular, is a historic centre for asset management 
(private and institutional) for clients originating from all parts of the globe. There 
is more than 500 years of experience here in this cutting-edge field geared both 
to the development of wealth and to new technologies. Indeed, Switzerland is 
one of the most innovative countries in the world. Our funding and support sys-
tem for research is among the most efficient. Project leaders and other creators 
of start-ups find promising markets in Switzerland, even if they are modest in 
appearance. Switzerland enjoys a high degree of credibility in terms of serious-
ness, know-how and trust in people, institutions and infrastructure.

By Office of the State of Geneva for Economic  
Development, Research and Innovation (DG DERI)

Innovation in Financial 
Services is Also a Matter 
for Local Governments
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Innovators, even if they create major upheavals in the economy, need stability and security, 
particularly in terms of investment, to develop the technologies of tomorrow. Switzerland 
offers both of these guarantees for innovation.

As a public administration, we also see the relationship between the population and the 
State changing and expectations evolving. However, we do not consider ourselves as the 
victims of these changes, but as the actors and initiators. It is up to us to lead the way and 
prove that it is possible to satisfy the needs of both sides. 

As for all professionals and entrepreneurs in this world, it is through constant questioning, 
observation of competition and emerging forms of trade that we will be able to stay in the 
game. There have always been technological innovations. So, it is not a revolution, but rather 
an evolution that is accelerating.

Our era is marked by the importance of digitization. Not so long ago, you could repair a car 
engine with mechanical tools. Today, you can still barely find the cap to add oil and check 
tire pressure and even those are connected to some sensors transmitting their information 
to some data base. Everything else in your vehicle is made up of software requiring the 
intervention of experts using digital tools.

In Geneva we are presently exploring ways in which the State may remain a trusted inter-
mediary with a precise role in the developing technologies. One experiment aims at finding 
a solution for a registrar of identities and rights for persons to be used on given electronic 
platforms such as on distributed ledger technologies (DLT). In a location where the com-
modity trading industry is slowly but surely migrating towards the adoption of new ways of 
handling international trade and its operations, there is a potential for certain services which 
have «traditionally» been entrusted to public authorities such as keeping track of identities 
and rights. This could potentially still be necessary on new dematerialized platforms where 
issues of trust remain acute.

Geneva has also been the first State authority to issue a guide on digital token generations in 
May 2018. The guide has been regularly updated following the rapidly evolving trends from 
ICOs to today’s models of stable coins. Geneva and its creative and innovative ecosystem 
of companies has been able to welcome a number of projects from all around the world, 
including in the field of financial and payment services.

We look forward at the coming years with confidence and enthusiasm, as hosts to a large 
number of international organisations and the European headquarters of the United Nations, 
equally involved in the implementation of important innovations to achieve the Sustainable 
Development Goals. We need to realise that our present consumption of resources is not 
sustainable and drastically diminish our footprint on this planet. The only way we can achieve 
this without major social disorders and changes to our economic systems will be through 
investing in education and innovation, and promoting the proper solutions. Switzerland, and 
Geneva, are definitely able to make its contribution count in this field.
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Fedor Poskriakov is a partner at Lenz & Staehelin in the banking and 
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financial, technological, academic and legal sectors to facilitate the 
use of the blockchain technology in financial markets.
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By Fedor Poskriakov* 
Partner at Lenz & Staehelin

ORIGINS – THE EXPANSION OF THE REGULATORY LANDSCAPE

Since the 2008 financial crisis, facing ageing legacy infrastructure and  
bureaucratic processes, important regulatory changes and the continuous  
development of technology, wealth management and financial services firms  
are gradually turning to technological solutions to address regulatory and 
compliance challenges, implement complex risk management protocols, active  
monitoring and mitigation strategies, whilst aiming at reducing costs. The new 
era of open banking with a trend towards open standards, shared infrastructure 
and interconnected API ecosystems is driving a wave of change, reshaping the 
financial industry.

The digital transformation now touches not only the manner in which finan-
cial services are delivered to clients, but also internal functions such as legal 
and compliance, often seen as mere “cost centers”. The sheer volume of new 
regulations and the ever-increasing complexity of compliance demands and 
regulators’ needs for accurate and relevant data, which can no longer be kept 
in check by “risk-based approaches”, by necessity push technological solutions 
on the market. Indeed, this significant expansion of the regulatory landscape in 
recent years has created, perhaps inadvertently, more risk for compliance gaps 
to emerge across the financial industry, which firms need to address.

*  The author gratefully acknowledges the contribution of Christophe Cavin,  
Lenz & Staehelin, for the support in preparing this contribution.

Regtech –  
When Regulation  
Meets Technology
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RISE OF TECHNOLOGY

This is where RegTech – a blend of “regulation” and “technology” – enters the stage. The 
concept is not new and arguably some form of RegTech solutions have been on the market 
since the beginning of the century if not earlier.

Conceptually, there are a number of definitions of “RegTech”, but in general RegTech re-
fers to solutions combining technology (typically software) and data to address regulatory 
and compliance requirements. The solutions range from workflow automation to advanced 
technologies like machine learning, natural language processing (NLP), distributed ledger 
technologies (DLT) and related decentralised protocols to replace existing policies and 
procedures. Some definitions, though not most, consider RegTech to be a FinTech vertical, 
probably due to the dominance of use cases of RegTech solutions in financial services ge-
nerally.

For the purpose of this contribution, we will rely on a functional definition of RegTech, rather 
than a legal or regulatory one. This alternative definition of RegTech encompasses “any use of 
technology to match structured and unstructured data to information taxonomies or decision 
rules that are meaningful to both regulators and the firms they regulate, in order to automate 
compliance or oversight processes”1. This definition is preferred insofar as it also captures a 
more supervisory authority focused vertical which is sometimes referred to as “SupTech”, for 
instance by the Financial Stability Institute (FSI)2.

REGTECH INDUSTRY

P R O M I S E S  O F  R E G T E C H
RegTech is often cited as the answer to the rising cost of compliance, risk and reporting du-
ties of businesses3. Indeed, regulatory and compliance requirements impose an increasingly 
high cost on financial firms, not only because of the human and technical resources they re-
quire but also because of the risks of sanctions (i.e., fines) and loss of reputation they entail. 

Beyond cost reductions, RegTech solutions also promise to strengthen compliance and miti-
gate risk through automation, as well as restore trust in the industry and improve protection 
for customers. 

In practice, RegTech allows to capture, process and manage straightforward, repetitive or 
similar cases completely digitally and in a fully or partially automated manner. This signi-
ficantly improves the work done by legal and compliance departments, and allows human 
legal and compliance experts to concentrate on more complex issues and analysis. However, 

1  The Global RegTech Industry Benchmark Report, Cambridge Center for Alternative Finance, June 2019 (“CCAF 2019 Report”), p. 18.
2  https://www.bis.org/fsi/publ/insights9.pdf 
3  See for instance CCAF 2019 Report and RegTech in Financial Services: Technology Solutions 

for Compliance and Reporting, Institute of International Finance, March 2016.
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the potential to increase the efficiency and associated cost reductions are not the only es-
sential features of RegTech. Equally important is the improved compliance quality through 
computer-assisted analysis and monitoring in real time, respectively the lower rate of errors. 
Ultimately, integrated RegTech solutions allow for a more efficient and secure collaboration 
with the regulatory authorities, in particular in the areas of regulatory reporting, compliance 
(AML/KYC, background checks, screenings, etc.), fraud detection, risk management,  
identity management and control, transaction monitoring, and investment risk management /  
analytics.

S I Z E  O F  T H E  R E G T E C H  I N D U S T R Y
As of 2018, RegTech firms employed an estimated 44,000 people globally and earned in the 
region of USD 4.9bn in annual revenue, having raised about USD 9.7bn in external funding 
to date4. Whilst no reliable statistics exist for Switzerland, it is to be noted that according to 
the CCAF 2019 Report, Switzerland ranked fourth (worldwide) based on the sample review 
conducted as part of that study:
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Source: CCAF 2019 Report, p. 8

As at November 2019, Swisscom’s RegTech Map reported 31 RegTech startups across the 
major areas of interest for such solutions:

4  Source: CCAF 2019 Report.
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The Swiss RegTech industry is clearly growing, fuelled by increased demand from new and 
established players. Further, the above data does not reflect increasing investments and 
initiatives by established firms in developing their own internal RegTech tools and solutions, 
insofar as those are typically kept confidential and not made available to third parties, as 
such tools may constitute a competitive advantage for those firms.

S P E C I F I C  S O LU T I O N S  A N D  C U R R E N T  F O C U S
Generally, RegTech solutions have gained traction worldwide considering rising compliance 
costs and have emerged as a solution to help financial firms ease this burden and streamline 
labour-intensive and costly tasks. 

In the wealth management industry in particular, financial firms are faced with a growing 
stream of regulatory requirements relating to client identification, anti-money laundering, 
anti-terrorist financing, corruption prevention, tax compliance, and investment suitability 
which requires institutions to have an ever-increasing knowledge of their customers (KYC). 
In Switzerland in particular, the focus of RegTech service providers was predominantly on 
the following areas:

 ▶ Authentication: technology specialized in digital identity management with the aim to 
simplify customer interactions, including user identification projects;

 ▶ AML / KYC: technological solutions for compliance with AML and KYC regulations 
(such as client onboarding and handling, monitoring of transactions, etc.);
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 ▶ Background checks: technological solutions for customer screening, profiling and 
due diligence;

 ▶ Cross-border and tax solutions: technological solutions for cross-border services 
and tax solutions (such as mapping of regulations in various jurisdictions and digitiza-
tion of tax returns) ;

 ▶ Enterprise risk management / fraud detection: technological solutions to address 
the management of corporate and operational risk, with a focus on enterprise-wide 
risk management and fraud prevention;

 ▶ Investment risk management / quantitative analytics: technological solutions to 
automate investment solutions and personalized risk assessments; and

 ▶ Regulatory mapping: technological solutions to automate the monitoring and as-
sessment of regulatory requirements with a view in increasing workflow productivity 
for legal departments.

This is generally consistent with the global trends in terms of regulatory areas of focus of 
RegTech solutions vendors, as illustrated in the CCAF 2019 Report:
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Unsurprisingly, AML / KYC have a significant lead by being the focus of more than half of 
RegTech solution vendors. Indeed, those areas are both data and document intensive, high 
stakes and complex, with a significant risk of human error. The adoption of those solutions is 
primarily driven by banks and wealth management firms, for which those are critical.

In terms of use of RegTech solutions in Switzerland, some financial institutions already make 
extensive use of new technologies and grant them great potential while others see little 
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advantage in developing RegTech solutions and see opportunities for relief only through 
more flexible regulation according to the Swiss Federal Council’s report dated 27 June 20185. 
In this respect, according to this same report, many of the surveyed financial institutions 
use external service providers for this purpose and explicitly mention operators specialised 
in compliance issues, in particular concerning KYC, control and monitoring against money 
laundering and sanctions against politically exposed persons (PEPs), while other financial 
institutions rely on their own in-house solutions. It is equally important to note that financial 
institutions are more and more using outsourced solutions to optimize efficiency, lower costs 
and acquire higher-quality services to sustain their competitive advantage. 

G E N E VA  R E G T E C H  L A N D S C A P E  I N  T H E 
W E A LT H  M A N A G E M E N T  I N D U S T R Y
The RegTech developments are mostly international, and insofar as Swiss specific regulation 
is concerned, then clearly national, without any particular concentration locally. The distri-
bution between the main financial centres in Switzerland, namely the Geneva area vs the 
Zurich area is relatively even, based on available data.

For the purpose of this contribution, we have identified a number of notable RegTech ven-
dors based in Geneva and around the Lake, covering mainly two areas important to wealth 
managers: AML/KYC solutions and compliance (regulatory, tax) smart data solutions for 
cross-border services. For example, Polixis6 offers ARDIS, a next generation AML, sanctions 
and KYC automation software, designed for both front and compliance teams while Invest-
Glass7 proposes an industry’s leading integrated wealth advisory platform.

Other notable RegTechs in the Geneva region include Indigita8, Signatys9, RegData10, 
LumRisk11 and OneVisage12.

THE ROLE OF THE REGULATORS – FROM REGTECH TO SUPTECH

S U P E R V I S O R Y  T E C H N O L O G Y  –  
W H Y  T H E  R E G U L AT O R S  S H O U L D  C A R E ?
Regulators are at the heart of the RegTech ecosystem, as they are both the source of rules, 
the arbiters of compliance and interpretation, and the judges of non-compliance by market 

5  Use of innovative technologies in the regulation and supervision of financial markets, (RegTech), Report 
of the Federal Council in answer to the Landolt postulate 16.3256 of 18 March 2016.

6  https://polixis.com/ 
7  https://investglass.com/ 
8  https://www.indigita.ch/ 
9  https://signatys.com/ 
10  https://www.regdata.ch/ 
11  https://www.lumrisk.com/ 
12  https://www.onevisage.com/ 
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participants. Ever since the term RegTech was popularised (by a regulator13) in 2015, many 
regulators have spearheaded initiatives in their respective jurisdictions, ranging from regula-
tory sandboxes, standardisation and digitalisation initiatives to engaging with market players 
in order to improve the overall compliance landscape, by laying the foundations for shared 
“public goods”.

From a global compliance perspective, the development of shared or common “data lakes”, 
information exchange protocols, data standards, ontologies and similar resources in a man-
ner which is both covered by the legal framework and, possibly, relying on a shared funding 
by the state and the industry, may bring added benefits for the system as a whole. However, 
arguably, this could infringe on the industry’s freedom to conduct their business as they see 
fit and significantly limit competition in some areas.

Consequently, in Switzerland, current RegTech initiatives of regulators focus mostly on the 
“receiving” end of the spectrum, specifying data protocols, formats and delivery platforms to 
be used by the industry for certain reportings and data deliveries (e.g., FINMA, SNB, MROS, 
criminal prosecution authorities, SFTA, etc.), but leaving the industry players free to develop 
their own tools to generate data in the requisite format from their end.

F I N M A  –  D I G I TA L I Z AT I O N  O F  R E G U L AT O R Y  P R O C E S S E S
The Swiss Financial Market Supervisory Authority, FINMA, has generally been welcoming 
technology applications supporting supervised entities in complying with regulatory requi-
rements. In fact, increasing the effectiveness and efficiency of supervision has been one of 
FINMA’s strategic objectives since its inception in 2009. FINMA recognised the advantages 
of digital processes at an early state and currently operates a transmission platform14 and a 
sending platform15. Both aim to digitise and simplify the exchange of information between 
supervised entities and FINMA, while ensuring efficiency.

The establishment of these two platforms results in an improved process and reduces 
workload compared to exchanging information through normal channels. It establishes an 
end-to-end electronic process that allows for timely communication between FINMA and its 
supervised entities, thereby ensuring that deadlines are met electronically, reducing paper 
consumption and facilitating the electronic processing of communications.

Conversely, however, there have been no material efforts initiated by FINMA to promote the 
development, use and reliance on technology for regulatory compliance, despite the fact 
that FINMA has adopted a number of meaningful initiatives to digitalise its own processes, 
streamline and standardise (at least on the receiving end) some of the reporting require-
ments, and strived to promote uniform taxonomy from a regulatory perspective notably in 
the use of DLT16.

13  See https://www.fca.org.uk/publication/call-for-input/regtech-call-for-input.pdf 
14  https://www.e-service.admin.ch/sis/app/mandant/finma/ 
15  https://www.finma.ch/en/finma/extranet/versandplattform/ 
16  See FINMA’s ICO Guidelines published 16 February 2018 and related publications.
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Otherwise, FINMA tends to adopt a “technology neutral” approach, something which results 
in the reluctance to concretely engage with the industry on any specific tools or the develop-
ment of common standards for compliance and reporting, beyond issuing clarifications on 
the legal and regulatory requirements, respectively approving or reviewing industry driven 
codes of conduct or standards.

M R O S  –  R E P O R T I N G  O F  S U S P I C I O U S  T R A N S A C T I O N S
In turn, in the AML/KYC field, the Money Laundering Reporting Office Switzerland (MROS), 
Switzerland’s central money laundering office which functions as a relay and filtration point 
between financial intermediaries and law enforcement agencies, is introducing a new sys-
tem for submitting and processing suspicious activity reports (“SARs”) through an online 
platform, goAML, as of 1 January 202017. Financial intermediaries will have the option to 
enter SARs on a fully automated (through the uploading of an XML file), semi-automated or  
manual basis. Considering the MROS received more than 6’000 SARs amounting to more 
than CHF 17.5 billion in reported assets in 2018 alone (an increase of 30% compared to the 
previous year and 110% within two years)18, the introduction of such a platform will improve 
the submission process of SAR from the financial intermediaries side, but it remains to be 
seen whether the MROS analysis process would be improved. 

Complete automation of the reporting process has now become a reality in Switzerland:  
leveraging AI, machine learning and other technologies, SARs could now be practically 
filed without human intervention. For instance, Confinale19, a company based in Zug has  
already developed a fully integrated MROS reporting solution for Avaloq, where everything  
is covered within Avaloq, from the data collection for the suspicious case and the selection 
of relevant transactions to the generation, refinement, validation and storage of the requisite 
XML file.

O U T L O O K
Risk and compliance functions have had to consider and deal with substantive legacy issues 
and new regulations before gradually realizing the potential benefits offered by technologi-
cal innovation. Today, compliance functions have become fully aware of the opportunities 
offered by new technologies and are starting to implement RegTech solutions in various 
areas, with a focus on process in view of a potential automation of such function with in-
creased accuracy and speed. In fact, the successful deployment of technology and the ability 
to automate future compliance activities is one of the greatest potential innovations for the 
financial industry.

In the short term, RegTech solutions may help switch from passive to proactive regulatory 
interpretation and response, while in the long term these solutions could reduce or even 

17  https://www.fedpol.admin.ch/fedpol/en/home/kriminalitaet/geldwaescherei/meldung.html 
18  2018 Annual Report, Money Laundering Reporting Office MROS, April 2019. 
19  https://confinale.ch/ 
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remove the need for humans or centralized intervention for firms, and perhaps even for re-
gulators themselves. 

Going forward, the next wave of RegTech innovation will be leveraging AI, machine learning, 
natural language processing, and DLT to replace existing processes entirely. While there will 
be numerous challenges to overcome, there are huge possible benefits from a successful 
digital transformation of wealth management and financial services generally. 

Globally, the state of play seems to be that regulators have yet to unlock the transformative 
potential of RegTech. We would argue that certain RegTech developments today are highligh-
ting the path toward another paradigm shift, which will involve a new conceptualization  
of the nature of financial regulation. Although we are far from machine-readable regulation  
(if at all possible or desirable), the “RegTech 4.0” shift will likely involve a regulatory approach 
that could focus on real-time data acquisition and “big data” analytics, and become as  
data-centric and data-driven as the markets it monitors. 

Switzerland is likely to continue playing a leading role in this evolution, due to a combination 
of being home to world leading financial markets, availability of highly skilled specialists, 
thriving innovation hubs and support from the government.
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Switzerland’s 
FinTech Policy
By Jeremy Bacharach 
Ph.D. Candidate at the University of Geneva Centre for Banking and Financial Law 

INTRODUCTION

About 10 years ago, in the wake of the global financial crisis, the Swiss asset 
management industry was facing a wave of challenges. Catastrophists—some of 
them private bankers themselves—were going so far as to predict the industry’s 
shrinkage or even disappearance. Now, 10 years down the road, the Swiss finan-
cial industry has not only survived, but strengthened. As of 2018, assets under 
management in Switzerland amounted to CHF 6.9 tn, up from about CHF 5.5 tn 
in 20091, and Swiss banks managed about 27% of global cross-border assets.2

What yesterday’s pessimists had in fact failed to take into account were the va-
rious factors that had made the “place financière suisse” successful in the first 
place: chiefly its political stability, but also its focus on innovation3 and what 
Ankenbrand and Fausch call a “progressive [...] regulatory environment.”4 In light 
of these elements, it is not surprising that Switzerland has embraced financial 
technologies—or FinTech—as a new frontier in the development of its financial 
sector and that the Swiss government has taken concrete steps to promote a 
competitive legal framework in this regard.

This paper examines the set of measures taken by the Swiss Confederation that 
falls under the umbrella of what could be called “Switzerland’s FinTech policy.” 
We first examine the general position of the Swiss government regarding FinTech 
and then provide a selection of concrete measures implemented so far. Finally, 
we address anti-money laundering, which remains an area in which there is no 
flexibility in sight. 

1 Swiss Bankers Association, p 61.

2 SwissBanking, The Swiss banking sector,  
https://www.swissbanking.org/finanzplatz-in-zahlen/the-swiss-banking-centre/.

3 See Dutta/Lanvin/Wunsch, p. xxxiv, classifying Switzerland as the most 
innovative country in the World for the ninth consecutive year.

4 Ankenbrand/Fausch, p. 32.
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GENERAL POSITION 

In recent years, the Swiss Confederation had adopted an explicitly enthusiastic stance on 
FinTech. Its first policy statement on this subject was a relatively short press release dated 
April 4, 20165, indicating that the Federal Council had decided to ease market access for 
“new innovative financial technologies” and calling for the removal of excessive barriers to 
FinTech firms. This enthusiasm has been reiterated on multiple occasions since then, most 
notably in a 2016 paper outlining the Federal Council’s financial markets policy6 and in a 
memorable 2018 speech by Federal Councilor Johann Schneider-Ammann that called for the 
creation of a “crypto-nation” in Switzerland.7 

Complementary to this general enthusiasm, both the Federal Council and the Swiss Financial 
Market Supervisory Authority (FINMA) have been pursuing a “technology-neutral” approach 
to regulation in the field of financial services.8 This means that “the legal framework should 
not be geared to individual technologies, but rather should treat comparable activities and 
risk equally.”9 In other words, the legal texts applicable to financial services should not single 
out specific technologies and regulate them individually. Rather, they should be written in a 
way that makes it possible to implement them regardless of the technology in use.10 

MEASURES

A.) Alleviations of banking law

1. Amendments

The spearheading measure adopted by the Federal Council to implement its gene-
ral FinTech policy has been the introduction of alleviations regarding the scope of 
application of banking law. Until April 2017, any person or institution that accepted 
deposits from more than 20 customers had to obtain a banking license from FINMA.11 
The concept of “deposits” was widely interpreted and encompassed all types of lia-
bilities to customers.12 Consequently, a certain number of innovative business models 

5 State Secretariat for international finance, 20 April 2016 press release, Federal Council wished to allow for innovative forms of financial 
services (https://www.sif.admin.ch/sif/en/home/dokumentation/medienmitteilungen/medienmitteilungen.msg-id-61427.html). 

6 federal council 2016. 

7 No official transcript seems to be available, but the speech can be streamed on YouTube : https://youtu.be/jJocYgZnPOY.

8 See, among many examples, federal council, 2018b, p. 13 ; federal council 2018a, p. 20 ; FINMA 2019b, 
p. 2 ; FINMA, 2019a, p. 2 ; FINMA, 1 July 2016 press release, Asset management : technology-neutral 
FINMA regulations (https://www.finma.ch/en/news/2016/07/20160701-mm-rs-09-01/) ; 

9 federal council 2018b, p. 13.

10 federal council, 2018a, p. 20.

11 Art. 2, 5 and 6 of the Banking Ordinance as of July 1st 2016, now partially abrogated, available at https://
www.admin.ch/opc/fr/classified-compilation/20131795/201607010000/952.02.pdf.

12 Art. 5 par. 1 of the Banking Ordinance ; federal department of finance 2017, p. 8-9.
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that sought to accept deposits from customers were at a disadvantage, as they were 
disproportionally expected to comply with the requirements of a full banking license.13

From a political standpoint, it appeared that the threshold above which a banking 
license was required needed to be raised. In other words, some businesses would be 
granted the permission to accept deposits from more than 20 customers in a profes-
sional capacity without having to file for an ordinary banking license.14

In legal terms, this meant carving out exceptions in the scope of application of banking 
law and providing for specific, custom regimes for innovative business models. Two 
such exceptions were enacted by the Federal Council (the “sandbox and execution 
accounts regimes”), and a new type of banking license (“Fintech license”), aimed at 
FinTech ventures, was created.

 ▶ Sandbox regime: Since August 1, 2017, if a firm accepts deposits up to CHF 1 
million and does not engage in interest-margin based activities, it is exempted 
from having to obtain a banking license15,16;

 ▶ Execution accounts regime: Since August 1, 2017, if a firm accepts deposits for 
the sole purpose of executing client orders, it does not have to obtain a banking 
license, provided that the order is executed within 60 days17. This exception 
specifically targets crowdfunding platforms, which are now allowed to hold the 
funders’ participations on their books before transferring them to the beneficiary 
at the end of the crowdfunding campaign18;

 ▶ FinTech license: If the volume of deposits is less than CHF 100 million and if 
these deposits are neither invested nor remunerated, the firm can file for a so-
called “FinTech license,” available since January 1, 2019.19 The FinTech license is 
a special type of banking license under which the licensee benefits from various 
alleviations regarding, most notably, capital requirements20, accounting rules21, 
and compliance/risk-management rules.22

13 federal department of finance 2017, p. 9-10 ; federal department of finance 2016, p. 1.

14 federal department of finance 2017, p. 11 ; federal department of finance 2016, p. 2 ; 

15 The « Sandbox » designation may be misleading, as the Swiss regime substantially 
differs from the Sandbox license available in the United Kingdom. 

16 Art. 6 al. 2-4 of the Banking Ordinance. 

17 Art. 5 al. 3 let. c of the Banking Ordinance. 

18 federal department of finance 2017, p. 13 ; federal department of finance 2016, p. 2.

19 Art. 1b of the Banking Act. 

20 Art. 17a al. 3 of the Banking Ordinance.

21 Art. 1b al. 4 of the Banking Act.

22 Art. 14e of the Banking Ordinance, to be compared with art. 12 of the Banking Ordinance applicable to banks.
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2. Assessment

It took slightly more than a year for the Federal Council to amend the Banking Ordi-
nance23 and two years for the Swiss Parliament to enact the creation of the FinTech 
license.24 In a country where the slowness of legal reforms is not only a peculiarity, 
but a cultural trait, the speed at which hurdles to FinTech in banking law were identi-
fied and removed is nothing short of extraordinary and illustrates the commitment to 
create an environment welcoming to FinTech.

However, despite this frenzy, it is still uncertain whether these reforms have truly 
reached their intended objectives. While no official data is available, practice seems 
to indicate that the sandbox and execution accounts regimes have seldom been used 
to date. With regard to the FinTech license, FINMA has not granted any since the entry 
into force of the relevant provisions on January 1, 2019. However, it may be too early in 
the life of these legal instruments to draw any meaningful conclusions. 

B.) Written form requirements

The Confederation has taken steps to remove provisions in banking and financial re-
gulation that require the use of paper documentation where it is unnecessary. A formal 
commitment appeared in a June 2018 report on RegTech technologies.25 However, the 
Financial Services Act and Financial Establishments Act—both also enacted by the 
Swiss Parliament in June 2018 and in force since January 1, 2020—have already by and 
large abandoned explicit references to the written form. Instead, the new legislation 
refers to “the written form or any other form enabling textual proof.26” The purpose of 
modernizing financial regulations is to remove unnecessary burdens that may appear 
when developing mobile applications and digital financial platforms, or when raising 
funds online or remotely. Removing such burdens could also enable traditional asset 
management firms and private banks to meet their clients’ growing expectations re-
garding digitalized documents and communications.

C.) Cryptoassets

Cryptoassets have been an important focus for the federal administration in the last 
two years27, a period marked by two high points. In December 2018, the Federal Coun-

23 The amendment was enacted by the Federal Council on July 5th 2017 (Official compilation 
2017 3823), 14 months after the April 2016 policy statement (see note 5)

24 The amendment was adopted by the Federal Assembly on June 15th 2018 (Official compilation 
2018 5247), 26 months after the April 2016 policy statement (see note 5). 

25 Federal Council, 2018a, p. 22.

26 « Par écrit ou sous toute autre forme permettant d’en établir la preuve par un texte ».

27 For the first policy statement on this topic, see federal council, 18 January 2018 press release, Blockchain/ICO working 
group established (https://www.admin.ch/gov/en/start/documentation/media-releases.msg-id-69539.html). 
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cil published a 162-page policy paper on the “legal framework for distributed ledger 
technology and blockchain in Switzerland.”28 Based on these findings, in November 
2019, it published draft amendments to various acts, with the purpose of improving 
legal certainty for the financial industry regarding cryptoassets.29 These amendments 
are expected to be discussed by the Parliament in spring 2020.

The draft amendments are relevant in the context of WealthTech, as they would pro-
vide legal clarity regarding the custody of cryptoassets, a service for which asset ma-
nagers and private banks have seen growing interest in recent years. An amendment 
to the Banking Act would make it possible for cryptoassets in custody to be held off 
balance sheet by Swiss financial institutions.30 

ANTI-MONEY LAUNDERING: NO FLEXIBILITY IN SIGHT

Despite the generally favorable position of the Swiss Confederation on FinTech, there is one 
area in which no sign of flexibility is in sight: anti-money laundering. This is not too surpri-
sing, as it is one of the few areas in Swiss law to be scrutinized by a supranational authority, 
the Financial Action Task Force (FATF).31 Non-compliance with international standards can 
heavily damage the reputation and credibility of a State’s financial sector. Accordingly, the 
Federal Council has time after time repeated that no concessions will be made in favor of Fin-
Tech ventures, whether regarding banking law32, blockchain technology and cryptoassets33, 
or online client onboarding.34 

However, a tendency to overzealousness can be observed here. Two examples come to mind. 
First, FINMA has published guidelines directed at custodians of cryptoassets that address 
cryptoassets transfers between financial institutions and to individuals.35 We and other au-
thors have deemed these possibly devoid of a legal ground.36 Second, and perhaps more 
importantly in the context of WealthTech, FINMA has adopted a very stringent approach re-
garding online client onboarding and online know-your-customer (KYC) procedures.37 Here 
again, it can be argued that FINMA’s requirements go well beyond what is required by law 

28 federal council 2018b.

29 Parliamentary business n° 19.074 (https://www.parlament.ch/en/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20190074).

30 Ibidem, projected articles 16 and 37d of the Banking Act. 

31 The FATF is an intergovernmental organization founded in 1989 on the initiative of the G7, based in Paris. It issues 
Recommendations in the field of anti-money laundering, which serve as a minimum standard for its member States. 
Implementation of the Recommendations is monitored through a system of peer reviews, or « mutual evaluation ». 

32 See federal department of finance 2017 p. 24 ; federal departement of finance 2016, p. 2.

33 federal council, 2018b, pp. 43, 140 and 144 ; FINMA, 2019a, p. 2.

34 FINMA 2018, p. 7-8.

35 FINMA 2019a.

36 Bacharach ; Kunz.

37 FINMA 2016.
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and certainly beyond ordinary, commonly accepted onboarding/KYC practices. 

In light of these developments, it is questionable whether FINMA follows a true “technolo-
gy-neutral” stance in the context of anti-money laundering. It may be argued that FINMA 
instead follows a “risk-based approach”38 whereby some technologies are deemed riskier 
than others and consequently require more incisive supervision. 

CONCLUSION

Despite a few reservations, the approach taken by the Swiss government is commendable 
and displays a genuine will to promote the digitalization of the financial sector in Switzerland.

Nevertheless, this should not lead the authorities to downplay the importance of the ge-
neral factors alluded to in introduction, that enabled Switzerland to become a center for 
cross-border asset management and a hub for innovative ventures. A dedicated FinTech 
policy, focused on improving the legal and regulatory framework, therefore is—and should 
remain—the icing on the cake, or the chantilly on the vermicelles.

38 On the risk-based approach in the field of anti-money laundering, see Financial Action Task Force, p. 9 and 29-31.
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Make risk management the profit driver  
of tomorrow and gain totally new insights

By Dr. Chistian Hugo Hoffmann
Assistant Professor of Finance, Cryptocurrencies and Fintech at the University of Liechtenstein

Banks live in times where many of them face the veritable risk of extinction. Big 
data, complexity, and the digital tools to harness them as well as new competition 
from FinTech, Tech or insurance companies are putting all aspects of banking 
into question, with significant implications for banks’ strategic positioning in the 
market.

We argue that for banks to remain in business the day after tomorrow and survive 
in an ever-changing landscape, they have to transform their risk management 
function into their profit driver of tomorrow, a transformation which will need to be 
built on three pillars: 1) Optimize the risk-return-ratio and risk costs, 2) create real-
time risk management, and 3) provide forward-looking scenario-based analyses 
for risk and capital planning. 

PROBLEM STATEMENT: THE «RISK/RETURN DILEMMA»

Banks find themselves in a dangerous situation which we baptized «risk/return 
dilemma»: On the one hand, their traditional low-risk front-end activities such as 
account management and payment transactions are disrupted by new players 
such as Fintechs (e.g. MoneyPark, TransferWise) and Techs (e.g. Apple with its 
offering Apple Pay). Since those new competitors are 

The Digital Era 
is the Era of Risk  
Management for Banks 
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 ▶ less regulated than banks,

 ▶ more technology-oriented (*by definition*),

 ▶ more cost efficient,

 ▶ more customer-oriented

they gain competitive advantages in terms of pricing. As a consequence, banks are confronted 
with an erosion of their earnings. One half of the dilemma is hence that banks cannot hold 
on to the status quo or business as usual because, then, they would, sooner or later, be out 
of business. Figure 1 captures the existential threat in a nutshell. 
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�	���� Figure 1: Banks’ eroding earnings.

On the other hand, banks can only exploit limited potentials with regard to innovations on 
the product side (due to the missing competitive edge over Fintechs and Techs), and ope-
rational efficiency through digitization, and robotics (rationalization through automation is 
not a business model which some banks like Deutsche Bank have not yet fully appreciated). 
Therefore, banks will need to generate additional revenues by taking more risks on their 
books. This will, however, raise risk costs proportionately, i.e. hedging costs, regulatory requi-
rements on risk management (capital requirements, operational requirements, compliance 
explosion) and thus squeeze the profit margins, which thereby constitutes the second half 
of the dilemma. 

 ▶ The dilemma is further aggravated by prevailing industry trends, such as

 ▶ volatility in the macro environment,
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 ▶ monetary policies bringing about low and negative interest rates,

 ▶ regulation costs,

 ▶ peer pressure to adopt and implement latest technologies from AI and Machine  
Learning.

The risk/return dilemma is thus one of the most important and pressing challenges banks 
and insurances have to overcome in the near future. It induces a paradigm shift in risk mo-
deling which calls for methodological and technological alignments in banks’ risk functions. 
Since most of them are currently far from being fit to cope with those changes, it is impera-
tive to speed up. 

CURRENT CHALLENGES:  
THE RISK/RETURN DILEMMA REQUIRES RISK MANAGEMENT  
FUNCTIONS TO OPTIMIZE RISK COSTS ALONG THE VALUE CHAIN

The third way and the way out of the «risk/return dilemma» lies in the optimization of risk 
costs along banks’ value chain since this is the area in which banks hold the largest relative 
advantages (domain knowledge compared) to tech companies. This in turn requires banks 
to tackle three pain points.

1. 

���� ������� ���������

Figure 2: The risk management value chain

On the level of available data, we observe that they are of low quality mainly  
because IT and data systems especially in banking are heterogeneous and barely 
interoperable, meaning it is very challenging to bring data together and analyze it. In 
some use cases data quantity is also simply insufficient to form the basis for traditio-
nal models (e.g. in the mortgage business in Switzerland since there have been hardly 
any defaults since the 1990s).

2. As far as risk management tools are concerned, we find that they are often not state 
of the art since especially small and medium-sized banks lack the resources to attract 
talent in software engineering, data science and Machine Learning and, therefore, to 
develop sophisticated risk management solutions in-house. This further intensifies 
the decay of banks’ value chain.

3. On the stage of risk costs, we see that they are unnecessarily high because without 
adequate methods, banks arrive at poor risk estimates for changing scenarios.
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Therefore, risk managers adopt a (too) prudent mode of decision-making. If the estimates of 
risk factors such as probabilities of default and loss given default are, however, more reliable 
and if risk managers are enabled to quantify that in the form of model risk estimates, then 
they can make better informed decisions and thus take more risks on their books. In other 
words, a better risk management approach would not only be about costs, but prove to be 
value-increasing and revenue-generating. This is exactly what a solution to the «risk/return 
dilemma» would necessitate.

VISION: RISK MANAGEMENT 2.0 AS BANKS’ PROFIT DRIVER OF TOMORROW

To convert risk management into the profit center of tomorrow appears as a bold label at first 
glance, but can, in fact, be rendered concrete by taking three measures that build on each 
other.

First, banks need to be empowered to optimize risk-return-ratios and risk costs. That means 
the institution will realize the maximum (marginal) return for each (marginal) unit of risk it 
takes on its books. 

To reach that goal, it is, secondly, necessary to introduce real-time management of risks: The 
ability to respond to market dynamics, changed data immediately or with timely adjustments. 
In analogy to the continuous testing in software development, a series of stress tests ought 
to be triggered, not at regular intervals, but with every relevant change of the environment or 
market or portfolio. The purpose behind this measure is to exploit short-term opportunities 
to optimize returns, detect and partially anticipate developing bubbles or financial crises 
(managing riskier products / services, hedging), and render risk and capital planning more 
dynamic. 

This capability is, thirdly, supported and complemented by forward-looking data analytics 
derived from scenario thinking which banks already make use of in limited form for stress 
testing activities. Forward-looking data analytics, enabled by AI and Machine Learning, 
should, however, on top of that enrich and complement banks’ so-called risk and capital 
planning, which offers annual information on the capital requirement of the planning period 
(normally 4 to 7 years), how it is to be covered and where (business areas, products, ser-
vices), as well as on the risk capacity created by the capital (capital allocation in the form of 
strategic risk limits).

CONCLUSION AND OUTLOOK

As it comes to cooperation with banks, risk management expertise and software providers 
(can be established firms such as SAS or startups such as Syntherion) usually face reluctance 
and skepticism: Why should confidential data be shared? Why should banks invest into risk 
management which is all too often regarded as a cost driver or regulatory topic only? Or in 
a market which is apparently saturated since the number of different risk management tools 
(for measuring and managing market, credit, interest risk, etc.) is countless? 
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The contribution at hand offered answers to these questions, unmasking them as leading 
decision-makers astray, and, thereby, made a plea for approaching risk management strate-
gically as a business opportunity. Yet, it suffers from the limitation that we do not elaborate 
on how exactly a bank turns risk management into a profit center. Due to the scope of this 
article, we just point to a solution (in lieu of spelling it out) by encouraging banks to engage 
in riskier business. Admittedly, this answer is not very specific, but the specifics do indeed 
hinge on what business the particular bank is already involved in. Some food for thought 
will be provided by a more comprehensive white paper, which will be published by Syn-
therion in 2020 (see www.syntherion.com) and which addresses the key findings of a pilot 
project together with a larger Cantonal bank (including real-world examples and figures). 
Accordingly, the insights and projections shared in this contribution at hand stem from this 
ongoing collaboration.

Even though some few banks are still performing well by adhering to their old mantras, 
many of them arrived at a crossroads: are we, banks, passively accepting diminishing market 
shares as fintechs and techs are taking over and adopting ultimately ineffective measures 
against this loss of importance and power, respectively, by cutting jobs or merging with other 
sitting ducks, for example? Or are we ready to build a true USP by developing and reshaping 
risk management to become the profit center of tomorrow?
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Evolving family office and UHNWIs demographics and the case  
for digitalisation of private banking

By Dirk Steller  
Founder and Managing Partner at Seed Space Venture Capital:  
A FinTech focused Venture Capital firm

The changing face of the family office and ultra high net worth individuals means 
private banks cannot continue to offer services in the same way as they have 
for decades. Concentrated wealth is growing, but the existing private banking 
business model is under threat. However, there are clear solutions. Private banks 
must embrace digitisation to stay relevant with the clients either taking over family 
wealth or the first generation successful entrepreneurs.

 
The private banking industry has for centuries, intentionally, resisted the winds 
of evolution. But it is no longer immune to change. After years of priding itself 
on traditional, personalised and face-to-face interactions, the sector is going to 
need to move fast if it is going to be able to cater to the wants and needs of the 
next generation of private banking client. This client, whether he or she be a 
wealthy entrepreneur or the current generation of ‘old money’, is more comfor-
table with digital and mobile interaction, rather than a face to face sit-down in the 
traditional sense which means private banks need to be too.

Private banks can be helped towards finding clear and compelling solutions that 
will allow them to easily and effectively manage the next generation of ultra high 
net worth individuals and their assets. The growing complexities of managing 
global portfolios for clients with a multi-jurisdictional presence, coupled with 
shifting individual attitudes towards digital services and instant accessibility, all 

A Digital Future:  
Can Private Banks  
Evolve to Reach  
Tomorrow’s Clients?
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pose new challenges for private banks today that are increasingly interacting with a digitally 
native client base. While evolution was always inevitable, this monumental shift towards a 
digital future can be a catalyst for improvement for the private banking industry as a whole. 

DEFINING PRIVATE BANKING

It makes sense at this point to define exactly what is meant by private banking. It is not the 
“private banking” arm of a regular retail bank – which some markets across the world are 
typically known for – but the discreet institution dedicated to safeguarding and investing 
the wealth of the world’s richest, a reputation for excellence in service, and above all, wealth 
preservation. 

Private banking was first built on the foundations of providing individual banking, investment 
and other financial services via an entity that was privately held, often by one family, and was 
not structured in a limited liability manner. Therefore, if the bank made losses, the family owning 
and running the bank were fully liable vis-a-vis their clients, thus creating an unparalleled 
trust relationship between the banker and the client. This trust relationship and the personal 
interactions between a bank’s owners and its clients is still at the heart of private banking in 
Europe today. The cities of Geneva and Zurich, for instance, have long flourished as part of 
Switzerland’s $6.8 trillion in assets under management1 and are among Europe’s leading finan-
cial centres for private banking and wealth management. Europe’s private banks have been 
and continue to be linked to families for several generations, providing wealth management, 
savings, succession and tax planning advice for their clients spanning many generations.  
Traditional private banking was the confidential handshake of assurance that an individual’s 
assets and personal interests were protected for the generations to come. Extending far 
beyond basic commercial or residential assets, the nature of private banking meant that 
it dealt with only an exclusive subset of high net worth individuals seeking a tailored and 
personalised experience when it came to managing their wealth.

THE MILLENNIAL AND GEN Z CLIENT

The changing needs and desires of an emerging Millennial2 and Gen Z3 client base is forcing 
private banks and wealth managers to find compelling, alternate solutions and embrace 
new technology-driven approaches. Clients are now demanding easier and more convenient 

1  Data from Financial Times: 11 December 2017: https://www.ft.com/content/01927da8-d451-11e7-a303-9060cb1e5f44 

2  Millennials, also known as Generation Y (or simply Gen Y), are the demographic cohort following Generation X and 
preceding Generation Z. Researchers and popular media use the early 1980s as starting birth years and the mid-1990s to early 
2000s as ending birth years, with 1981 to 1996 a widely accepted definition. https://en.wikipedia.org/wiki/Millennials

3  Generation Z, or Gen Z for short, is the demographic cohort succeeding the Millennials (or Gen Y). Demographers and researchers 
typically use the mid- to late-1990s as starting birth years, while consensus has not been reached on the ending birth years. Children 
of Generation X and sometimes Millennials, members of Generation Z have used digital technology since a young age and are 
comfortable with the Internet and social media, but are not necessarily digitally literate. https://en.wikipedia.org/wiki/Generation_Z
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ways to manage their assets, and technology is playing an integral role in shaping these 
interactions. The smartphone and tablet have given rise to the possibility of viewing and ma-
naging multi-currency, multi-asset class and multi-jurisdictional portfolios anywhere at any 
time. So too, the average private banking client has changed. Wealth is moving to younger 
generations, either being passed down generationally through inheritance, or from young 
entrepreneurs who have made their fortune through innovative and bold new business ven-
tures and require the deeply personalised knowledge and trusted care they can get from a 
private bank when it comes to managing their complex portfolio of assets. 

When we look at the composition of the current generation of private banking clients, it 
should come as no surprise that wealth is still held predominantly by those who seek a face-
to-face relationship with their private banker. This is especially true for clients in their 40s, 
50s and 60s, but that will vastly change over the next 10 to 15 years. 

As a low yield environment drives a decrease in wealth management performance across 
the industry, clients are becoming ever more focused on the fee-for-service proposition. Not 
only are client expectations increasingly focussed on the quality of service, but also the cost 
of that service. Clients today want intuitive correspondence, tailored advice and instantly 
accessible insights on the performance of their portfolios – all on demand. For the industry, 
this means additional investments in technology and digital infrastructure4 to an extent that 
has not been seen before. However, on the flipside, those investments in systems made 
today can mean a significantly lower cost base into the future.

Integral to private banking is understanding the vital relationship that a private banker plays 
for this ultra high net worth class of individuals seeking a personalised wealth management 
experience. In essence, private banking is predominantly about wealth preservation and 
risk management. It is about understanding portfolio optimisation and inter-generational 
wealth transfer to help manage, not just a client’s individual assets, but ensure their longevity 
for the generations to come. As more and more private banks look to embrace digital, that 
relationship dynamic will not change, but the interface between the bank and the client will 
inevitably transform, just as the relationships between service providers in other sectors 
have adapted to the behaviours of Millennials and Gen Z customers with the rise of the 
sharing economy – whether it be in tourism, transport or traditional retail banking.5

The growing proliferation of technology-driven portfolio management and trading tools will 
be a key catalyst in driving a wave of change in private banking globally, as wealth managers 
adapt. The use of big data and other technology overlays to optimise portfolio allocation and 
performance are coming of age and are likely to become more efficient and cost-effective 
than teams of analysts in the near to medium term. An example of this is Forwardlane in the 
US, an artificial intelligence platform that helps wealth managers synthesise and evaluate 
infinite amounts of data to make informed recommendations. In addition, the launch of Gold-

4  See Deloitte Wealth Management and Private Banking Report 2015 https://www2.deloitte.com/content/dam/Deloitte/ch/
Documents/financial-services/ch-en-financial-services-efma-wealth-management-private-banking-032015.pdf 

5  See Wired article on Trust in the Share economy: https://www.wired.com/2014/04/trust-in-the-share-economy/ 
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man Sachs’ digital banking unit Marcus two years ago was an important shift in the private 
bank’s focus as it saw an important opportunity to serve a broader spectrum of individual 
consumers and investors through this digital offering.

In Tel Aviv, wealthtech platform Cred allows you to tailor your wealth solution to each client 
through deep, AI-driven personalisation based on current assets and unique needs. Using 
tools such as these, global wealth managers today are able to capture both qualitative and 
quantitative data in a fraction of the time it takes a top-end expert analyst to put forward an 
educated perspective. 

The unfortunate reality is that the wealth management and private banking industry across 
the world has not yet truly embraced the change needed to interact with the next generation 
of clients who will demand a transformation of the business model. Private banks need clear 
solutions that can help them cater for this burgeoning class of asset rich client with a new 
set of digital-led expectations and needs that places emphasis on instant accessibility and 
service. The changing landscape for tech-focused private banking services is an excellent 
opportunity for forward-thinking private banking providers across the world who are increa-
singly stepping up to the plate to compete directly with the traditional Swiss incumbents and 
other leading private banking institutions. 

CHANGING ATTITUDES TOWARD TRUST

Trust in the digital age has evolved and traditional private banking should pay attention to 
the lessons learnt across various industries that have seen large-scale digital disruption in 
recent years to not go the way of other fallen market incumbents. The rise of Airbnb and 
Uber offer us an important insight into the changing nature of the consumer. There is an 
increasing level of trust in digital commerce, not just from a payments perspective, but also 
from a product perspective. The underlying success of these businesses stems from the 
value proposition that they deliver to the customer – a better product or service at a more 
attractive price managed through a convenient digital platform. 

Private banks will need to decide whether they will embrace the efficiency that new techno-
logy can deliver, or try to hold their ground and maintain the status quo. Those who ignore 
the benefits of engaging in at least a partial digital transformation, do so at their peril. 

According to Clayton Christensen, who coined the term ‘disruptive innovation’5, what was in-
teresting about Uber’s rise was its focus on solving an issue of trust that everyday consumers 
had with a well-served taxi industry: Uber was formidably able to establish a position in the 
mainstream market first, gain trust with an increasingly growing user base and subsequently 
appeal to historically overlooked segments.6

6  From 2015 Harvard Business Review, ‘What is Disruptive Innovation?’ https://hbr.org/2015/12/what-is-disruptive-innovation 

52

Geneva Wealthtech Vol.1 / The Digital Era

https://hbr.org/2015/12/what-is-disruptive-innovation


Recent headwinds seem to suggest that private banks in Western Europe have been  
underperforming in comparison to their US and Asian peers. One immediate observation is 
that the European private banks are much older than their US or Asian counterparts, and 
the client relationships are likely to also be older. The generations coming through are not 
guaranteed to possess the same trust and faith in these institutions. For so many years, the 
drawcard of European private banks, particularly Swiss private banks, has been that they did 
not innovate. They are stable, conservative and discreet. This has served them well in the 
past, but that business model of providing investment services is under pressure and digital 
providers of many of the services that make up private bank offerings are heavily discounting 
fees. This means the private banking margins are also under pressure. Consequently, the only 
way out is innovation and reducing the cost required to provide private banking services.

What has been most interesting to observe here is that private banks really quite loathe to 
innovate. Yet there is still a significant pool of wealth looking for different kinds of interac-
tions. There are technologies now available to allow clients to view and interview their asset 
holdings and interact with their asset holdings in a truly digital way. That involves operating 
on new systems that offer seamless integration with the latest applications, rather than cu-
mbersome legacy platforms. One way in which private banks could adapt accordingly and 
build trust with this new cohort of UHNWIs is by incorporating some of the key features that 
have seen neobanks become so prominent. 

The attraction of the neobanks is that they are genuinely focussing on the customer inter-
face and the experience. Price, relevance and education are at the heart of the evolution in 
neobanking, delivered on intuitive and engaging platforms. The interfaces of private wealth 
clients of tomorrow will likely display all of the critical asset information in real-time, aggre-
gated across currencies, asset classes and sectors, with the option of being able to transact 
directly from the platform – or digitally connecting to an adviser. The evolution of these ser-
vices will in effect call out the private banks to defend their value proposition in a changing 
marketplace. 

THE OUTLOOK FOR CHANGE

As it stands, private banking in western Europe is fragmented. Today, small and mid-sized 
players face the most significant challenges as larger rivals have proved more successful in 
attracting business. What will separate the successful few from the rest is an appetite to be 
bold with the times and embrace change. Developments in the quality of services offered 
to private banking clients has often lagged behind improvements made by other industries, 
but that does not mean the appetite for innovation does not exist. Greater use of advanced 
analytics and the rise of technology-based client interfaces could help relationship mana-
gers to deliver higher quality bespoke experiences to clients at palatable costs. How private 
banking institutions service their clients in a relentlessly digital world is set to transform 
immeasurably in the coming decade. 
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On July 2nd, 2034, the sun shone brightly and John woke up full with optimism. 
Like every day, he put on his augmented-reality glasses and activated his PDA 
(personal digital assistant) by saying:

 ― Good morning Cheryl!
 ― Good morning John!

replied the artificial intelligence that was connected to loudspeakers in each 
room of his flat, as well as to his glasses. Since the mega fraud in 2028, when the 
accounts of 500 million people had been debited of a thousand Stablecoins by 
activating their PDAs that all bore the same name, it had been decided that their 
activation name should be left to each user’s discretion.

 ― Cheryl, do I have any outstanding debt?

Yes, you owe 28 libra to Kevin for last night’s dinner and 50 wecoin to the Korean 
artist whom you commissioned to create a 3D print model of your favourite manga 
character.

 ― Cheryl, show me my libra and wecoin balances.

The figures appeared on the translucid panel of his glasses. He would need to 
change some local Stablecoins, the common name of the virtual currencies that 

A Glimpse into  
the Finance  
World of 2034
By Jan Langlo  
Director at Association of Swiss Private Banks
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most central banks had adopted, into the two main currencies used in the Cloud: the libra for 
the Occidental part of the world and the wecoin for the Asian one.

 ― Cheryl, change 200 Stablecoins in libra and 300 Stablecoins in wecoin on my main 
account.

 ― Consider it done, John.

Powerful algorithms compiling the worldwide bids and offers for these currencies ensured 
a spot transaction – not that their exchange rates varied that much now. It was also instan-
taneous and costless, as easy as switching a green sock for a red one. Revolut had been just 
the beginning!

 ― Cheryl, settle my debts please.
 ― Consider it done, John.

John knew that Kevin could immediately see that he had paid him. He thought about the 
days when a transfer through a bank would take up to two days to be effective and wondered 
how people managed to go around then. He went to his fridge which, based on his sleep data 
transmitted by his fit-band, displayed what would be the best breakfast for him. While ea-
ting, he unfolded his flexible tab and read his favourite newspaper. An advertisement for the 
wealth manager that Kevin had mentioned yesterday caught his eye. They had apparently 
developed some ground-breaking AI that still managed to beat the indexes. John decided to 
test them with part of his savings.

 ― Cheryl, send an account opening request to that bank in the paper, in my name.
 ― Consider it done, John. (Once more, John thought a few variations of that sentence 

could have been programmed, but hey, it was just a PDA!)

John knew that as for his financial transactions just before, Cheryl was not just obeying his 
voice but also checking several biological signs (eyes, breath, pulse) to verify that it was truly 
he giving the order. This time, the data sent to the bank also included a link to the central 
know-your-customer register of his country. This would allow the bank to verify not only his 
identity, but also his honourability. As he was finishing his breakfast, he received a notifi-
cation on his glasses that his new account had been opened. John then decided to check 
whether he could obtain some credits from the crowd at a better rate than the expected 
return of his new account. 

 ― Cheryl, what are my options for getting a credit of 10 000 Stablecoins?
 ― You can get a one-year renewable loan from your main bank at a rate of 3.51% or… 

please wait… someone would give you a rate of 2.79% on Lendboox.

John thought it over and decided against reducing his yield by so much. After all, AI  
algorithms had made considerable progress in the twenties, but were now more or less all 
the same. It was mostly because he trusted Kevin’s judgement that John was willing to try a 
new one.
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 ― Cheryl, please send 10 000 Stablecoins to the account I just opened and ask the 
bank to invest them according to my environmental and social preferences.

 ― Consider it done, John.

Just a few seconds later, his glasses displayed a short film presenting the few companies 
that his new portfolio was invested in, explaining how they contributed to preserving the 
Earth and its inhabitants. Since the data of all his purchases was shared across all platforms 
(except those that he had refused to share with), his centres of interest helped define what 
was most important to him and the wealth managers could combine these elements with 
their own analyses.

 ― Cheryl, tell me how much I have available for leisure this month.
 ― According to your budget, you can spend 1863 Stablecoins on your free time in July.

The good thing was that his holidays were already booked and paid, so that John could afford 
a few extras on the beach. This led him to thinking about his retirement and he opened Nu-
mbrs on his tab. The application showed him the results of his pension account for the first 
semester and what his pension would be if he kept his current income. He could play with a 
number of options to run the scenarios he wished. He could even select a new investment 
strategy for his pension fund, but felt no need to change it.

 ― Cheryl, remind me if I have already sent my income tax return this year.
 ― Yes John, you sent it on April 5th.

Filling out one’s tax return was so easy nowadays, since nearly all data were already known 
to the authorities. John had only had to scan his bank reports to add them; and he had better 
not forget any, since a global account register, accessible only to tax authorities, ensured 
compliance. Now that distributed ledgers were finally safe (only a few breaches had oc-
curred within the last five years on the official ones) and needed much less energy to run, 
everyone felt confident enough to have their personal data stored on one.

But enough of all these money-related thoughts, it was time to go play tennis with some 
friends! Still, some of the news John had read during breakfast had him worry about the state 
of the world’s economy and no AI would replace an exchange of ideas with a real human. He 
thus asked Cheryl to remind him to call his personal banker tomorrow – after all, Sundays 
were still non-work days!
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WE ARE IN THE SAME BUSINESS: TRUST 

Financial institutions are bound to an essential duty of trust. Trust underpins the 
community’s license to hold our money. Trust is also the driving force that guides 
the economic opportunities financial institutions invest in. Firms must invest with 
a mind to generate returns for clients, stakeholders and our sustainable future. 
Microsoft shares a virtually identical duty of trust in relation to data. Your data. 

Today, life in the cloud is the benchmark for financial institutions investing in 
top-level data security and privacy. Guarding corporate and client information 
will outlive momentary trends and remain an enduring priority, essential to the 
survival of financial institutions. For this reason, when companies place their 
enterprise data in a digital vault – the cloud – it comes with an expectation. 

Empowering Swiss 
Wealth-Management 
through Trusted and  
Secure Cloud Services

By Siham Rakia
Senior Account Executive - Financial Services at Microsoft
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Cloud service providers must offer the best assurance of data safety in the digital realm. The 
security and privacy expectations are unwavering: whether the data is seemingly mundane 
or monumental. Microsoft is committed to establishing and maintaining this level of data 
security and privacy assurance. Our clients’ trust represents our own license to hold their 
data. It is akin to the trust placed in the financial community to hold capital. Just like the 
financial capital placed in the custody of banks, we believe the data remains the customers’ 
property. While the data sits securely in our Azure Cloud Service, it never becomes Micro-
soft’s property. We hold the data in trust; in every sense of the word. 

For over 44 years, Microsoft has worked to earn trust of clients, which has become our most 
distinguishing feature. Trust is also our corporate commitment in the often-turbulent uni-
verse of big data management. “When your technology changes the world,” says Brad Smith, 
president and chief legal officer at Microsoft, “you bear a responsibility to help address the 
world you have helped create.” 

In August 2019, we made a substantial move to demonstrate our commitment to Swiss 
clients and deepen their trust in our services. Microsoft launched two datacenters in the 
Zurich and Geneva regions. This investment supports the Swiss digital transformation and 
gives our customers an unrivalled assurance on the domestic cloud service front. It is not 
just an investment for Switzerland, but also an investment into Switzerland with a three-digit 
million project creating dozens of new local jobs. 

Why has Microsoft decided to build local datacenters? For years, clients have asked Micro-
soft to help them on their journey to the cloud by addressing concerns about data leaving 
the border. Now, Microsoft contractually commits that customer data at rest does not leave 
Switzerland for locally deployed services. For clients in regulated industries, this adds 
another layer of control to help meet compliance goals. In addition to local data residency, 
the closer location of data and applications translates into faster reaction times as system 
latency is typically lower compared to previous Microsoft European datacenter regions in 
e.g. Amsterdam or Dublin. 

From its launch stage, as “the Microsoft Cloud in Switzerland”, more than 30 customers and 
partner organizations placed their trust in our cloud services. The first customers using the 
new cloud regions in Switzerland include UBS, Swiss Re, die Mobiliar and Swisscom among 
others. In the meantime, hundreds of Swiss clients both large and small have placed their 
trust in the new cloud regions in Switzerland.

MAKING THE CLOUD SAFE 

Now we have brought our datacenters to Switzerland, we are dedicated to keeping our cloud 
services safe. In 2017, the WannaCry and NotPetya cyberattacks, which spread rapidly around 
the world, crippled critical infrastructure in banking systems, healthcare and manufacturing. 
That year, Microsoft called for private technology companies to advance online security and 
resiliency around the world. By April 2018, 34 global technology and security companies 
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took remarkable action, signing a Cybersecurity Tech Accord, pioneered by Microsoft. The 
Tech Accord is grounded in four community wide principles: protect users and customers, 
oppose cyberattacks, empower customers to strengthen protection, and partner within the 
technology community to enhance cyber security. 

The protections we offer in Microsoft Office 365 comes as the result of billions of investments 
in consumer safety. Microsoft announced it will continue to invest over $1billion annually on 
cyber security research and development in the coming years. Our challenge is to anticipate 
myriad attacks that can happen and proactively mitigate such risks. This level of service 
requires AI, machine learning and modern technologies at a scale that only few actors can 
support. The Digital Crimes Unit (DCU) is a unit within Microsoft where employees track and 
fight cybercrime in real time. Using innovative technology, the DCU can detect, down to the 
street level, where malware-infected computers are located. The team employs legal and 
digital tools to disrupts cyber attacks posing threats to our customers. 

In 2014, the number of attempted cyberattacks was 20,000 a week.1 Within three years that 
figure had risen to 600,000-700,000, according to our data. Switzerland is not immune from 
such attacks and our fixation toward the nature and frequency of cyberattacks comes from a 
desire to help guard our customers’ cloud real estate. Reflecting this importance, we added 
Advanced Threat Protection for Microsoft Exchange Online. This identifies recognizable 
malware and suspicious code patterns in emails and stops them before they can do damage. 
We then added Office 365 Threat Intelligence to provide enterprises with information on 
the top targeted users, malware frequency and security recommendations related to their 
business. In 2017, we added new data governance features for Office 365 that include alerts 
that will be sent automatically to users when someone attempts to copy and download their 
inbox. 

Trust is the driving force that guides our investment in a safe cloud for customer to store 
their data. Like the way banks invest with the duty of trust in mind, we invest with a mind 
to empower our clients to manage their own data and apply it to build a sustainable future. 

CLOUD ADOPTION IN THE BANKING INDUSTRY

Beyond the “born in the cloud” fintechs, the adoption of the public cloud by traditional banks 
across the world is now a reality. During the last years, the usage by the industry of the 
different services of the public cloud has been doubling every 12 months. The broadness of 
the proposed public cloud services is now being acknowledged by banks as a key enabler of 
the cultural revolution and of the transformation of the operating models required to be able 
to compete in the digital era. 

1 https://www.reuters.com/article/us-tech-cyber-microsoft/microsoft-to-continue-to-
invest-over-1-billion-a-year-on-cyber-security-idUSKBN15A1GA
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Today, beyond the pressure of cost optimization that needs to be achieved, the main reason 
why banks decide to move to the cloud is to create additional value in their business acti-
vities and for their customers. Financial institutions see in the cloud capabilities to better 
manage costs, to improve their speed to market and to deliver new digital experiences and 
products to customers. The main drivers of the adoption of the public cloud in banks are 
related to the Data and Analytics scenarios and to the Agility of the developers. The banks 
are considering their data as high value assets that need to be unlocked to enable them to 
improve their efficiency, to discover new insights about their business and their customers 
and ultimately build new streams of revenues. They also need to accelerate their pace of 
delivering new products to beat the new players in the market.

The preferred settings where banks are investing in the cloud today are related to some of 
the most challenging topics they have in their agenda:

 ▶ Managing their risks across the enterprise with large computing and analytics capa-
bilities,

 ▶ Improving the fraud detection within the financial systems with machine learning ca-
pabilities, 

 ▶ Modernizing the core systems including payments, made obsolete by the new regula-
tions like PSD2 or the instant payments initiatives, implementing new agile architec-
tures and enabling the continuous delivery of features,

 ▶ Developing a new customer experience by leveraging Artificial Intelligence and Digital 
Feedback Loop,

 ▶ Empowering their employees with solutions like the definition of the “next best action” 
for a customer,

 ▶ Building the “single source of truth” about the customers with large data lakes.

Financial Institutions are consuming the cloud services in different ways. They can choose 
vendors solutions delivered as a service (SaaS). In advance of the banks, most of the tradi-
tional vendors of banking solutions have engaged the transformation of their software into 
services delivered from the cloud. Banks can also choose to develop their own systems 
leveraging infrastructure in the cloud and more advanced services (PaaS) which provide 
direct access to innovation and improve agility.

AI adoption through the cloud holds immense promise for the Swiss financial community. 
Business see that the technology holds great potential for accelerating innovation and com-
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petitiveness, 2among other benefits. At the same time, there is growing interest in ensuring 
that AI technologies are used responsibly. This is driving interest across many markets to 
develop principles for the responsible use of AI. With a long history of neutrality, Switzerland 
is uniquely placed to provide guidelines on this topic, cutting across all industry sectors, as 
well as having issued specific guidelines for the financial services industry. Microsoft issued 
its own framework for responsible AI 3 in 2018. Such principles are an important step forward 
– but of course their impact can only be achieved when they are implemented in practice. 

GLOBAL ACTION AND SUSTAINABILITY

According to a 2016 study by ISACA and RSA Conference, 74 percent of the world’s bu-
sinesses expect to be hacked each year. The estimated economic loss of cybercrime is es-
timated to reach $3 trillion by 2020. As these costs continue to climb, the financial damage 
is overshadowed by new and broadening risks. Some governments continue to invest in 
greater offensive capabilities in cyberspace, and nation-state attacks on civilians are on 
the rise. The world needs new international rules to protect the public from nation state 
threats in cyberspace. Just as the Fourth Geneva Convention has long protected civilians in 
times of war, Brad Smith, President of Microsoft has been clear that we now need a Digital 
Geneva Convention. The convention will commit governments to protecting civilians from 
nation-state attacks in times of peace. 

Although no international agreement is ever perfect, the world has already benefited from 
other global covenants. The Treaty on the Non-Proliferation of Nuclear Weapons and the 
Chemical Weapons Convention are both examples of the international community coming 
together to effectively manage weapons with the potential to create catastrophic harm. A 
Digital Geneva Convention would create a legally binding framework to govern states’ be-
havior in cyberspace. 

In the 20th century, the Fourth Geneva Convention recognized that the protection of civilians 
required the active involvement of the Red Cross. Likewise, protection against nation-state 
cyberattacks requires the active assistance of technology companies. The tech sector plays 
a unique role as the internet’s first responders, and we therefore should commit ourselves 
to collective action that will make the internet a safer place, affirming a role as a neutral 
company that assists customers everywhere and retains the world’s trust. 

All in all, there are many challenges to a wide-spread adoption of the cloud and Microsoft 
commits to meeting them. One of such challenges is related to global warming and growing 
CO2 emissions. Microsoft has recently announced an ambitious objective to ultimately re-
move its carbon footprint. By 2030 Microsoft will be carbon negative and by 2050 it will 

2 https://news.microsoft.com/apac/2019/02/20/microsoft-idc-study-artificial-intelligence-
to-nearly-double-the-rate-of-innovation-in-asia-pacific-by-2021/

3 https://www.microsoft.com/en-us/ai/responsible-ai
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remove from the environment all the carbon the company has emitted since it was founded 
in 1975. 

We believe that Microsoft’s most important contribution to carbon reduction will come not 
from our work alone but by helping customers around the world reduce their carbon footprint 
through our learnings and with the power of data science, artificial intelligence, and digital 
technology. For many customers, sustainability is already a core part of their business, while 
others are just beginning their work to mitigate carbon impact. Regardless of where orga-
nizations stand on their journey, Microsoft is launching an initiative to help its suppliers and 
customers around the world reduce their own carbon footprint and initiates a new $ 1 billion 
climate innovation fund to accelerate the global implementation of sustainable technologies.

Better tracking of carbon starts by creating greater transparency on the carbon impact of 
services and products. To this end, Microsoft is launching a new tool, the Sustainability 
Calculator that analyzes the estimated emissions from Azure services through a Power 
BI dashboard. This helps customers better understand the carbon impact of their cloud 
workloads, discover the potential benefits from fully migrating to Azure, and assists them in 
reporting their carbon footprint for IT services for the often hard-to-track Scope 3 emissions. 
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Apurv Jain’s latest venture MacroXstudio is focused on privacy friendly 
α. Apurv was the co-founder, senior portfolio manager and research lead 

of a 10- person team at Microsoft that specialized in applying alternative data 
towards predicting macroeconomic and behavioral trends to profitably manage 
a $100 million portfolio for 5 years. Most recently, he was a visiting researcher 
at Harvard Business School (HBS) where he published a book chapter and 
academic articles on applications of alternative data in economics. His prior 
experience includes managing a $3B credit portfolio as a PM, a 
senior researcher role at the global macro hedge fund Bridgewater 
Associates, and options trading at Deutsche Bank. His previous 
academic appointment was as a senior data scientist at Microsoft 
Research (MSR). 

Neil Seeman is Founder, Chief Executive Officer and Chief 
Privacy Officer at RIWI Corp., a global trend-tracking and 

prediction technology firm, and Senior Fellow at Massey College in 
the University of Toronto.
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By Apurv Jain  
Founder of MacroXstudio  
Former Visiting Researcher at Harvard Business School

You are the CEO of a well-known asset management company and are sitting in 
a meeting with a new data vendor, your new portfolio manager (PM) who is an 
expert in alternative data, and your compliance officer. 

THE FOOD DATA PITCH

The data vendor has data showing exactly what each public company’s CEO 
and all their workers ordered for lunch every day since Jan 1st, 2011, and he 
shares a case study where, using the patterns in the food data, their proprietary 
signal successfully predicted an impending merger of company X that had been 
shopping for strategic partners, with conglomerate Y. The senior management 
of public companies X and Y started eating more steaks, fries and pizza three 
months before the actual successful merger. The vendor’s resident food scien-
tist — an authority in the field, shows convincing and intriguing studies about 
protein, sugar, and fat correlations with dopamine receptor activity, serotonin 
and testosterone levels, and how changes in senior leadership’s food consump-
tion patterns might signal important business events on the horizon. Even if the 
exact event remains unpredictable, buying options ahead of time that gain value 
when the volatility and activity in X and Y increase after the news breaks officially 
could be profitable.

A longer version of this article co-authored with Neil Seeman appeared as Privacy vs. Alpha: A conversation on Data Driven 
Investor. Apurv conducted the research when visiting at Harvard Business School earlier in 2019. Available at : https://www.
datadriveninvestor.com/2019/10/02/privacy-vs-alpha-a-conversation/#

and Neil Seeman 
Chairman and Chief Executive  
Officer at RIWI Corporation

Privacy vs. Alpha:  
Is the Trade-off Real?
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It is all very interesting and horizon broadening; you are reminded why finance can be fun! 
These data are not accessible to many people yet — especially not in a systematic, compiled 
way. Your star portfolio manager is salivating. She is still asking all the hard questions ranging 
from data quality, data completeness, to the high likelihood of back-fitting — “What about the 
cases where people just changed their food habits randomly and nothing happened?”— but 
you know from experience that she really wants the data. 

You also wonder how much pension fund ABC, your tough and intelligent investors, might 
like a cool story from this project: “Hey we really know the companies in our concentrated 
equities portfolio. We even know what they are eating! A long protein and short empty carb 
strategy actually made 3% α in our concentrated event driven strategy.” Insert a fun discus-
sion about food, and you might just have retained a client that would have switched to smart 
beta. 

ALPHA VS. PRIVACY

On the other hand, the data are expensive and you are concerned about privacy2: I would not 
want people to know what I am eating. 

Your compliance officer points out that, if no one else is using these data, that is actually a 
bad thing, and you know he would prefer you not to buy these data. Additionally, he raises the 
issue of informed consent. The informed consent issue seems non-trivial since most people 
do not really understand what they click ‘yes’ to. Cameron Kerry of the Center for Technology 
Innovation at the Brookings Institution recently wrote (2018): “In a constant stream of online 
interactions, especially on the small screens that now account for the majority of usage, it is 
unrealistic to read through privacy policies. And people simply don’t.” 

The question facing you is: “Are the costs and risks of these data worth the expected reward?”

Your PM replies: “Very simple!” To earn the higher returns, we must take more risk and pay 
more. And sure, the privacy of a few people may diminish in a theoretical scenario with these 
types of consumption data, but senior management had signed up for a certain amount 
of risk when they took on public roles in a public company. Wouldn’t the slight potential 
diminution of privacy of a few people justify more dollars in the hands of retirees?

2 Acquisiti et al (2016) posit that privacy while difficult to define is related to the boundaries between the self and others; and individuals 
making decisions about those boundaries to determine the tangible and intangible benefits and costs to themselves and society.
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Figure 1: The month 0 expected privacy vs.α trade off

COSTS ARISE

After obtaining these new data, you had to hire various specialists as consultants to process 
the data and then everyone had to understand what these specialists were really saying. The 
meetings become tortuous since the PM seemed like the only one who had a clue about the 
biology and brain chemistry even though the head quant and the main food scientist were in 
the room and only too willing to explain to whoever would listen. On the reward side, there 
does not seem to be a ton. Yes, your firm espouses patience in investing but it has been  
six months and your team has not found any systematic alpha signals that you honestly 
believe in. 

It turns out that this lack of results from hyper-personalization and vast amounts of analysis 
is not uncommon in other fields. In their influential meta-study on the economics of privacy, 
Acquisti et al. (2016) mention that while large sums of money are spent on targeted adver-
tising — using sophisticated techniques from Web bugs, to cookies, to browser and device 
finger printing — its effectiveness is unclear. 

THE MORAL HAZARD OF ALPHA AND PRIVACY BREACH 

What if these hyper-personal data help generate some alpha for a few years and then there 
is a terrible leak that exposes sensitive information about people’s DNA to malicious hackers 
in a different country? How does the current incentive structure play out? If the firm is orga-
nized such that the PM and the quant team could reap significant benefits from the alpha 
signals derived from new data, and compliance or the CEO bear the long-tail risks in case of 
a leak, then there is room for moral hazard. The PM and the quant teams are incentivized to 
be aggressive in procuring these data and exploiting them to the utmost without regard for 
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privacy or the tail risks. And these long-tail costs can be real. Privacy is context dependent 
and malleable ex-ante it is not clear that asset managers should become co-owners in indi-
viduals’ trade-offs (Acquisti et al., 2015). If Capital One™ — a big company known for being 
tech savvy — could not3 protect its customers, what is the guarantee that a smaller asset 
management firm can?

DATA ANONYMIZATION DOES NOT WORK WELL

Potential cures like data anonymization do not work as well as we may expect. In a recent 
paper, researchers de Montjoye and Hendricx showed that 99.98 per cent of Americans were 
correctly re-identified in any available ‘anonymised’ dataset by using just 15 characteristics, 
including age, gender, and marital status (Brogan, 2019). 

THE MISPRICING OF PRIVACY? 

Another factor to consider with the proliferation of data is the revelation of information by 
one user about other users (as Acemoglu et al. (2019) point out in their interesting paper “Too 
Much Data: Prices and Inefficiencies in Data Markets.”) can depress the price of data due to 
a data externality.

LEARNING FROM HEALTHCARE: THE RISKS 
OF EXPOSING PERSONAL DATA IN THE CONTEXT OF URGENCY

So ingrained in healthcare research is the risk of data leakage that Faculties of Medicine have 
long had Institutional Review Boards (IRBs) pre-assess data methods and potential datasets 
for demonstrable downstream benefit well prior to the collection of any research using human 
subjects. The IRBs, consisting of arm’s length assessors, function independently. Research 
projects built around methods that do not collect personal data – for example, a survey of 
hospital protocols on IT usage – can be declared exempt from in-depth IRB protocol reviews, 
which is a relief for researchers because the process of a full review can be taxing and 
delay the research significantly. There is thus an inherent incentive to avoid the collection 
of personal data unless the ROI of linking datasets – the mapping of clinical outcomes data 
to specific surgical procedures, for instance – can lead to important discoveries such as 
finding out that one of many different surgical procedures is the only one that results in 
longer post-surgical survival. This research requires personal data but is obviously worth the 
potential stress and delay of going before an IRB.

3  Shares of Capital One are off 3% premarket after a data breach exposed 140K Social Security numbers of its credit card customers, 
around 80K bank account records and 1M Canadian Social Insurance numbers. Additional information including names, addresses, phone 
numbers, credit scores and credit limits were also exposed, although credit card account numbers and log-in credentials were not taken. 
The suspect? Paige A. Thompson, a former employee of Amazon Web Services (NASDAQ:AMZN), where the bank had stored its customer 
data. Capital One (NYSE:COF) estimates the hack will cost the company approximately $100M-$150M in 2019. 
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Healthcare has also seen the damaging effects of information overload: Researchers have 
analyzed the situation through the concept of “filter failure,” noting that the main problem is 
not that there is too much information, but rather that the current tools of managing and eva-
luating information are ill-suited to the realities of the digital age. Some of the major instances 
of filter failure are inadequate information retrieval systems in clinical settings, and the 
problem of identifying all relevant evidence in a complex, diverse landscape of information 
resources (Klerings et al., 2015).

DESIGNING A WAY FORWARD: PRIVACY FRIENDLY α? 

Ann Cavoukian (2017) writes about turning the privacy vs. security paradigm on its head and 
thinking of positive-sum messaging. How would this happen in asset management? 

Imagine with the same dataset you find that some of the food data, when aggregated, was 
useful for predicting same store sales. That was extremely useful for your firm’s PE arm that 
used this information for better investment in private companies with low analyst coverage. 
Perhaps you can do better seasonal correction for macro data by using aggregated informa-
tion about consumption patterns  — especially liquids — over various states during a heat 
wave when the Bureau of Labor Statistics may not have taken it into account. Such strategies 
do not rely upon individual users losing control over their personally identifiable data.

Other examples of privacy friendly investment or social α may be:

1. Better ESG and corporate governance being enforced by using anonymized and  
aggregated data from surveys and forums about employee happiness and their judg-
ment of management effectiveness.

2. Better macro-economic predictions that help foster improved monetary policy and 
more timely asset allocation, especially in difficult economic times or for poorer coun-
tries when these government data tend to be poorly measured (Jain, 2019).

3. Using anonymous surveys or data from explicit public forums such as Twitter™ where 
users can provide feedback to the government about fiscal policy, or nudge corpora-
tions to act more ethically. The sentiment expressed in such surveys and tweets tends 
to be noisy but leading and hence can also be used for investing when appropriately 
combined with aggregated credit card or other data or a prior strong view (Jain, 2019). 
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STARTING A CONVERSATION

Investment professionals are taking note. Bill Kelly, the CEO of Chartered Alternative Invest-
ment Analyst (CAIA) agrees with the potential alternative data offer: “Finding alpha in what 
have become highly efficient markets is increasingly a very difficult challenge. The advent 
of 1.2 million terabytes of alternative data represents a potential sea of inefficiency and the 
opportunity for alpha discovery.” 

Yet the future privacy risks concern Bill; he believes that as an industry we are better off 
self-policing.

“The client, regulator and legislature are mostly standing on shore observing and trying to  
understand what this all means. They will eventually weigh-in when hindsight is 20/20.  
The agency problem between the investment professional and the organization that signs  
her check is real. It must be self-policed with the utmost caution, erring on the side of  
the consumer at time when the definition of privacy has failed to keep pace with the rapid 
digitization of our world.”

As enthusiastic researchers who believe in the promise of data, we have two broad  
suggestions:

1. A risk mitigation solution: Form a committee in the firm similar to the IRB committee 
structure in healthcare in which we reduce the moral hazard by making the CIO, to 
whom the PM reports, also wear the hat of the Chief Privacy Officer, and thus she 
would own the long tail risk as well as the alpha. A long-tail risk manager, facing 
an ‘extinction-level event’ (ELE) after a data breach would, therefore, err on the side 
of demanding to see proof of alpha-creation well prior to the procurement of any 

Figure 2: Towards a constructive  
conversation. Privacy AND α
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sensitive data. If compliance also had to report to the CIO, then compliance managers 
could move away from being “if, then” tick-box checkers4 to enterprise risk managers 
who care about long-tail protection for all people who contribute their data to ‘free 
services’ (search, social media). 

2. A reward increasing solution: Examples of funds or companies that do not use indi-
vidual data by design but are achieving investment alpha or improving outcomes for 
society — as suggested in the previous privacy friendly α section — could also be 
powerfully effective in encouraging others to follow suit.

This is a complex topic but an important one. We do not have the complete answers but hope 
to hear from all the stakeholders and returning to healthcare, a sector that operates under 
high stakes and under urgency in search of finding cures for epidemics of life-threatening 
diseases from which all of humanity can benefit, it needs to live by the Hippocratic Oath: 
First, Do No Harm.

4 Example: Q: “Does the vendor scrape social media sentiment that can be matched to a person?”; “If yes, then” 
does the data vendor have a protocol in place to de-identify and scrub all personal identifiers?”
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In the world, where data has become the new oil, the burden of privacy mana-
gement lies on individuals. It is up to people to exercise control over personal 
information and choose which data collecting services to use. However, most 
people are not able to manage their own data properly and the underlying regu-
latory model seems to be failing. After establishing some general issues around 
privacy management, we argue that there is a growing opportunity for banking 
and wealth management. A move towards including privacy and data protective 
services in the offering makes sense not only in order to protect clients and their 
wealth, but also as a strategy to improve data analytics and profit from data 
assets.

 
If twenty years ago, people had to make some effort to access news, physically 
rent movies in a DVD store, or manually update a contact book to keep in touch 
with friends, today we live in a totally different reality. With each day, our world 
gets ever so slightly more interconnected. We access personalised news feeds, 
have tailored streaming services, are present on various online social networks, 
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and we will soon have our fridges tell us what to eat and when. Some services are even 
automatic - they deliver the right information at the right time thanks to continuous back-
ground activity. In the digital era, people produce data, a lot of it and from countless different 
sources. It has become virtually (pun intended) impossible to keep track of our personal 
data. We are unable to tell the extent to which our data is gathered, who possesses it, and 
what can be inferred from it.

FAILURE OF PRIVACY SELF-MANAGEMENT

Most of today’s data protection measures revolve around the model of privacy self-manage-
ment (Solove, 2013). The core idea of this model is that individuals should be given a bundle 
of specific rights such as the rights to consent to the collection, use, and transfer of their 
personal data, in order to enable individuals to self-manage their data and privacy. Ideally, 
this approach empowers people to exercise control over personal information and to decide 
for themselves which of their data to disclose or keep private.

Another rationale for the privacy self-management approach is that it attempts to efficiently 
strike a balance between social interest and technological progress and economic deve-
lopment. In the new economic reality, services increasingly require data either in order to 
function directly, or in order to be developed, improved, or launched to the market. As a re-
sult, much of the technological progress we enjoy rests upon the data we share directly and 
indirectly with various industries. So, instead of adopting a paternalistic stance on data-re-
gulations and providing all the data-leveraging industries with a correct and comprehensive 
set of guidelines on how to collect, use, and transfer personal data, it is much easier for the 
regulators to embrace the privacy self-management approach, e.g the GDPR. It places the 
burden of balancing privacy trade-offs on individuals and thereby avoids overly paternalistic 
intervention in the data economy. Data has de facto become a commodity which people 
trade in exchange for various on- and off-line services. In the end, if people decide to give 
away their personal data in exchange for something they find of value, it is their choice after 
all. So where is the issue?

Scholars seem to agree that the current approach based on privacy self-management is fai-
ling and that it does not protect individuals as it should (see for instance Acquisti et al., 2016; 
Custers et al., 2018; Schermer et al., 2014; Solove, 2013). Let us first mention that putting the 
burden of weighing privacy trade-offs on individual decision-making is very demanding in 
terms of time and cognitive abilities. For instance, estimates show that an average American 
citizen would have to spend 244 hours per year or 40 minutes per day reading online privacy 
policies (McDonald & Cranor, 2008). Moreover, this is only the reading time which of course 
does not guarantee comprehension of the policies. This alone illustrates well why it would be 
unreasonable to expect people to properly manage their own data. 

McDonald and Cranor’s study dates back to 2008 so, as of today, the situation is likely worse. 
We are inundated by privacy notices while none of us can correctly name the number of da-
ta-collecting services we use on a daily basis. Interestingly, we are not engaged with active 
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privacy management even if we are submerged in reading requests. Instead of making us 
spend more time reading privacy notices, the amount of data requests actually makes us less 
likely to read them. As a result of being constantly confronted with privacy notices, people 
disengage with privacy management (Schermer et al., 2014) which in turn further deprives 
the self-management model of its initial purpose.

But suppose people spend enough time reading privacy notices and that they actually un-
derstand them. Even in this case, there are many cognitive issues that would prevent them 
from taking the right and rational decision. People might be uncertain about how to balance 
privacy trade-offs (Acquisti et al., 2015) or might be subject to cognitive biases (Acquisti 
& Gross, 2006). Take the status quo bias, namely the underlying preference for avoiding 
to undertake actions or for things to remain the same (Samuelson & Zeckhauser, 1988). 
Individuals are quite sensitive to default options provided by internet services, social media, 
and even public policies. For instance, making a default the option to contribute a part of 
your salary to a retirement plan makes it much more likely for you to actually do so. The 
same goes for including tips in the restaurant bill, adopting an opt-out policy for being organ 
donors, setting a default ringtone, or providing default privacy options for data collecting 
service. Various rationales have been provided for this bias ranging from the adversity for 
change to perceiving defaults as savvy recommendations. Many of us tend to stick with 
the defaults in our smartphone settings, social networks, and banking plans, thereby tacitly 
accepting what the industry wishes that we do. In the banking industry, some figures are 
striking: Janger and Schwartz (2002), for instance, report a study which found that only 0.5% 
of banking customers had engaged with opt-out options provided them by banks under 
a newly introduced regulation. As we will argue later, there is much potential here for the 
banking industry to profit from data assets by extending the range of services and including 
privacy and data management solutions.

Even in the hypothetical case of a world full of perfectly rational privacy experts, many struc-
tural issues will remain. For instance, it is difficult to keep track of the various seemingly 
innocuous bits of information we spread across time. Taken independently, some pieces 
of information can seem useless or to pose no threat to privacy. However, people spread 
information across time and through different services. With aggregate data analytics, it 
has become impossible to tell which piece of information will become critical and allow 
inferences to be drawn. For instance, using only public information spread across decades, 
Acquisti and Gross (2009) managed to predict social security numbers in the United States. 
Even more worrisome, if someone is after your personal data, but you do a great job at pro-
tecting it, the data of people around you can be used as a proxy for retrieving your personal 
information. Because privacy is context dependent, safeguarding your privacy requires a 
protective environment where people control the flow of their personal information. In the 
data analytics world we live in, if people around you share their personal data extensively, 
yours can become a matter of statistical inference. 

Other structural issues include market dominations, network effects, and a general lack of 
privacy options, all of which restrain people in their capacity to make their way through the 
data collecting world. For instance, network effects, i.e. the influence or power of a service 
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growing with the size of the network, are very present among social networks and commu-
nication services. If a critical number of people uses a specific service, e.g. a messaging or 
video communicating software, refusing to join that network due to privacy concerns results 
in social pressure on the reticent individual. Combining social pressure with the lack of op-
tions or the often “take it or leave it” privacy notices, creates an environment in which it is 
very difficult to make decisions consistent with our privacy preferences. These structural 
issues influence people into surrendering their personal data and adopting services through 
pressure rather than real choice.

There are several other problems related to the privacy self-management model, but what 
has been presented should already cast doubt on people’s abilities to effectively manage 
their personal data. Most alarmingly, there does not seem to be a political solution on the 
horizon in the near term.1  So, it seems that society is in a serious predicament regarding 
privacy and data management.

TWO REASONS FOR INTEGRATING  
PRIVACY AND DATA MANAGEMENT SOLUTIONS

At this point one might ask, how any of this is linked with the banking and wealth-manage-
ment industry? What follows from the previous part is that people share their personal data 
extensively and with increasing magnitude. Unfortunately, this sharing does not always align 
with people’s desires or even awareness. People lack time, knowledge, and simply the ca-
pacity to effectively self-manage their privacy in the digital age. Moreover, there seems to be 
little ground to believe that the situation is likely to improve because of the issues underlying 
the regulatory privacy self-management approach. As a result of using modern technologies 
and services, spreading extensive amounts of data on the Internet, we tend to lose control 
over our information and who can access it.

It is one thing to let an established technology company know what is our favourite music 
genre, or to retranscribe our video calls for the sake of quality purposes (something which 
we do not consider as particularly good). However, it is much more problematic, as a result of 
our lack of control over personal data, to inform ill-intentioned individuals about our activities, 
finances, and locations. The first point that we wish to bring forward is that a consequence of 
the failure of privacy self-management is our becoming more vulnerable to cyber crime and 
information-based crime in general. 

One of the reasons why people should care about their personal information is purely pru-
dential. In the majority of cases, crime requires information to be executed and in the digital 
era there is probably no better way to obtain information than through the traces we leave 
on the Internet. Here, adopting the right reflexes with regards to privacy and data security 
online. In this context, we believe the banking and wealth management industries could play 
a positive role by getting into the business of privacy and data security to protect their cus-
tomers. Perhaps it should not be up to banks and wealth managers to be behind clients each 
time they would like to use a connected fridge or solicit a voice assistant. One could simply 

1  Note that the most recent regulations such as the GDPR fundamentally rely on individual consent and the privacy self-management model.
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imagine promoting a set of good privacy and data security habits among clients; or one can 
imagine going further by offering  secure cloud services or even striking partnerships with 
information security companies to protect clients in their everyday lives. 

The fundamental reason here is that by protecting the clients’ privacy and data in a global 
situation of lack of control over personal information mentioned in part I, the banking and 
wealth management industry can better protect the wealth of the clients. Research abounds 
with numerous figures that illustrate the importance of everyday data protection and the di-
rection of development for data security. For instance, a Verizon (2019) report analyzing over 
40’000 security incidents, 2’000 of which were confirmed data breaches, concluded that 71% 
of the breaches were financially motivated and 25% were motivated by espionage. In their 
Cybercrime Report, Cybersecurity Ventures (2016) predict that by 2021 world cyber crime 
costs will exceed $6 trillion annually, up from $3 trillion in 2015, making it more profitable than 
global illegal drug trade.

This issue is very important for the wealth management sector because of its focus on 
wealth. The wealthier the individual, the more desirable of a target the individual is for cyber 
theft, extortion, and information-based crime in general. Wealth preservation being one of 
the main value propositions of the industry, integrating privacy and security features into the 
general offering can therefore make sense to better protect clients and their wealth.

A sceptic might respond that wealth managers are not cybersecurity or data privacy ex-
perts and that all in all finance, banking, and wealth management industries are not in 
the business of data or privacy protection outside their business. Here comes the second 
reason for integrating privacy and data protection services: the global risk of disruption 
from technology companies. It should not come as a surprise that the incumbent banking 
and wealth management actors are at risk of disruption not only from FinTech but also the 
Big Tech companies. Fundamentally, the risk stems from trends of greater customizability, 
user-friendliness, and construction of ecosystems. Big Tech companies lead in this respect 
and are extensively leveraging personal data to offer ever better and more personalised 
ranges of services including financial services. If Big Tech companies decide to enter the 
market of banking and finance in full force, consequences for the banking sector will be 
serious. With leading data analytics capabilities and the possibility of bundling services to its 
large customer base, Big Tech is a serious contender for long-established business models. 
On the other hand, FinTechs also enter the market, grow bigger, and challenge traditional 
frameworks. So, it looks like the incumbents will have to evolve no matter what.

CONCLUDING REMARKS

To meet new market demands and challenges, there are a few strategies available to the 
incumbents in the banking and wealth management segment ranging from the adoption 
of open platforms, to business diversification and partnerships with FinTech and Big Tech 
(OECD, 2020). Here, we argue, one concrete strategy could be focusing on privacy and 
data protection of customers. Compensating for the Big Tech’s better data capabilities, in-
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cumbents’ advantage lies in their clients’ trust. Trust is a fundamental element of wealth 
management, and this could just be the industry’s edge. Of course, there are many ways in 
which data and privacy protection can be integrated into the industry’s offerings. Perhaps, 
diversifying away from wealth management and going in the business of search engines or 
streaming is not a good idea. However, concluding partnerships with renown privacy and 
data protecting companies to offer bundled services to customers can make sense. Moreo-
ver, if in the process this improves data analytics by using clients’ data coherently (after all, 
the company will stock more data), it would solve both challenges: on the one hand it would 
protect clients and their wealth and on the other, it would improve companies’ data analytics 
and thus help better serve clients.

There is a catch however, for there might be a tension between the two reasons we provi-
ded the wealth management industry for protecting customers’ privacy and data. On one 
side there is the idea of protecting customers’ privacy and data because people are bad 
at self-managing their privacy. On the (probably) opposite side is the idea of expanding 
services, offering better customer experience, greater personalisation, product bundling, all 
of the things which require extensive collection and use of personal data. So there might 
be a tension here and it should be coherently addressed. Regardless of whether a healthy 
balance between the two rationales can be found, the wealth management industry is par-
ticularly well positioned in Switzerland to conclude partnerships with security, privacy, and 
data protection firms. Switzerland abounds with such companies and is a world leader in 
many aspects. There is thus a considerable opportunity for the Swiss wealth management 
industry to remain not only the home of wealth management and trust, but also privacy and 
data security.
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Finance is entering a new era. The technological, social and scientific advance-
ments are having and will continue to have a profound impact in finance.  
Artificial intelligence and big data will have a profound impact in all aspects.
We discuss in this article what is artificial intelligence in finance the opportuni-
ties and threats and the implications for researchers, practitioners, clients and 
supervisors. 

THE NEW REVOLUTIONS

The financial services industry is experiencing unprecedented structural change. 
There are several technologies that are transforming all the different sectors of 
the financial services industry:

 ▶ Big Data and Artificial Intelligence. We will focus in this article on the 
growing importance of artificial intelligence and machine learning appli-
cations in the industry. Modern data analysis will make intensive use of 
artificial intelligence and machine learning models to use large internal 
and external databases.

 ▶ Digitization. The sector is still exploring how to better serve customers in 
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the digital ecosystem. How to deal with digital customers, conserve and gain market 
share. Financial companies are making significant investments to improve customer 
experience and commitment through the development of new products and digital 
capabilities. In all industries, there is a widespread digital disruption. These are unex-
plored territories for all industries, as the marketing and big data departments are 
trying to understand new challenges and opportunities.

 ▶ Blockchain is a digital transaction book distributed with identical copies kept on 
each of the network members’ computers. All parties can review previous entries 
and register new ones. Transactions are grouped into blocks, recorded one after the 
other in a blockchain. The links between the blocks and their content are protected by 
cryptography, so previous transactions cannot be destroyed or falsified. This means 
that the ledger and the transaction network are reliable without a central authority, 
and intermediaries.

 ▶ Internet of Things. Many industries see a great opportunity in IoT applications: ana-
lysts and technology providers predict an aggregate economic value of between $ 
300 billion and $ 15 billion by the end of this decade. Few analysts seem to expect 
more than a transformative effect on almost all dimensions of economic activity by 
2020. Some use cases have already proven their effectiveness: applications such as 
car insurance telematics and «intelligent commercial building management systems» 
«offer clear examples of IoT of new products or modified processes.

 ▶ ESG and SDG Factors. ESG means using Environmental, Social and Governance 
factors to evaluate companies and countries on how far advanced there are with sus-
tainability. SDG is a newer sustainability scoring concept initiated in 2015, which has 
been driven by the Division for Sustainable Development Goals (DSDG) in the United 
Nations Department of Economic and Social Affairs (UNDESA).

All these new technologies and new factors like ESG and SDG are reshaping finance and 
our society.

BIG DATA AND ARTIFICIAL INTELLIGENCE IN FINANCE

Big data and Artificial Intelligence offer a wide range of applications in finance as we can 
see in Figure 1: Fintech Innovation. From client servicing (virtual agents), financial marketing, 
investing, risk pricing to financial innovation. Big Data and AI can also be used to evaluate 
and measure ESG and SDG factors at a company and country level.

Basically all aspects in the finance value chain require gathering data, modeling and per-
forming tasks and taking decisions.
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Figure 1: Fintech Innovation

ARTIFICIAL INTELLIGENCE

Artificial intelligence (AI) is intelligence demonstrated by machines, in contrast to the natural 
intelligence (NI) displayed by humans and other animals. In computer science AI research is 
defined as the study of «intelligent agents»: any device that perceives its environment and 
takes actions that maximize its chance of successfully achieving its goals. Colloquially, the 
term «artificial intelligence» is applied when a machine mimics «cognitive» functions that 
humans associate with other human minds, such as «learning» and «problem solving».

Artificial intelligence was founded as an academic discipline in 1956, and in the years since 
has experienced several waves of optimism, followed by disappointment and the loss of 
funding (known as an «AI winter»), followed by new approaches, success and renewed 
funding. For most of its history, AI research has been divided into subfields that often fail 
to communicate with each other. These sub-fields are based on technical considerations, 
such as particular goals (e.g. «robotics» or «machine learning»), the use of particular tools 
(«logic» or «neural networks»), or deep philosophical differences. Subfields have also been 
based on social factors (particular institutions or the work of particular researchers).

The traditional problems (or goals) of AI research include reasoning, knowledge, planning, 
learning, natural language processing, perception and the ability to move and manipulate 
objects. General intelligence is among the field’s long-term goals.

Approaches include statistical methods, computational intelligence, and traditional symbolic 

85

Geneva Wealthtech Vol.1 / Data Analytics and Artificial Intelligence



Fig
ur

e 2
: A

rti
fic

ial
 In

te
llig

en
ce

 In
fo

gr
ap

hi
c. 

So
ur

ce
: P

au
l M

ar
sd

en

86

Geneva Wealthtech Vol.1 / Data Analytics and Artificial Intelligence

86



AI. Many tools are used in AI, including versions of search and mathematical optimization, 
neural networks and methods based on statistics, probability and economics. The AI field 
draws upon computer science, mathematics, psychology, linguistics, philosophy and many 
others.

First coined in 1956 by John McCarthy, AI involves machines that can perform tasks that 
are characteristic of human intelligence. While this is rather general, it includes things like 
planning, understanding language, recognizing objects and sounds, learning, and problem 
solving. 

Arthur Samuel coined the phrase not too long after AI, in 1959, defining it as, “the ability to 
learn without being explicitly programmed.” You see, you can get AI without using machine 
learning, but this would require building millions of lines of codes with complex rules and 
decision-trees.

Supervised
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Translation
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Extraction

Speech to Text

Text to Speech
Artificial

Intelligence

Image Recognition
Vision

Vision

Expert Systems

Speech 
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Figure 3: Artificial Intelligence Fields

MACHINE LEARNING

Machine learning is a field of computer science that gives computer systems the ability to 
«learn» (i.e., progressively improve performance on a specific task) with data, without being 
explicitly programmed.
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The name Machine learning was coined in 1959 by Arthur Samuel. Evolved from the study 
of pattern recognition and computational learning theory in artificial intelligence, machine 
learning explores the study and construction of algorithms that can learn from and make 
predictions on data – such algorithms overcome following strictly static program instruc-
tions by making data-driven predictions or decisions, through building a model from sample 
inputs. Machine learning is employed in a range of computing tasks where designing and 
programming explicit algorithms with good performance is difficult or infeasible; example 
applications include email filtering, detection of network intruders or malicious insiders 
working towards a data breach, optical character recognition (OCR), learning to rank, and 
computer vision.

There are some variations of how to define the types of Machine Learning Algorithms but 
commonly they can be divided into categories according to their purpose and the main 
categories described in Figure 4: Machine Learning Fields are the following:

 ▶ Supervised Learning that learns regression or class functions.

 ▶ Unsupervised Learning learns the smaller dimension representation of the data.

 ▶ Semi-supervised Learning

 ▶ Reinforcement Learning learns policy functions, sequences of actions to maximize 
reward on a task or multitude of tasks.
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In Figure 5: Machine Learning Finance Applications, we describe a wide range of applications.
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Figure 5: Machine Learning Finance Applications

If we put that in a banking context we can add client analytics, profiling, risk, pricing,  
personalized marketing and virtual agents. In Figure 6: Clients, marketing and sales we can 
see a detailed list.
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NATURAL LANGUAGE PROCESSING

To an extent, sophisticated analytics programs can help businesses utilize their data by 
searching for and revealing patterns hidden in structured data, such as spreadsheets and 
relational databases. But these sources only account for 20 percent of all available data. The 
real challenge for enterprises is getting value from a sea of social media posts, images, email, 
text messages, audio files, Word documents, PDFs and other sources that make up the other 
80 percent of data that can’t be understood by computers—information otherwise known as 
unstructured data. To extract value from unstructured data, companies across industries are 
turning to Natural Language Processing (NLP).

NLP enables computer programs to understand unstructured text by using machine learning 
and artificial intelligence to make inferences and provide context to language, just as human 
brains do. It is a tool for uncovering and analyzing the “signals” buried in unstructured data. 
Companies can then gain a deeper understanding of public perception around their prod-
ucts, services and brand—as well as those of their competitors.

Financial organizations in particular have applied NLP to obtain actionable insights from 
digital news sources. For example, NLP can help:

 ▶ Gather real-time intelligence on specific stocks

 ▶ Provide key hire alerts

 ▶ Monitor company sentiment 

 ▶ Anticipate client concerns 

 ▶ Upgrade quality of analyst reporting 

 ▶ Understand and respond to news events 

 ▶ Detect insider trading

CONCLUSIONS

Artificial Intelligence will have a profound impact on finance: investments, and distribution 
/ marketing pricing, risk management, client analytics, ESG and SDG; literally all aspects of 
finance.

Financial marketing, which in the past was a human task, is and will be replaced by more 
intelligent and efficient big data algorithms. This is an unknown territory. Financial services 
companies have in their data sets more information than ever and will be able to figure out 
how to implement digital marketing more properly. Personalization is the way to go, since all 
customers have different product and level of service preferences. 
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The big data revolution is affecting investment with new data sets, new models (mainly Arti-
ficial Intelligence / Machine Learning) and a new computer paradigm with open source and 
cloud models. Investing is an information processing game, AI and ML will help you model 
unstructured data using natural language processing techniques to measure, for example, 
the feeling and some supervised Machine Learning techniques that allow greater flexibility 
in capturing Nonlinear processes model «hidden» characteristics. All models in financial 
markets that invest obviously face very noisy, possibly non-stationary, data generation pro-
cesses.

Artificial intelligence in finance also comes with risks that researchers, practitioners and 
regulators should pay attention to: fairness, ethics, data privacy and cybersecurity.

The trend will continue in different directions, ultimately, as AI improves, we will see a repla-
cement of human tasks for AI. The big question is not if it is going to happen, but when. We 
are starting a new Finance era.
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By Florence Anglès
Managing Principal - Risk and Compliance, Capco Geneva
Former Head of Risk Management at REYL & Cie

Is intelligence specific to human beings? According to Cambridge dictionary, intel-
ligence is « the ability to learn, understand, and make judgments or have opinions 
that are based on reason ». Since ancient times, intelligence was associated with 
the brain, which captures information through our various senses and is eventually 
broken down and reconstructed. It is made-up of around 100 billion autonomous 
entities, the neurons. They will capture information through dendrites and send 
back information through the axons. This information is processed and propagated 
by synapses to other neurons. They are interconnected with each other, constitu-
ting a network: a neural network. Furthermore, the brain is not frozen, carved in 
stone, it evolves throughout our life due to our experiences. Its plasticity allows 
us to better adapt to our environment. The understanding of the rules governing 
neural networks goes back to the research of Canadian neuropsychologist Do-
nald Hebb in 1949 with his famous rule: “cells that fire together, wire together”. His 
theory explains associative learning and is at the origin of artificial neural network. 
Machines are then able to learn.

FROM LEARNING TO DEEP LEARNING 

Artificial Intelligence (AI) is a broader terms that can be defined1 as “the theory 
and development of computer systems able to perform tasks that traditionally 
have required human intelligence.” Machine learning (ML) is a part of AI, that 
relies on mathematical and statistical approaches to give computers the ability 
to learn from dataset.

1 Glossary from the FSB paper “Artificial intelligence and machine learning in financial services”, November 2017.

Can Machines Think?  
They Can Learn and Perform
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The history of ML starts in the 40s and more precisely in 1943 with the discovery of arti-
ficial neuron by two researchers from Chicago University, Warren McCulloch and Walter 
Pitts. This neuron is a mathematical and computer abstraction of the biological neuron. It is 
possible to build artificial neural networks in order to solve logical operations. This idea has 
been applied to a problem of binary classification. The perceptron is one of the first Machine 
Learning algorithms and the simplest neural network. It is a supervised learning algorithm of 
binary classifiers, invented in 1957 by Frank Rossenblatt at Cornell Aeronautical Laboratory 
and used for image recognition. This monolayer perceptron still has limits: it can only sepa-
rate classes linearly.2 Adding hidden layers improves the algorithm and makes it possible to 
multiply the explanatory power of the model. 

Multilayer perceptron is a deep neural network. The more we add hidden layers, the more 
the depth of the network and the better is the machine learning’s decision making. However, 
it also leads to issues, one of which is the central problem in machine learning called overfit-
ting, meaning the model has too much exposure to the training data. Furthermore, this archi-
tecture of network also requires a great computing power and a lot of data. Neural network 
remained confined to restricted tasks because for solving complex problems, several layers 
are required and researchers did not know how to train these overlapped layers. 

Neural networks and AI have experienced good and bad times. 2012 was a breakthrough year 
for neural network with the advent of Deep Learning. During the 2012 ImageNet3 challenge, 
Geoffrey Hinton, Ilya Sutskever and Alex Krizhevsky submitted a deep convolutional neural 
network architecture, AlexNet. It outperformed its competitors by reducing the top-5 error 

2   A linear classifier is a classification algorithm that makes its predictions based on an a linear predictor 
function combining a set of weights with the feature vector (Wikipedia source)

3   An annual software contest where software programs compete to correctly classify and detect objects
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from 26% to 15%. Deep Learning became mainstream and crossed borders to the land of the 
rising sun. In 2016, China recognized the significance of AI and Deep Learning and declared 
itself willing to become the leader in this field. 

After Deep Blue in 1997, which tackled chess, AlphaGo wanted to master a game invented in 
China over 2500 years ago and characterized by its complexity. Go is the favourite game of 
strategists and emperors and a challenge for artificial intelligence due to the combinatorial 
explosion of possible moves. In March 2016, AlphaGo faced the top Go player in the world, 
Lee Sedol. The Google machine, based on a combination of deep neural network, sealed 4-1 
victory over Go grandmaster and gained the world attention. And, it is no coincidence that 
three pioneers of Deep Learning, Yoshua Bengio, Geoffrey Hinton and Yann LeCun received 
the Turing award in 2019.

AN ATTRACTIVE MARKET FOR INVESTORS 

Investors also show growing interest in AI. According to OECD Going Digital Policy Note 
« Private Equity Investment in Artificial Intelligence », private equity accounts for 12% invest-
ments in AI start-ups in the first half of 2018.
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The main players are the United States, followed by China since 2016 thanks to the govern-
ment support for the technology and Europe.
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In terms of job openings, Deep Learning has been growing at the fastest rate from 2015 to 
2017. AI is an opportunity and will have a positive impact on the world economy. McKinsey 
estimates that “AI could potentially deliver additional economic output of around $13 trillion 
by 2030, boosting global GDP by about 1.2 percent a year”. 

Hedge funds are big players in AI and Machine Learning algorithms due to their capacity to 
identify new signals, price movements and to digest a vast amount of data. It is something 
embedded into their day-to-day trading and operations. By using quantitative models, hedge 
funds can develop new trading strategies and they have outperformed the hedge fund 
benchmark for the past year.

 Source : Prequin Pro
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According to a 2017 report by the Financial Stability Board, AI and Machine Learning have 
managed assets over $10 billions till 2017 and this trend is increasing.

AI is also a great opportunity for private bankers. Their actual and future successes lie in 
their ability to use AI to personalize the customer relationship, to guide them in their financial 
journey and to take into account the demand of the millennials, whose expectations are 
shaped by new technologies. In Wealth Management, the use of AI can enhance client expe-
rience by providing products and services that meet their needs. This technology supports 
engagement and personalization. It will not necessarily replace the relationship manager but 
rather support her or him. Even if AI and more particularly Deep Learning are likely to be a 
game changer for the financial industry and risk management, they will also amplify risks 
and create new ones such as algorithmic bias and programmatic errors.

There has never been so much discussion about AI since the arrival of Deep Learning. This 
trend is due to the rise of big data and the increase in computing power. AI allows now 
intelligent processing of data. In the financial industry, where data analysis is a critical issue, 
AI and Deep Learning will reshape the overall activity from trading to portfolio management 
including risk assessment. 

The banker’s job will evolve gradually and will be AI “augmented”. Risk management function 
should also adapt in order to have the right in house-skills to understand the AI and machine 
learning models. The use of this technology is not limited to finance, it is significant for the 
economy as a whole by increasing labor productivity, creating a new virtual workforce and 
new revenue streams due to the diffusion of innovation. It becomes a strategic issue for 
countries. China is starting the AI race to boost its economic activity and its geopolitical 
influence.

In a few years, AI has become a strategic and even a geopolitical issue. More and more 
people are interested in AI to such an extent that it has become a dream requiring big plans. 
And, if from dream to thought, there was only one step, a giant step… Can machines think? It 
remains an open question but one thing is certain, they can learn deeply and perform. 
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Victoria brings multi-facetted experience in delivering trans-
formational projects in Financial Markets. Her responsibilities 

include implementation of projects leveraging innovative technol-
ogies such as blockchain and transforming the current processing 
landscape at the financial institutions.
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Group in Germany developing and delivering solutions for the  
leading exchanges in the financial markets infrastructure. Having 
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the challenges faced by customers today in starting the 
transformational journey with blockchain technology.
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Blockchain  
is a Journey,  
not a Destination
By Victoria Neagu  
Managing Consultant at IBM

Satoshi Nakamoto’s first Bitcoin paper made blockchain very popular. The 
blockchain was envisioned back in the 1990s when Stuart Haber and W. Scott 
Stornetta worked on the first cryptographically secured chain of blocks where 
no one could tamper with timestamps of documents. This article will discuss 
about the differentiation between private and public blockchains and how does 
blockchain lead to emergence of platform business models for banking industry 
based on the we.trade example.

SETTING THE SCENE FOR BLOCKCHAIN FUNDAMENTALS

Blockchain has different interpretations: it can be either limited to the bitcoin 
mania or discussed in the context of creating business platform models due to 
its underlying technological capability. Blockchain is a shared, distributed ledger 
that facilitates the process of recording transactions and tracking assets in a 
business network. An asset can be tangible as a house, or intangible like in-
tellectual property. Throughout history there have always been instruments of 
trust such as paper money or banking systems. These were used to facilitate 
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the exchange of value between sellers and buyers. While the principle of the exchange of 
value remains, technology innovations such as the Internet, credit card systems and mobile 
technologies are pushing the speed of the exchange to other efficiency boundaries.

Due to the exponential growth of transactions, the complexities are magnified, and vulnera-
bilities, inefficiencies and costs are growing. The following limitations are making business 
transactions expensive, inefficient and vulnerable:

 ▶ Cash has its applications in local transactions and relatively small amounts.

 ▶ Increased length of settlement of a transaction.

 ▶ Need for the validation of transaction by a third party, which leads to high duplication 
efforts.

 ▶ Dependency of all network participants to a central systems’ risks, which in case of 
cyberattacks or fraud can expose all the latter.

 ▶ High administrative efforts such as onboarding process for credit card organizations.

 ▶ Exclusion of the half of world’s population from banking and financial services, due to 
missing bank account access.

To address these challenges, blockchain enables payment networks that are fast and provi-
de a mechanism which establishes trust and transparency.

The emergence of bitcoin electrified the banking community as it addresses the complexities, 
vulnerabilities and high costs of transactions by eliminating the central monetary authority 
and is enabled by peer-to-peer computer network composed by its users’ machines.

However, bitcoin and blockchain are not synonymous. Bitcoin is one use case out of many 
where blockchain technology is demonstrating its value. One can think about blockchain as 
an operating system (such as MacOS or Windows) and bitcoin is only one application that is 
running on that operating system. 

In traditional business, the ledger has been a useful tool to record transactions and track 
assets and the change of ownership through time. As each participant keeps its own copy, 
it makes the method expensive. The blockchain architecture gives participants the ability 
to share a ledger that is updated, through peer-to-peer replication, every time a transaction 
occurs. The following key characteristics make blockchain efficient, secure, authenticated 
and verifiable:
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 ▶ Consensus – all participants must agree on validity for a transaction to be valid.

 ▶ Provenance – participants can trace back where the assets are coming from and what 
were the changes of ownership.

 ▶ Immutability – after a transaction is recorded to the ledger, no one can tamper with 
the transaction. In case of an error, a new transaction will be submitted to cancel the 
previous transaction.

 ▶ Finality – a single, shared ledger provides the determination of ownership of an asset.

Even after a decade of discussions, there is still sometimes a struggle to understand what 
blockchain is all about. It is still confused with bitcoin and there is doubt regarding its poten-
tial for becoming a transformative technology overtime.

It is important to emphasize that there are different types of blockchain: private and public. 
Both rely on some form of distributed ledger technology, but they show different features in 
key areas such as: permissions, consensus, security, performance and scalability.

In a permisionless blockchain, there are no predetermined criteria that each participant must 
meet. Transactions are taking place in a network where just an alpha-numeric address is 
used. In a public blockchain, the participants are granted permission to become part of a 
business network. For business transactions there are regulatory and security concerns 
that most organizations must comply with, which requires to ensure that unauthorized par-
ticipants cannot gain access to transaction data and share sensitive corporate information. 
However, to propel blockchain for business, it is key to design the network around the targe-
ted business outcome. Is the business benefit driven by a wider network with many partici-
pants, and sharing of large amounts of data? Or is it the benefit resulting from a smaller and 
more governed network?

Both, private and public blockchains are verified by consensus. Generally, private blockchains 
are based on incentive structure which will reward the participants who contribute to the 
network. The miners contribute their computing power to solve highly complex cryptogra-
phic problems to verify transactions and are rewarded with cryptocurrencies. However, the 
proof-of-work consensus consumes many resources and results in slow transaction speed.

In a private blockchain, consensus is achieved through the process of selective endorse-
ment. As the participants gained the permission to be part of the network and only neces-
sary group of participants will confirm the transaction. Endorsers are determined by the 
governance and operating rules of the network. This type of consensus relies on modular 
architecture ensuring higher speed for greater transaction volumes.

In terms of security, public blockchains are dependent on the recording mechanism. Just 
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imagine what would happen if a malicious majority of the network would collude and gain 
control of the transaction approval process. 

Private blockchains are applying additional measures besides grouping transaction into 
blocks and linking blocks together into an immutable chain. Security features such as se-
paration of entities provides horizontal protection. Usage of privileged user accounts for 
preventing attacks and protection of encrypted data through securing cryptographic keys.

As public blockchains require high computational power to confirm the transactions, there is 
lower throughput and pending transactions are held up until current transaction is comple-
ted. Private blockchains rely on the design of the network and infrastructure which enables 
processing of higher transaction volumes with fewer computational resources. To ensure 
consensus, public blockchains require computational power and this becomes difficult when 
the number of users is increasing. The more transactions they request, the longer it takes 
for those transactions to be confirmed, and the longer the waiting times during peak hours. 
Private blockchains usually start small and scale towards higher number of transactions. The 
challenge can be to determine today all future requirements when the network will grow. 
Here is key to have modular architecture, capacity on demand and scale-out capabilities.

EMERGENCE OF PLATFORM BUSINESS MODELS 

One remarkable thing when it comes to blockchain, and really stands out, is that it is not 
limited to what one company can transform or do alone, it is about the network. Blockchain 
technology is directly addressing the nature of collaboration itself and how does competi-
tion look like in the future. Competition is not about defining a business case which brings 
benefits for your company, but it is what are the benefits for the whole network and how can 
all the participants of the network win. It is not about a use case which will work for your 
company, but who are the key participants, sometimes out of your business sector, and who 
will help grow and scale the use case(s) across the network. Especially, when it comes to 
the client centricity and the goal to bring the best solution for the customer, you do not leave 
anyone relevant behind. Traditional way of doing business is inspired to approach new ways 
of winning and collaborating with the competition. 

72 percent of banking executives tell us that platform business models are disruptive for their 
industry at large and bring unique benefits to customers and banks as well. Banks can use 
market platforms, as well as provide infrastructure and setup rules for marketplaces. The 
benefit of banks is that 68% of consumers are trusting their banks with the protection of their 
personal information.1 This is by far the best result in comparison to other industries. The 
future relationship between bank and customer will be more personalized and interactive, 
where the bank will be the entry point to other services from other non-banking industries. 

1  “Banking on the platform economy”, page 2. IBM Institute for Business Value 2019
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Providers of ecosystems and consumers will meet on business platforms, be it digital or 
physical. A bank can have several roles on a business platform, each of the role can be held 
in parallel to other and in different platforms.

There are following types of business platforms:

Market platform enables trusted exchanges between different parties on global arena and 
leads standards for enforcing trusts and security.

Business process platform supports redesigned and reconfigured processes which are 
shared between various participants in an ecosystem for maximization of value across the 
network.

Technology platform provides agile and resilient infrastructure that supports banks to suc-
ceed in the “as-a-service” economy (for example, cloud infrastructure providers and traditio-
nal outsourcing providers adopting new cloud technologies).

One great example of business platform powered by distributed ledger technology is we.trade. 
Banks have traditionally been the facilitators of trade deals, by serving as intermediaries and 
providing financing for transactions. However, trade finance has not been digitally transfor-
med for decades, and trade finance is either not scalable for banks, or too complicated and 
costly for most of the companies, therefore leaving almost 70 percent of companies without 
access to trade finance services. Additionally, the legal processes involved in international 
trade deals are often lengthy and cumbersome, preventing companies from doing business 
in an agile way.

we.trade was formed in 2017 with the objective of challenging this model and lowering the 
barriers between businesses and international trade. The company, a joint venture between 
twelve leading European banks – CaixaBank, Deutsche Bank, Erste Group, HSBC, KBC, Na-
tixis, Nordea, Rabobank, Santander, Société Générale, UBS and UniCredit – aims to make 
cross-border transactions more efficient and secure, and open up trade finance to a wider 
pool of companies. The we.trade blockchain trading platform was developed by IBM running 
on the IBM® Cloud™ that uses smart contracts and distributed ledger technology to enable 
companies to trade seamlessly, simply and transparently.

CONCLUSION

As the we.trade case is showing, the application of blockchain increases throughput through 
automation of shared B2B processes and generates new business models. As the blockchain 
journey evolves, banks will be able to offer new digital products and services, create new 
types of secondary markets through tokenization and tap into new types of businesses 
where everything of value can be transacted through digitally native digital assets. 
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INTRODUCTION

Risk factors are central to any discussion in financial services. Global warming 
and climate change are existential risks for the planet’s ecosystem and must be 
considered in all global financial risk considerations as well as in all corporate 
risk evaluations. This is the key takeaway from Citigroup’s October 2019 report 
entitled Managing the Financial Risks of Climate Change. The report goes on to 
estimate that the global GDP effect could reach $44 trillion and the net impact of 
taking action should not have a detrimental effect.

Given this dire outlook we must use more than the standard tools and mindset. 
Beyond governments, corporations, entrepreneurs, NGOs and the UN, we must 
engage as many people as possible. Technology, including but not limited to 
Blockchain or better Distributed Ledger Technologies and crypto philosophy, as 
I posit here, must also be brought to bear in this battle. 

ESG (Environmental, Social and Governance) investments are a hot topic,  
indeed, it has been labeled the most significant investment trend of a genera-
tion. This trend has its roots in 2004; led by the UN and indeed supported by 
the Swiss Government it led to initiatives, for example, at the New York Stock  
Exchange called Principles for Responsible Investment (PRI) in 2006. Growth 
has been explosive.

Morningstar reports “The growth of environmental, social, and governance  
investing has been astronomical over the past few years. … [I]nvestments in 
European and U.S. ESG-oriented funds increased 44% between the end of 2014 
and the end of 2018, reaching a total of EUR 761 billion.” 

By Paul Loeffler
Co-Founder and Managing Partner at the Institute 4 Entrepreneurship

ESG Investing,  
Blockchain and Forests
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Given this interest regulators and policymakers are naturally taking a hard look at the space 
to ensure these investments are safe. 

Morningstar notes the following three main issues being reviewed:

1. ESG regulation in investment management and advice  
This package includes amendments to the Markets in Financial Instruments Directive 
(known as MiFID II) and the Insurance Distribution Directive that would require advi-
sers to establish their clients’ ESG preferences during suitability assessments. 

2. ESG regulation in disclosure and governance   
Stakeholders should have access to a gamut of information, including a product’s 
approach to sustainability in its selection of investments, if and how its managers en-
gage with their investee companies, how managers vote on shareholder resolutions, 
and how a product performs against its objectives.

3. ESG regulation toward a sustainability investment language  
Without a level playing field, it can be difficult for investors to compare products and 
determine what constitutes a sustainable investment. Worse, this lack of standardi-
zation heightens the risk of green-washing, where products might exaggerate their 
ESG credentials. 

Blockchain or other distributed ledger technologies are well suited to support the latter two 
initiatives by providing tamper proof data sources and transparency, for example. 

The strong appetite for ESG investments over the last years has come primarily from the 
baby boomer generation as they are the most aggressive investors. But that situation is 
about to change. As PWC notes we are on the cusp of a transfer of wealth to Generation X 
and millennials.1 This $30-trillion estimated transfer will come with many changes over the 
next decades. Furthermore, these two, younger generations are technically savvy having 
grown up with computers and smart phones, as digital natives. Moreover, they are early 
adopters of new technology like Uber and challenger banks more than their parents.

But here again is another twist in the story. A 2017 survey by broker-dealer Legg Mason 
Investor Services notes that 85% of millennials say they have a conservative risk tolerance. 
Of that total, 52% identify as “very conservative.” This is very different than a third of the baby 
boomer investors surveyed by the firm who said they would describe themselves as “very 
conservative.” 

This divergence is reasonable given that these later generations have witnessed the impact 
that the dot com crash and the global financial crisis of 2008 had on their parents. Likewise, 

1 Link to the study: https://www.pwc.ch/en/publications/2018/new-ecosystens-in-wealth-management.pdf
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the current reality of global warming (the human impact on climate), climate change (the 
earth’s evolution) and the implications for the future means that many in those generations 
see these as a vital topics to address. Indeed, the older generation’s awareness of these 
issues has driven investment in ESG for both the future of the planet and returns on their 
investments.

As digital natives, technology developments have also had a powerful impact on the two 
younger generations. The concurrent timing of the rise of crypto technology, the smart phone 
and the digital disruption of banking and other sectors so prevalent today will continue to 
transform the day to day interactions and dependencies of these generations.

By 2019, these streams (technology and global warming) have matured and converged due 

 ▶ to awareness and investment, 

 ▶ to the myriad well-funded acceleration and innovation programs around the world, 

 ▶ to the enabling of individuals toward self-directing decisions around investment and 
money management and,

 ▶ to the implementation of crypto driven themes.

Crypto has elevated the opportunities for transparency and digitization and more generally 
personal empowerment and community. Let us reflect on these themes in the world of fo-
restry. Tokenization of currency (not a new idea), gold, real estate, collectables, social credit 
and others, with so the many articles and projects launched is a hot topic. Tokenization 
broadens the long-term investment options of today with the digitization of physical assets 
via technology – offering transparency, democratization and liquidity where it was not avai-
lable. These three features can unlock the value of forests for ESG and for impact investors. 

FORESTS

When most people think about investments, owning sustainable forests as a means of 
growing wealth reliably over time does not usually come to mind.  Yet there has been growing 
recognition among investors, that forests offer some unique benefits, which include real, 
stable returns over the long term that are largely uncorrelated with more traditional assets 
such as stocks or bonds. 

While gold has long been recognized as a “defensive asset”, in recent years sustainable 
forests have also started to gain the prominence. As “real” assets, both tend to protect inves-
tors’ wealth from the twin threats of economic downturns and inflation. Forests, however, are 
also near-perfect assets for the environmentally conscious investor, since photosynthesis 
naturally occurring during the growth process takes carbon out of the atmosphere as the 
trees grow – both in size and economic value.
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THE PROBLEM WITH SUSTAINABLE FORESTRY

Despite the obvious benefits, however, very few people own any forests at all as part of 
their investment portfolio. Those that do, acquire these assets either via inheritance or by 
committing large sums of money – typically more than 5 million euro. Then there is the incon-
venience of having to wait for decades for the forest to reach maturity with little opportunity 
for liquidity before maturity.

These factors have traditionally served as barriers to entry, thereby limiting forest ownership 
to governments, institutions, and a very narrow class of high net worth individuals. This 
further limits growth, interest and liquidity in the asset class. A further barrier has been the 
high transaction costs between the people who own the forests and those who manage it.

Studies have shown that returns from forest assets tend to come primarily from biological 
growth (the two other drivers being land and wood price appreciation), yielding an approxi-
mate rate of 3-4% per annum. After taking into consideration relevant fees for estate mana-
gers, administration and financial intermediaries – investors are effectively left with less than 
1-3% per annum.

Prohibitive transaction costs in the forest investment sector have come in many forms  
including: 

1. The acquisition of forests, 

2. The difficulty in understanding the drivers of returns, 

3. The opaque processes for investor reporting, reselling,   
and in capital returning post-harvest, 

4. And finally the use of questionable marketing tactics and governance standards.

BLOCKCHAINS AND FORESTS: A NATURAL FIT

While maintaining a skeptical view of some of the wilder claims of Blockchain’s impact, there 
is conviction among some early stage businesses that there are opportunities for Blockchain 
impact with investment in forests. Especially, in the broadly described “Natural Capital” sec-
tor – blockchains could be a true game changer.

On one hand, Forests represent indisputable real value for people – in economic, social 
and environmental terms. More importantly, however, they are real assets that grow in a 
predictable way over time – and have a multitude of uses in everyday life.
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On the other hand, studies surveying a diverse array of investors – spanning a wide range of 
objectives, geographies and professions – clearly indicate that there is a latent, potentially 
large pool of untapped “Conscious Capital”, people who express a latent dissatisfaction with 
the status quo of alternative investments, where they are made to choose between doing 
well for themselves and doing good for others, or indeed the environment. “Conscious Ca-
pital” wants to marry profit with purpose – and often would like to do so in a measurable, 
tangible way.

With an interested pool of investors and the rising tide of ESG investors in general, toke-
nization of forests offers an opportunity to serve this demand for this asset class. While 
tokenization itself is not the complete solution, it does serve as the first step on the path 
to removing the barriers that have caused these assets to underperform their potential – 
including large tickets, illiquidity, and poor asset governance stemming from poor visibility. It 
makes ownership small and accessible enough to make a difference when put in the hands 
of this growing class of Conscious Capitalists, or as some prefer, Impact Investors.

As in any digital transformation project, technology, in this case crypto technologies can 
minimize intermediaries, streamline contracts, simplify auditing of activities and reduce 
transaction costs. Blockchain becomes the engine for moving value securely among the 
broadest base of investors. This ultimately ensures that the maximum proportion of returns 
go back to who they should fundamentally belong to – forest owners. 

Blockchains provide a ready, transparent and economic infrastructure for radically lowering 
transaction costs between owners and managers – if not eliminating them entirely. Thereby 
empowering new and dormant class and communities of “Conscious Capitalists” who ge-
nuinely think and act like owners – both economically and psychologically. 

In other words, the democratization of forestry investments worldwide utilizing blockchain 
technology could enable an influx of capital into the sector, helping to plant millions more 
trees and combat global warming and climate change – essentially letting investors “save for 
their future, whilst saving the future”.

ESG investment is a large and fast-growing trend of which forests are a small part. Forests 
are however a special combination of uncorrelated investment diversification, use, CO2  
sequester and steady long-term growth. The costs associated with this investment can be 
dramatically minimized with the use of crypto technologies.

By engaging in both a top down manner via government regulation and corporate action 
and a bottom up approach via Distributed Ledger Technology and entrepreneurship, we can 
include all people on the planet to solve this existential challenge.
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For some entering the blockchain space, it is also the first time they step foot into 
the world of open source software, even though their lives have been affected 
by it for decades, both with software they directly use as well as indirectly with 
proprietary software built with components that were open source. Because 
of this, there is occasionally some confusion with regards to certain aspects of 
blockchain, as things may have been explained with the assumption that the 
audience has a basic understanding of open source software. This section aims 
to provide readers with a better understanding of open source as well as why it 
is important with blockchain. 

OVERVIEW ON OPEN SOURCE

The term “open source” commonly refers to software that has the source code 
available, is open for contribution, and is redistributable, among a few other key 
aspects. [1] With regards to the source code being available, it means that one 
would be able to determine exactly what the software does and modify it as they 
wish, as opposed to proprietary software where only the developing entity is able 
to see the details. 

A common analogy is that of a cake. With the source code available, one is able 

By Travin Keith 
Chief Technology Officer at Consortio Group  
Co-Author of the Hyperledger White Paper
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to see the ingredients and recipe of the cake and make modifications as desired. With pro-
prietary software, only the cake is delivered with a description of what it is. With the former, 
you would, for example, know the type of chocolate used and how much of it, but with the 
latter, you may only know the kind of chocolate used. 

Open contribution, though not required to be considered as open source software, is a com-
mon trait. Keeping the cake example, people would be able to provide recommendations 
for changes to the recipe that is shared with others. In large open source projects, it is also 
common that the decision on which changes to approve or reject are made not by a single 
entity but rather by an otherwise unaffiliated group of contributors known as maintainers. 

With redistribution, the details tend to differ from one open source license to another. For 
example, software released under the GNU Public License (GPL) requires that distributions 
must show the source code as well and that any modifications done to the software are also 
under the same license, while the MIT license does not require that any further distribution 
also be under the same license or the publication of the source code. 

WHY IT MATTERS WITH BLOCKCHAIN

For blockchain, the most relevant trait of open source software is that the source code is 
available for audit. Though the other aspects are important, they tend to be dependent on a 
wide range of factors. However, all aspects need to be at the very least considered when ma-
king a decision on whether to use blockchain technology or not, as well as which one to use. 

The importance of auditing is due to one of the key reasons why blockchain is used in the 
first place - the reduction of the need of trust. If implemented correctly, the lack of verifia-
bility onchain should be limited to the accuracy of initial data entry and the physical assets 
connected to the digital twins represented onchain (tokens). However, if the source code 
of the blockchain is not able to be audited, trust would need to be placed with the develo-
ping company or individual with regards to the possibility that things such as backdoors 
for data modification causing erroneous data appearing as legitimate, or confidential data 
access potentially causing leaks, and other malicious actions, are not done. Though perhaps 
these are covered with legal contracts, the risk of data leaks and damages from either ma-
licious-but-hidden portions or errors that may have been found had auditing been possible, 
cannot be simply disregarded. 

LIABILITIES WITH OPEN SOURCE

Open source software is largely presented without any warranty. Companies and individuals 
that use the software are expected to audit the code themselves before implementing them 
at a more significant level and make the necessary adjustments themselves, or hire someone 
to do it. Though some companies that release open source software provide consulting ser-
vices to help with implementation, this is not always the case and it is usually 3rd parties that 
provide this service. 
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This is important for companies to take note of as it can potentially be a liability issue with 
severe consequences. For proprietary software, some responsibility for losses may be attri-
buted to the software development company. However, due to the licensing of open source 
software, this won’t be possible due to the transfer of responsibility.

PROPERLY APPROACHING OPEN SOURCE 

Because of these liability issues, the approach to open source must thus be an active one 
for risk management purposes. Being actively involved in the development of the software 
is usually one of the best ways to do this as not only would the company’s developers gain 
hands-on insights of the software being used, but also influence the direction of the software 
updates by being part of the community and providing feedback as well as perhaps contri-
buting features needed by the company. This also has positive PR effects, depending on how 
tech-focused a company is, as it can be used as a factor for marketing.

This aspect played a large role within Hyperledger, the fastest growing project under the 
Linux Foundation [2]. As the frameworks under Hyperledger gained greater popularity, more 
companies were interested in how they worked and how they could use them. During the 
early days, however, there were not a lot of guides ready, and so if companies wanted to 
understand them better, they had to get involved. Though now with the Hyperledger white 
paper and many other resource materials available, this still remains a viable option. 

RECONCILING OPENNESS AND PRIVACY WITH BLOCKCHAIN 

One common misconception and concern from industries where organizational intellectual 
property and data privacy are a major factor is that with blockchain, everything needs to 
be transparent. However, this is not necessarily the case. When data is communicated, the 
contents of the data can be encrypted and thus be only accessible by the receiving party. 
However, all who have access to view the blockchain can see the activity. 

��������� ��������������� ���������

Through various methods such as utilizing side chains, blockchains that run separately but 
are cryptographically linked to a main chain, and state channels, essentially private networks 
running with the main blockchain network, parties can further increase the level of privacy 
to one that they are more comfortable with, though with varying tradeoffs. It is also of course 
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completely possible to just publish proof that a partnership exists or that an order has been 
made, but not have anything else. It is under the full control of the parties that wish to com-
municate or transact with each other on how to move forward depending on their needs, 
both with each other and others on the blockchain network.

The control of what one shares follows the same concept. It is a common misunderstanding 
that all internal activities will need to be published on the blockchain. It should always be 
approached from the perspective that data owners retain control over the data they have. 
Companies and organizations themselves decide what they share and consider how this will 
impact them moving forward. For example, sharing more data may lead to easier collabora-
tions with other entities within the network, and perhaps some data is required to be shared 
based on the agreement with others on the network as a condition for joining the network in 
the first place. These additional considerations are why business disruption is almost always 
required when blockchain is implemented as one of the key factors to determine whether it 
is really needed or not.

SMART CONTRACTS - AUDITABILITY AND AUTOMATION

The increased viability of smart contracts, transactions that will automatically occur after a 
certain set of conditions have been met without interference by a third party, is one of the 
reasons why blockchain technology has increased in popularity. The concept of open source 
follows here as well with regards to being able to audit the terms of the smart contract.

����� ��� ������� �����������������������

One of the earliest forms of smart contract implementation on blockchain was the use of 
multisignature security [3], where multiple signatures were required for a transaction to exe-
cute. This could be used for a wide range of use cases. For example, outgoing transactions 
from a fund could only execute once a majority of the board has agreed to it. 

The utilization of smart contracts has strong disruption potential in the financial world as it 
can replace the need for an escrow. For example, a smart contract can be created between 
two parties in the network where a trade of one asset for another is being made. The first 
party creates a conditional transaction that will only execute once the second party sends 
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the digital assets. The second party meanwhile can audit the smart contract and can verify 
the conditions set by the first party. If all are as agreed, the second party sends the assets 
and automatically the transaction from the first party executes. 

���������� �����������

This capability can also expand to a greater number of participants, such as having an 
open and decentralized marketplace or asset exchange, again with no need for any escrow 
providers, or any other third party to enforce the transfers. Implementations such as the 
decentralized asset exchanges on public platforms like Nxt, Ardor, Ethereum, BitShares, and 
Waves, as well as the implementation of Moscow Exchange Group’s National Settlement 
Depository for stock trading utilizing Hyperledger Iroha [4] are a few of the examples in 
production today. 

TOKENIZATION - DIGITAL TWINS ON THE BLOCKCHAIN

The creation of digital representations of physical goods, known as digital twins, as well as 
representations on the blockchain for other things digital, such as digital software license 
coupons, on blockchain is commonly known as Tokenization. Though seemingly a new thing, 
the existence of tokens, then known as colored coins, has been around since 2014 with plat-
forms like Nxt [5] and Counterparty [6], which ran on the Bitcoin network, providing the 
ability to create tokens on top of their platforms. These tokens could represent whatever the 
issuer deems them to be. Other entities that acquire these tokens can thus transfer them 
amongst each other without the restrictions of the issuer or any other 3rd party platform. If 
there are restrictions set by the issuer, however, these are also open for audit by anyone who 
has access to view the blockchain.

These tokens can become more complex in addition to simple representation. For example, 
a token can represent a futures contract. At the time of maturity, a smart contract can be au-
tomatically launched where holding the token is a requirement to enter into the agreement.

A token could also represent a share, bond, or profit participation right, where all those who 
hold the token receive the payouts once issued, weighted to the amount of tokens they hold.
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NETWORK MAINTENANCE - TECHNOLOGY AND BEYOND

Taking into consideration developments in technology, the blockchain network used requires 
regular updating as with other systems. However, the maintenance goes beyond technology 
as the continuous use of a blockchain network adds more value to being part of the network, 
as does the growth of the number of parties that are involved. Thus, the maintenance of the 
blockchain network covers both technology and the existence of collaborative relationships. 
However, as the utilization of the network is dependent on business cases, it is thus impor-
tant to continue moving forward with a business-focused mindset. This includes changing 
blockchain platforms, changing to another form of distributed ledger technology entirely, 
such as a directed acyclic graph (DAG) which projects like Obyte, Nano, and IOTA use, or 
going back to traditional database systems, depending on the needs of the company and 
those in the network so that they can best collaborate with each other. 
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At the time of this writing nearing the end of the year I am always a bit surprised 
by the number of very serious institutions that spend serious amounts of time 
and resources at making predictions about the future. This starts in December 
and carries on well into January and is then followed up quarterly. 

Are these resources and times well spent or are they a mere marketing tool and 
justification of one’s own existence? Does it improve portfolio performance or 
should a case be made to concentrate resources differently? 

“Well, the future that is something you can’t never tell about but the past, that 
is another story” so says the timekeeper in the movie The Hudsucker Proxy. The 
past? That does not sound very sexy. However, it does teach us about volatility, 
correlations in good and bad times, returns etc. Only not about next year’s! The-
refore, at Synergy Asset Management we concentrate our efforts on managing 
our portfolios under what we think is the only true scenario i.e. under uncertainty. 
We admit that we do not know the future, have very little or no influence over it 
and are incapable of making accurate predictions. So how do we protect your 
portfolio and increase your capital? In other words, what are the pillars of our 
investment model? 

By Fred Schut
Chief Investment Officer at Synergy Asset Management

Reflections on  
Multi-Asset Portfolio 
Management
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PILLAR NUMBER ONE

Uncertainty calls for maximum diversification in a global investment environment. We use 
up to 19 different asset classes; 5 equity classes (from large to small and value to growth), 
6 bond classes (from global government inflation bonds to high yield in various forms and 
emerging markets) and 8 alternative asset classes. We then make maximum use of largely 
uncorrelated and lowly correlated assets (to major developed equity markets) and we find 
these in equity (e.g. China), bonds (e.g. syndicated loans, short term bridge loans Asia high 
yield) and alternatives (e.g. life settlements, long shorts, precious metals). We fix the percen-
tage of each asset class on a historic efficient frontier and this will then serve as our long-
term strategic asset allocation and is very much set in stone.

We have of course observed that asset classes go up and down and sometimes unreaso-
nably so but do not disappear altogether. And asset returns seem to mostly reverse to their 
mean over time. This has helped us to develop a rebalancing policy and takes us to the 
second pillar. 

PILLAR NUMBER TWO: OUR REBALANCING POLICY

We assess the long-term standard deviation of each asset class and on the basis of 1 stan-
dard deviation determine the band within which the asset class is allowed to move. Above 
the band we sell back to the original allocation, below we buy back to the original allocation. 
And we do this religiously and regardless of CNBC pundits or other soothsayers. In other 
words, we take the emotion out of the decision process. It thus enables us to rebalance at 
significant points in time and forces us to sell high and buy low (but probably never at the 
best moment) Because these events are relatively rare it also restricts trading and therefore 
cost.    
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PILLAR NUMBER THREE 

All asset classes are managed by what we consider to be some of the best managers in their 
business. We monitor the performance monthly and compare it to a number of competitors 
and will change managers if so warranted. So how have been the results?  

Our Euro Balanced Portfolio has shown a capital gain of 105.8% over the last 10 years with a 
standard deviation of 8.95 and a Sharpe Ratio of 0.95. This represents a compounded annual 
return of 7.75%. This compares very favorably to the Euro Balanced portfolios of the major 
banks and asset managers here in Switzerland.

The future is now? If it is all about the accuracy of predictions of markets and human be-
havior, I think we are still far away from a conclusive predictability breakthrough. However, 
the availability of exponentially more data and quantum computing to boot may give rise to 
entirely different approaches to portfolio management but this probably lies still far in the fu-
ture. Meanwhile and until then we will keep our time-tested model although it may soon run 
all on its own and free us up for more pleasurable activities! In conclusion and for now (this 
has been attributed to Mark Twain), “prophesy is a good line of business but it is full of risks”.
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INTRODUCTION

Hong Kong and Singapore are allocating significant resources to become  
attractive hubs for fintech start-ups (see Palma 2019, Hammond 2019 and 
Cheung (2019).

As the Swiss fintech market is growing rapidly, Geneva is also well positioned 
with a favorable support from local public authorities, a dynamic academic parti-
cipation and private investors. While a good number of public and private initia-
tives are taken, the banking sector is trying to understand the potential impact of 
this evolution on its business model.

Fintech developments like clients’ on-boarding, digitally secured contracts, digi-
tal signatures, payments, and securitization are booming. Generating investment 
advices based on exploitation of big data, social media and sensor networks 
through use of artificial intelligence is also growing fast. 

However, as technology improves the distribution channel and drives customer 
growth, the firms which will benefit are those that can embrace the changes on 
a large scale, possibly resulting in the asset management industry being domi-
nated by large global players. Understanding the changes brought on by these 
new technologies will be essential for firms to survive and to grow. Entire sec-
tions of firms will become commoditized and it will be necessary to reduce costs 
in order to spend more time on value-adding impact for clients and for banks.

By Thierry Cottet 
Chief Investment Officer at QNB Group

Wealth-Tech,
a Chance for the  
Swiss Private Banking
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THE NECESSITY TO OFFER COST-EFFECTIVE SOLUTIONS

Private investors are increasingly left with the responsibility on their financial health as the 
State and corporations transfer risks to them. The generation of baby-boomers is the first 
to be exposed to the reduction of pension funds benefits. A major risk is that the move 
from defined benefit to defined contribution pension funds schemes contributes to requi-
ring more savings and to investing them properly. And then, the possibility to withdraw the 
accumulated wealth from the pension fund at retirement transfers the investment risk and 
the longevity risk to individuals. As a result, inexperienced investors might incur large capital 
losses on their accumulated assets at the beginning of retirement and subsequently also 
bear the risk of outliving their assets.

With the cohort of baby-boomers entering into retirement, there is a market for a low-cost 
alternative to traditional wealth management. Although robo-advisors are the best-known 
product in this field, there are more new ideas to improve the investment industry through 
technology. For instance, robo-advisors can serve as complements to the traditional figure of 
the financial advisor, which customers trust to manage their investment portfolios. 

SOLUTIONS FOR UHNWI 

The roles of research, credit and equities analysts could be the first casualties as data analy-
tics become more commonplace and cheaper. The specter of commoditization also threatens 
discretionary portfolio management and even advisory. As a result, wealth managers should 
reallocate their resources where they can add more value. Wealth-tech enables focusing on 
clients’ objectives, and on modelling them reliably and affordably. 

Technology enables more sophisticated approaches than Markowitz’s mean–variance opti-
mization, with the visualization of potential outcomes becoming the central point of discus-
sion with clients (see Ballocchi 2019). Online access to investment performance may also 
motivate behavioral finance-related discussions that advisors can have with their clients. 
The personal relations in the high end of the wealth management industry will continue to be 
important, particularly for managers, who are capable of providing additional services that 
involve a holistic analysis of a clients’ total wealth. 

APPLICATION OF WEALTH-TECH IN ASSET ALLOCATION OPTIMIZATION

Since the emergence of Markowitz’s modern portfolio theory (MPT) in the 1950s, numerous 
new extensions have been developed for asset allocation’s optimization. For instance, the 
portfolio optimization using Markowitz’s MTP suffers from limitations in practice, because it 
typically leads to unstable, unintuitive and unmarketable portfolios. Several methods have 
been developed to improve this, like Michaud (2008) and Black–Litterman (1992), to mention 
but a few. Another example relates to the estimation of the covariance matrix, which is an 
essential part of the portfolio optimization, but suffers from the “curse of dimensionality”. 
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This is due to the large number of observations needed to ensure that covariance matrices 
are well-conditioned: a correlation matrix of only 20 instruments requires almost 16 years of 
monthly observations with constant volatility and correlations. Ledoit and Wolf (2004), e.g., 
have developed methodologies to improve the quality of the estimated covariance matrices.

Other methods use Monte-Carlo simulation to find the optimal asset allocation. There too, 
inclusion of extensions and developments require the use of wealth-tech. For instance, the 
consideration of downside risk measures instead of the usual standard deviation to optimize 
the asset allocation is more realistic as they are linked to losses only, whereas the standard 
deviation also considers gains as risks. Moreover, the optimization should be made in re-
gards to life-cycle liabilities and investment objectives. And the inclusion of within-horizon 
bankruptcy risk, in addition to end-of-horizon targets, also provides more realistic outcomes. 
As an illustration, the graph below shows that out of the three paths, which are equivalent 
at the end of the investment horizon, the red one leads to bankruptcy within the investment 
horizon (see Chhabra 2005). 

Wealth

Starting
Wealth

Minimum
Wealth

Time

Target
Wealth

Success

Success

Bankruptcy

Deterministic Approach

It follows that the optimal asset allocation should minimize the shortfall versus the target 
wealth at the investment horizon and simultaneously minimize the risk of bankruptcy within 
the investment horizon.
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THE EXAMPLE OF GOALS-BASED INVESTMENTS

The three graphs below show an example related to goals-based investment. This approach 
includes assets and liabilities management (ALM) used e.g. by pension funds and applies it 
to private investors. It also provides a consistent treatment of all elements of wealth, inclu-
ding the private business. 

The first graph below shows the stream of expected in- and outflow of an investor over a 40 
years investment horizon. These flows represent 9 investment goals with various importance. 
Each goal is associated with a portfolio linked to a time-varying strategic asset allocation.
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-40

Description of the outflows required by the investor:

1. The investor requires that its Essential and Education Income goals must be reached 
with a 90% confidence level. These outflow needs are the most important to the  
investor. Hence the related portfolios must be invested in a conservative way.

2. The Philanthropy and Retirement Income goals must be met with an 85% confidence 
level.

3. The Business crisis support goal can be met in years 3 and 9 with a 70% likelihood.

4. The Discretionary Income and the Additional Capital Growth goals can be met with 
a 55% confidence level. This lower required confidence level allows the portfolios 
assigned to these goals to start with a lower initial investment, invested with a more 
aggressive asset allocation.
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Description of the wealth inflows:

1. Dividends from the investor’s private business will be received in years 3 to 9 with a 
70% likelihood.

2. The business exit (e.g. IPO or sale) inflow will be received with a 65% likelihood at 
year 10. 

The second graph below shows the Monte-Carlo simulation for the aggregated 9 portfolios 
(one portfolio per goal), considering the in- and outflows described above. The 90% confi-
dence interval (from the 5th to 95th percentiles) of the expected value of wealth starts at 100 
and runs over 40 years. After the year 33, some scenarios fall below the 0-line, highlighting 
a growing bankruptcy risk.
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The last graph below describes the time-varying aggregated strategic asset allocation, 
which corresponds to the median scenario of Monte-Carlo simulation on the above graph. 
The median wealth reaches 250 at the end of the 40 years’ investment horizon, after all 
in- and outflows. Additionally, the composition of the strategic asset allocation evolves 
over time to minimize the expected shortfall versus the target wealth at the end of the 
investment horizon, and to minimize the bankruptcy risk within the investment horizon.
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The goals-based investment methodology eases the interactions with investors as it links 
portfolios with actual goals in a more intuitive way than the usual focus on risk-adjusted 
return. With its simplicity and customization to the investor’s goals, this approach also turns 
the focus from the anxiety generated by short-termism to the long-term achievement of 
goals. As such, this method provides a hedge against some commonly encountered beha-
vioral biases. 

In order to produce an intuitive visualization of potential outcomes during the discussion 
with clients, simple tools and methodologies tend to be preferred because they usually give 
out-of-sample forecast results of comparable or even better quality than the ones coming 
from more elaborate methods. Moreover, data are polluted by behavioral biases and other 
noises in finance. Consequently, the benefits brought by overly sophisticated models are 
not always worth the extra complexity. These models could even convey a false sense of 
comfort, notwithstanding the evidence that only a small portion of market outcomes can be 
explained by quantitative models.

CONCLUSION

The Swiss private banking industry has sometimes felt that the ever-growing regulation body 
would place entry barriers to new entrants. It is clear now that new business models could 
bypass banks and intermediaries to directly access investors. These platforms are based on 
the idea that users can follow investments just like they follow Facebook status updates. One 
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of the best known in B2C format is eToro, a platform available in 140 countries that puts users 
in contact with each other and allows them to copy the portfolios of the most successful 
investors in the network, in order to replicate their strategies. According to Rajan (2019), 
artificial intelligence can rapidly create new winners and losers by allowing newcomers to 
disrupt the market. As an example, Tesla does not come from the automotive industry.

However, the private banking sector probably does not need to rebuild everything from 
scratch, and banks can instead adapt what already exists. Numerical ecosystems and start-
ups will have an important role to play in the future. Incubators and common platforms ac-
cessible by the financial industry is probably the way forward. It would allow banks to access 
existing platforms with the required expertise whilst controlling costs. Ultimately, it is about 
bringing the business needs of all types of wealth managers closer to the capabilities that 
exist in the market from all types of solution providers. The integration of numerical solutions 
to their value-chain improves the efficiency of the wealth managers’ business model and al-
lows focusing their efforts on their clients’ needs. After all, improving the clients’ experience 
is beneficial to both clients and companies.

Geneva is well positioned to continue to count as an important player in the field of private 
banking. Additionally to the usual qualities of Swiss banking, it can count on the proximity 
of 2 Universities (Geneva and Lausanne), of the Swiss Federal Institute of Technology in 
Lausanne and of several business and engineering schools. Talents will gravitate to where 
opportunities for innovation are abundant, where the regulatory environment is conducive, 
and where living conditions are pleasant. On all these factors, Geneva scores well. Cost is 
not everything.
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Cryptocurrencies and tokens or “digital assets” are becoming an asset class in-
creasingly hard to ignore. The complexities of trading and managing digital assets 
are immense, yet the demand for this investment class will increase due to shifts 
in demographics and client needs. New systems will empower wealth managers 
to overcome the complexities and to cater to the needs of their young investment 
clientele. Building on new technologies entirely new investment products will 
emerge combining the best of two worlds, ETFs and managed accounts.

One of the biggest information outlets of the crypto world, CoinmarketCap, lists 
appr. 300 different crypto exchanges. On these exchanges appr. 5000 different 
coins and tokens are traded. Looking at trading pairs CoinMarketCap further-
more identifies more than 20000 different markets. These markets are active 
24/7, 365 days per year. 

When comparing these figures to the traditional world of finance the complexi-
ties of trading digital assets become apparent: Only 2400 individual stock are 
listed on the New Stock Exchange and trading hours of that venue only last from 
9:30am to 4:00 pm, Monday to Fridays.

THE COMPLEXITY OF CRYPTO TRADING

What is more, however, is that the processes of buying and selling fundamentally 
differ among those two types of markets. Clearly, stock trading has been around 

By Dr. Patrick Schueffel
Adjunct Professor at Fribourg’s School of Management  
and Co-Founder of Tokenomatic

Wealth Management  
in the Age of Digital Assets
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for more than 300 years and the means and procedures have been optimized and services 
providers are inhabiting every layer of the process, taken care of everything from foreign ex-
change to brokerage to custody. As a buyer of a Coca Cola share, I go to my bank, open a 
securities account, place the order to acquire a share and it will be executed – applicable to 
all relevant laws and regulations.

With a few exceptions such brokerage services do not exist in the crypto world. Here, do-it-
yourself is the name of the game. I need not only to identify the coin or token I want to buy, 
but I need to figure out on which of the 300 crypto exchanges it is traded. If I want to buy it, I 
furthermore need to figure out the trading pair for which I can obtain the coin or token: Can I 
buy it for Bitcoin? Or Ether? Or USDT? I then need to make sure to open an account with the 
exchange in question. Depending on the KYC/AML process it may take me several days, if 
not a week to obtain account details. However, the exchange may also decline me as a client 
without providing any reason.

Once I have a relationship with a crypto exchange that offers the coin or token I want to trade, 
I need to fund my account there if I want to purchase the digital asset. Only a few crypto 
exchanges offer so called “fiat ramps”: the possibility to use fiat currency to fund trading ac-
counts. That means most crypto exchanges will decline fiat money to fund my trading account 
with them but will demand crypto currencies from the start. If it is my first trade, I may need 
a detour: I first need to open an account with a crypto exchange that converts fiat money to 
crypto, e.g. Ether, and that then lets me transfer that crypto currency (Ether) to the crypto 
exchange that I had identified initially to acquire the target coin or token. Taken the KYC/AML 
process into account this step may add another week or so for the execution cycle time.

But execution may not be that simple after all: depending on its popularity the coin or token I 
want to trade may not be liquid at all. Given that there are 5000 coins or tokens listed on 20000 
different markets it is oftentimes sufficient to only place a US$3000.- buy or sell order to make 
a crypto currency skyrocket or send it into tailspin. With an order of that magnitude one can 
easily increase a token price which is traded at US$ 0.005 by 100% or drop it by 50% - if it gets 
filled, that is.

But not even here does the complexity end: I as the user always need to make sure not only to 
estimate the prices correctly, but I also need to make sure that my trading account is filled with 
sufficient funding to make up for the trading fees. I as the buyer of coin or token need to make 
sure that there is enough margin to pay the “gas”, i.e. to pay the trading fees on the Ethereum 
platform. But that is easier said than done as these fees are never fixed but vary over time. 

However, once I have obtained the coin or token of choice, I most likely also want to transfer 
it to one single centralized wallet where I hold my digital assets. Moreover, this last step in my 
crypto journey may turn out to be cumbersome: what if my wallet of choice does not cater 
for the latest coin or token I want to add? What if it does not support the latest digital asset I 
have acquired?
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THE NECESSITY OF A CRYPTO OFFERING

What I have just described is the “normal” ordeal you need to go through to buy one single 
exotic coin or token. However, the troubles can multiply if you want to assemble an entire 
portfolio of digital assets. So why go through such a torment to buy cryptocurrencies? Why 
not simply stick to traditional asset classes such as stocks and bonds?

There are two answers to this question: first, correlation and second, investor preferences. 
Correlation or – better – the lack thereof is the holy grail of portfolio management. So far 
cryptocurrencies have displayed virtually zero correlation with other asset classes. This lack 
of correlation makes it a highly attractive component to any investment portfolio. So, adding 
crypto currencies would be just a natural move for any responsible wealth manager. At least 
a fraction of well-diversified investment portfolio should be vested in digital assets. What is 
more, the performance of some of the digital assets which became available over the past 
10 years lends further support to the argument of investing in cryptocurrencies and tokens.

The second reason for diversifying wealth management towards digital assets are the 
changing preferences of investors. Millennials are increasingly crypto-savvy. According to 
a recent survey1, more than half of US Millennials are interested in using crypto currencies. 
But this is not where it ends. Millennials are also three times more likely to invest in crypto 
than the previous generation, Gen X. Almost one in ten of millennials chose crypto as their 
top long-term investment option. 

Looking at the demographics of current HNWI and UHNWI investors, a tidal wave is in the 
making. The preferences of new investors will fundamentally differ from the ones of incu-
mbents. Any private banker or wealth manager who wants to stay in business after wealth 
is being handed over to the millennial generation should pay close attention to this shift and 
must cater to it. Pair these insights with the fact that 71% of millennials2 would rather go 
to the dentist than visit a bank branch and the need for change in the private banking and 
wealth management area becomes obvious.

HOW TO GO ABOUT IT

So far we have established that the processes of crypto trading are everything but straight-
forward, yet there is an increasing need for a crypto offering in the wealth management area. 
Yet, how can this circle be squared? The answer is similar to that in traditional finance: by 
systems support. New systems are emerging to allow wealth managers to accomplish what 
their millennial clients are expecting of them, namely, to provide diligent portfolio mana-
gement in the world of cryptocurrencies. Tokenomatic is such an investment platform that 

1 https://cointelegraph.com/news/survey-half-of-american-millennials-interested-in-using-crypto

2 https://www.forbes.com/sites/zachconway/2017/04/19/why-more-millennials-would-
rather-visit-the-dentist-than-listen-to-banks/#284c50f272b3
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allows wealth managers to make first steps into the world of digital assets: it provides the 
functionality to assemble and manage portfolios of digital assets, so called baskets. The 
wealth manager can furthermore sell shares of these baskets and thus have wealth mana-
gement clients participate in the investment strategy. However, the unique features of tokens 
and smart contracts permit for further functionality: the shares of those baskets can not only 
be redeemed with the issuer but can also be traded on secondary marketplaces. Moreover, 
the shares of the basket can also be resolved, that is upon pressing a button on the smart 
device the share of the basket can be resolved and the underlyings be directly booked into 
the investor’s wallet – virtually without any counterparty risk. Think of the best of two worlds: 
ETF and managed accounts. New platforms, such as Tokenomatic combine the best charac-
teristics of both investment processes.

As the crypto investment world becomes ever more mainstream, we will see an increasing 
number of parallels emerging to the ones in the traditional world finance. Given the com-
plexities of 24/7 crypto trading investors will increasingly demand off-the-shelf solutions as 
they have in the conventional investment world. In general investors refrain from single stock 
picking, but prefer portfolios or products that represent portfolios, such as ETFs. The same 
will happen in the crypto world. Clients will not be willing or capable to trade on more than 
20000 different markets themselves around the clock, but they will request solutions that 
will buy them peace of mind. Fund solutions, or “Baskets” will emerge, providing clients to 
buy into baskets of crypto tokens, let it be the “World’s Top 20 Cryptos” by market cap or a 
thematic portfolio, such as “Medtech Tokens” or “IoT Tokens” or “Data Privacy” or ”Infrastruc-
ture Tokens”.

Interestingly enough, as these baskets are governed by smart contracts, they will not only 
be scalable but also highly cost-efficient to operate. Creating additional shares of these  
baskets will be a matter of pushing a button and thus professional portfolio managers and 
retail clients alike can create their individual baskets. In addition, this technology opens 
sheer limitless possibilities for mirror trading should a successful asset manager decide to 
share his or her strategy with the larger investment crowd.

THE WAY AHEAD

The brave new world of digital assets presents us with new complexities which appear to be 
almost insurmountable at first glance. Yet, once conquered with the help of systems these 
complexities also allow for new investment avenues, yielding more stability and returns to 
investors. As the crypto investment world will mature, we will see new products emerging 
that will better serve the needs of the younger investment generation and the same time will 
allow traditional wealth managers to venture into this new investment era at low levels of risk 
and high cost efficiency.
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CURRENT STATE OF PLAY

The goal of building a universal quantum computer has changed in recent years 
from a purely academic effort to a significant industrial commitment. This is 
especially true for hardware development, where companies like IBM, Google, 
Tencent and Alibaba are just a few outstanding examples (Rueß, 2018). In addi-
tion, we see a strong rise of startup companies emerging from academia such 
as IonQ, IQM, and Rigetti. While building a fault-tolerant, i.e. error-corrected 
machine is still the long-term goal, the emphasis is shifting towards the develop-
ment of applications for noisy machines. Here, the term noisy means accepting 
the fact that the carriers for the quantum information, the qubits, are imperfect. 
The quantum gates applied to the qubits also lead to additional errors. 

The current era of Noisy-Intermediate-Scale Quantum (NISQ) computing 
(Preskill, 2018) is characterized by the optimization of algorithms towards shorter 
gate sequences and by scaling the quantum processors to a regime where clas-
sical supercomputers are not able to keep track. This has culminated in a Google 
publication claiming that their latest 53-qubit processor can perform a certain 
task in 200 seconds, taking the world’s most powerful supercomputer 10,000 
years (Arute, 2019). Even though these numbers seem impressive, the executed 
algorithms have no very little practical use. In addition, IBM has suggested a way 
to run the calculations in 2.5 days on the Summit supercomputer at Oak Ridge 
National Laboratories (Edwin Pednault, 2019). Regardless, the Google results are 
definitely a remarkable accomplishment and milestone in quantum computing, 
demonstrating the immense computing power of even small NISQ machines. 
However, still a lot of work is required before quantum computers become a 
practical reality. This includes integrating NISQ processors as co-processors 
into larger computer clusters in the next years. In the long term, the quantum 
community must demonstrate robust quantum error correction architectures 
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that allow for long-term, fault-tolerant operation. In this article, we focus on the impact of 
quantum hardware on financial applications. We first present the quantum advantage emer-
ging in the next few years and then give specific applications of quantum computing in the fi-
nance sector. Finally we describe how are these to be implemented on a quantum computer.

QUANTUM ADVANTAGE 

The above-mentioned Google results have been achieved to accelerate a particular compu-
tational problem for which there is not necessarily a practical application. From a business 
point of view, therefore, the result has little meaning other than the experimental confirmation 
that quantum computers can outperform their classic counterparts. What really matters is 
the question: when is a quantum computer used for the first time instead of a classic com-
puter to solve a practical application? Here, the motivation for using the quantum computer 
does not necessarily have to be speed but can also be lower costs for computation time or 
more accurate results. In general, the motivation for using a quantum computer instead of 
a classical supercomputer is called quantum advantage. The two most important questions 
are: When is a quantum computer ready to achieve quantum advantage, and which appli-
cations will be the first? The question of when is difficult to answer, but experts expect the 
first commercially viable applications in the next three to seven years. First applications will 
most probably be solved with one of the two following algorithms: The variational quantum 
eigensolver (VQE) and the quantum approximate optimization algorithm (QAOA). The first 
VQE applications are foreseen in chemistry (Kandala, 2017) and early QAOA applications are 
in industrial planning (Matsuura, 2019) and finance (Román Orús, 2019). Interestingly, both 
algorithms solve hard computational problems using hybrid classical-quantum algorithms. 
This underscores the requirements for tightly integrated hardware solutions, so-called quan-
tum accelerators (Britt, Mohiyaddin, & Humble, 2017). To take advantage of the benefits of 
quantum accelerators, having local on-site installations is of utmost importance. By building 
a local infrastructure, the high data rates between classical and quantum processors can be 
covered and the rare talents in this field trained. The architecture of such hardware solutions 
is the content of the following section. 

We focus here on the architecture for superconducting quantum computers, which are par-
ticularly well suited for financial applications based on QAOAs. This is important because 
in the 100 – 10,000 qubit count era, we will not have enough qubits to do full fault tolerant 
computation but have to stick to NISQ approaches. For these approaches, the highest pos-
sible clock speed is for example important because of the following reason: For N qubits, to 
achieve global entanglement one needs at least N2 2-qubit gates. Even though we cannot 
do error correction with NISQ devices, we can do error detection and whenever we detect 
an error, we can discard the run. This means one has to average a lot, typically on the order 
of 1,000,000 times. For a 1,000 qubit device, having a gate performed in 10 ns except for 1 µs 
therefore means an execution of 2.5 hours instead of 250 hours. Therefore, the real time per-
formance of the quantum device is very important. For example, in portfolio risk assessment, 
the task of random sampling (Monte Carlo) techniques takes up to 80% of computing time 
for large portfolios.
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QUANTUM COMPUTING APPLICATIONS   
WITHIN THE FINANCIAL SERVICE INDUSTRY

Financial services are strongly dependent on IT because of the banks’ reliance on security 
and the necessity to deliver differentiated services in a very short timeframe. Quantum com-
puter could, for instance, benefit the finance sector in the following areas:

I.) Portfolio Optimization: Investment decisions are largely based on the budget allo-
cation to various assets and asset classes with a desired future result in the form of 
a return while minimizing certain risks. This is a combinatorial optimization problem 
which cannot be solved analytically or numerically efficiently. Heuristics take minutes 
or hours to solve or usually do not find the optimal solution. Furthermore, if transaction 
costs and restrictions in the investment volume per asset are also introduced, modern 
heuristics, e.g. genetic algorithms, can no longer find a good solution. Here, solutions 
using quantum computers could produce results better and faster. Additionally, the 
solutions could be produced more cost-effectively as well.

II.) Clearing and Settlement: Clearing processes of securities and payments represent 
an optimization problem with various boundary conditions. With a large number of 
volumes and various credit pools, as well as incentives to pay out certain payments 
later due to different credit scores of the customers. This is an optimization problem 
with temporal restriction, since security deposits are bound up to the securities tran-
saction. The problem can be transferred to a quantum simulator and quantum com-
puter, whereby the discrete formulation must be partially transferred into continuous 
variables.

III.) Risk Management: Quantum properties can be used for generating random paths / 
scenarios and for evaluation of expected values. Qubits encode the paths (scenarios) 
and the state the (probability weighted) payout function. The expected value can be 
determined via the Quantum Amplitude Estimation. The accuracy of the algorithms is 
approximately doubling with the addition of a qubit. However, the number of quantum 
gates (= operations) used in the calculation doubles with each additional qubit (at 
least) as well, that - at least at present - the performance gain is less significant, 
especially compared to classical quasi Monte Carlo methods.

IV.) Synthetic data: Synthetic data can be archived via generative adversarial networks 
(GAN). Generative models allow an extremely promising training process, whereby 
various processes can be replaced and extended by quantum algorithms. An expo-
nential advantage over classical networks can be achieved by generating data from 
samples of measurements in high dimensional spaces. By using quantum computers, 
correlation can potentially be better considered. This can lead to decisive advantages 
in the analysis of risks in the financial infrastructure, in the portfolio of insurance 
companies, in the detection of fraud and terrorist financing and in the stability of 
energy networks. Additionally, GANs can be used to efficiently load distribution func-

143

Geneva Wealthtech Vol.1 / Quantum Computing



tions into a quantum computer. This can then be used to perform operations on the 
data represented (e.g. determining risk measures such as value-at-risk or expected 
shortfall). Other applications involve generating synthetic market data that represent 
realistic developments at the individual value level and macroeconomic trends and 
shocks. This enables predictive risk management, since it is not necessary to test and 
train on old known data (backtesting), but on new but realistic scenarios. This en-
ables exchange operators and clearing houses as well as regulators to create realistic 
stress tests towards forward-looking risk management.

V.) Fraud detection: Current models in fraud detection are rule-based with known 
fraud schemes to detect red flags. Some advanced methods in detecting fraudulent 
patterns in transaction data sets rely on machine learning methods, more specifically 
unsupervised learning to enable not only detecting known pattern but also unknown 
patterns. There are first attempts on how quantum computing algorithms can en-
hance machine learning methods to provide better results in terms of higher accuracy 
and less training effort.

QUANTUM COMPUTER ARCHITECTURE

A functioning quantum computer typically includes more hardware and software layers 
than classical computers, such as infrastructure (refrigerators, vacuum chambers), control 
systems (microwave electronics, lasers), classical optimizer, and compiler (see Fig. 1). The 
following sections cover important aspects of the architecture and microarchitecture of 
quantum computers but will not discuss the topic of quantum programming of Quantum 
Algorithms described elsewhere.
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Figure 1: Hybrid  
quantum-classical computing  
architecture for near-term  
NISQ applications.
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A.) Quantum Computer Middleware

I.) The task of the quantum computer middleware in Fig. 1 is to accept a certain 
Quantum Algorithm from the quantum programming stack and translate it into 
a specific set of gate sequences that can be executed by the quantum computer 
hardware. It consists of two classical stacks (Classical compiler & Optimizer and 
Optimal Control) and a quantum stack (Quantum Compiler and Instruction Set). 

II.) Classical Compiler and Optimizer: These two blocks in the classical stack take 
care of the variational part when finding a solution for VQE or QAOA algorithms. 
First, the classical compiler converts the host program into classic code using 
a traditional compiler, such as GCC, which during execution runs from the host 
CPU (X. Fu, 2018). 

III.) The classical optimizer implements the variational part of the code, i.e., finding 
the minimum of the cost function of the problem. In particular, the lowest eigen-
value of the Hamiltonian is found, which describes the physical implementation 
of the examined application. This is accomplished by varying certain parameters 
of the gate set sent to the quantum processor, e.g. rotation angles applied to 
individual qubits (dashed double arrow in Fig. 1). The optimizer continues until 
the expectation value (weighted average) returned by the quantum processor 
converges to a minimum. While many quantum computing solutions today offer 
web-based solutions, continuous feedback between the classic optimizer and 
the quantum hardware requires a local installation of the classic optimizer for op-
timal performance. The reason for this is the large bandwidth of traffic between 
the optimizer and the quantum computer hardware.

IV.) Quantum Compiler and Instruction Set: The quantum compiler uses a general 
quantum algorithm and converts it into a gate set that can be executed on a 
particular hardware. This means that the compiler takes into account the chip 
architecture and the specific gate types available to the quantum processor. For 
example, when the quantum algorithm assumes all-to-all-qubit connectivity, the 
compiled gate sequences implement the interaction with only nearest neighbor 
interaction, which is typically found for superconducting processors. For the 
current generation of NISQ processors, a major challenge for the compiler is 
to produce shallow circuits, i.e., gate sequences that are as short as possible to 
avoid errors.

V.) The quantum instruction set is the interface between software and hardware 
that uses a specific quantum assembly language to define gate sequences and 
comprehensive feedback control (X. Fu M. A., 2017). It connects directly to the 
control unit and initiates the output of waveforms that define the quantum gates 
in real time. 

145

Geneva Wealthtech Vol.1 / Quantum Computing



VI.) Optimal Control: Because superconducting qubits are manufactured elec-
trical circuits, they are not all created equal. Therefore, one must find optimal 
pulse shapes and timings to optimize the performance of gates and readout. 
This task must be automized for qubit counts larger than a few qubits due  
to the many degrees of freedom. To find optimal control parameters, it seems 
beneficial to take machine learning and other optimizing methods into account.

B.) Quantum Computer Hardware

I.) The task of the quantum computer Hardware in Fig. 1 is to execute the quantum 
algorithms. To this end, the quantum gates are transformed into short microwave 
pulses, which are used to implement single- and two qubit gates. Also, the 
readout of the quantum states is achieved by sending short microwave pulses 
from the Control Unit to the Quantum Processor.

II.) Control Unit: The control unit is classical electronics generating the waveforms 
to implement the gates passed forward by the instruction set. Typically, the 
control unit is a combination of field-programmable-gate-arrays (FPGAs), mi-
crowave generators, and digital-to-analog converters. On average, one needs on 
the order of one FPGA and microwave source per physical qubit. The microwave 
pulses are sent to the quantum processors using coaxial cables. The state of the 
quantum processor is read out by amplifying the signals being reflected at the 
different readout units of the quantum processors.

III.) Quantum Processor: The quantum processor is the heart of the quantum com-
puter. It is the unit where the classical microwave signals enter the quantum wor-
ld. Typically, for a superconducting processor, the microwave signals are being 
attenuated by many orders of magnitude before entering the quantum processor 
in order to be suitable to control individual quantum states inside the processor. 
For superconducting qubits of the transmon style, the two basis states |0> and 
|1> are encoded by either having zero or one photon in an electric circuit. These 
are created by short microwave pulses, called single-qubit gates. Entanglement 
between the different circuits can be created by letting them interact for a certain 
amount of time. This interaction is called a 2-qubit gate. The algorithms being 
executed are a series of these two gate types. Before starting an algorithm, one 
must reset the system to a well-known initial state. This is usually achieved by ini-
tializing the system close to a vacuum state, i.e., only zeros in all qubit registers. 
At the end of each algorithm, the qubit states are being read out using additional 
resonant circuits. Because, the readout signals are extremely weak, often in the 
attowatt (10-18 W) regime, one needs extremely efficient amplifier to overcome the 
omnipresent noise.
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CONCLUSION

In conclusion, we expect that quantum computing will be used in the finance sector for 
applications such as portfolio optimization, risk management, or fraud detection. The first 
applications will use a quantum processor as an accelerator to speed up certain compu-
tational tasks in combination with a classical optimizer. The reason is that in the NISQ era, 
the qubit performance is too low to run extensive algorithms requiring a large number of 
gates. To overcome this problem, one needs error-corrected qubits, which means one needs 
thousands to millions of physical qubits working with high quality in a single processor. 
Building an error-corrected quantum computer is the main long-term challenge for quantum 
hardware companies.
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How Quantum Computing 
Will Reshape Finance
By Dr. Mark Jackson 
Scientific Lead of Business Development  
at Cambridge Quantum Computing

and Dr. Mattia Fiorentini
Head of Artificial Intelligence  
at Cambridge Quantum Computing

WHAT IS QUANTUM COMPUTING?

Quantum computing has emerged as one of the most exciting and possibly re-
volutionary technologies in decades. The fundamental idea is that information is 
manipulated not as bits 1’s and 0’s, but rather as quantum bits - qubits - which 
may be 1’s and 0’s simultaneously in what is called a superposition. This allows 
both configurations to be considered in one computational step. Two qubits then 
allow four configurations to be considered simultaneously, three qubits allows 
eight configurations, and so forth - an exponential increase in speed for calcu-
lations which can take advantage of this method. First suggested in the early 
1980’s, quantum computing remained limited to academic research until about 
2014 when several technical advances led to a commercial offering of hardware 
prototypes. Just recently in October 2019, Google announced that it had achie-
ved quantum supremacy - a controversial term signifying that it had performed 
an example of a task efficiently on a quantum computer, yet prohibitively costly 
on a classical (commonplace) computer. 

There are several known ways to build a quantum computer, each with advan-
tages and disadvantages. One method - chosen by Google, IBM, Rigetti, and 
Intel, among others - is that of superconducting technology, in which some ma-
terials conduct electricity with almost no resistance when cooled down close to 
absolute zero. This technology offers good scalability but low accuracy in mani-
pulation. Another - employed by Honeywell and IonQ - is the ion trap technology, 
in which qubits are electrically charged particles held in place by lasers and ma-
nipulated through electric fields. Because trapped ions interact only with finely 
tuned electric pulses, they can be accurately manipulated, but the complexity 
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of the machinery surrounding the qubits makes this approach difficult to scale. Yet another 
way of crafting qubits is topological, a less-developed technology in which special particles 
called Majorana Fermions can perform calculations with almost zero error compared to the 
other technologies; Microsoft is currently the only major commercial organization pursuing 
this approach and remains somewhat theoretical. In this scenario, platform-agnostic quan-
tum software is a straightforward choice for companies willing to experiment and gain early 
know-how.

QUANTUM COMPILER

Just as for a classical computer, quantum hardware requires software to be translated in 
native instructions in order to perform calculations. Here the instructions are for the qubits 
and come in three types: initialization, manipulation, and measurement. Initialization sets up 
the qubits in a particular configuration, usually simply the “0” state. Manipulation transforms 
the value of the qubits - this could be by a fixed amount, say inverting the “1” and “0” states, 
mixing the two states, or it could mean transforming by an amount which depends on the 
value of other qubits, say “if qubit 1 is a 1, flip the values of qubit 2, but if qubit 1 is a 0, leave 
it alone” - a CNOT operation. The final type of instruction is measurement. By measuring a 
qubit you are forcing it to leave the superposition and become a regular bit, with value “1” 
or “0”. Only the probability of each measurement result is known as quantum mechanics is 
probabilistic in nature.

Figure 1: An example quantum circuit.  
As time flows from left to right, qubits are initialized, manipulated, and then measured.

A quantum program (or circuit, as it is sometimes called) will then consist of the initialization, 
a series of manipulations, and then finally the measurement. These must all be performed 
by the time the qubit loses its quantum coherence and while protecting the qubits from the 
environment disturbance. A typical circuit is shown in Figure 1.

150

Geneva Wealthtech Vol.1 / Quantum Computing



WHY EFFICIENCY IS IMPORTANT

A compiler converts the code that a programmer inputs into instructions executable to the 
machine. In order to do this, the compiler knows all the specifics of the processor: how many 
qubits, how they are coupled, the error rates, and so forth. Ideally, it does so using as few 
instructions as possible.

Today’s quantum processors are limited in several respects. The number of qubits is less 
than about 100, the coherence time is short, and error rates are large for both operations 
and measurement. There is even a formal term for these present-day limitations: Noisy Inter-
mediate-Scale Quantum, or NISQ. This makes it essential that quantum circuits use as few 
operations as possible, in as short a time as possible. Efficiency could include anticipating 
which qubits will interact, thus placing them near each other; combining gates (two flips can 
cancel each other out). 

Many of the quantum processors today - those developed by Google, IBM, and Honeywell, 
among others - have compilers developed by internal groups. Each compiler uses a different 
language, and so to move a circuit from one processor to another, it must be re-written. 

This is why CQC has developed a compiler which is hardware-agnostic, called t|ket>. 
Working closely with each hardware group, CQC has included details of each quantum 
processor in t|ket>. A programmer simply inputs their circuit once, then indicates which 
processor to compile to. Moving the program to another processor is as easy as re-compi-
ling with a different processor selected. The resultant instructions are maximally efficient, 
and details of the processor are invisible to the user. It is also ideal for benchmarking.

Figure 2: CQC’s hardware-agnostic Quantum Compiler t|ket>
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QUANTUM ALGORITHMS FOR FINANCIAL INSTITUTIONS

An algorithm is a recipe for performing some computational task. The task is usually so-
mething that has general applicability and executed almost routinely: searching a list, 
multiplying matrices, and so forth. Algorithms can be built from other algorithms for more 
complex tasks, like predicting the value of a stock. Such structuring is useful because once 
we have designed the most efficient way to implement an algorithm, it becomes part of our 
software toolbox. The programmer can be assured that this efficiency is used every time, and 
thus significantly enhance the performance of the application.

There are a few algorithms which are ubiquitous in the financial industry, and therefore 
are ripe targets for seeking improvement using quantum computing. A class of interesting 
programs goes by the name of Monte Carlo, after the famous gambling region in Monaco. 
Monte Carlo programs are useful to estimate the likelihood of certain outcomes in processes 
where all the details are too complex to be accounted for exactly. For example, you may 
have noticed that some hands of solitaire are winnable, whereas others are not. What is the 
fraction of winnable to unwinnable hands? One could try to develop a complex mathematical 
theory to answer this number precisely. Alternatively, one could simply deal a random hand 
of cards, play to completion (winnable or not-winnable), and then try again. After a large 
number of such examples, a fair estimate should result; the larger the number of simulations 
considered, the more accurate the prediction is likely to be. The cost of this accuracy is, of 
course, computational power and time.

In the context of financial analysis, Monte Carlo simulations can be used to predict the fair 
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value of derivative instruments in various market scenarios. Figure 3 shows an example of 
such predictions. The more models one can run, the more accurate the simulation is and the 
better one can set the price for selling those financial instruments.

Monte Carlo simulations can be sped up using quantum computing. Classically, doubling 
the number of simulations doubles the amount of time required to get an improved answer. 
With a quantum computer, we can do better and reach the same, improved accuracy by 
generating fewer samples, thus substantially reducing computational costs.

Another case is of optimization. In many problems we are trying to minimize or maximize an 
objective function under some constraints, for instance, minimizing risk or maximizing profit. 
This is achieved by varying the parameters of the system we are constructing to reach the 
optimum. With a large number of parameters, often depending on each other in complex or 
unknown ways, it is challenging to devise computational techniques that find the optimum 
efficiency. As a consequence, we are left with the only option of trying all the possible so-
lutions, which is often very computationally costly. In these scenarios, quantum algorithms 
have been proven to beat classical algorithms making this sort of “parameter searches” 
much more efficient. 

HOW FINANCIAL INSTITUTIONS MAY WORK WITH CQC

Financial organizations are already beginning to investigate how they may take advantage 
of quantum computing, and the ones who will most benefit are those which have moved 
earliest. Potential applications include risk analysis, portfolio optimization, credit scoring, 
and derivative pricing, among others. CQC is already collaborating with several of the world’s 
leading financial institutions to develop a platform of financial quantum algorithms inclu-
ding those for Monte Carlo simulations, portfolio optimization, and encryption. Focusing on 
Proof-of-Concept cases, we are developing the core of these financial applications which 
can execute on today’s quantum hardware. As quantum hardware advances, it will be closely 
integrated with current IT systems: our applications are designed to be ready for hybrid 
quantum-classical production environments and to offer our financial partners an immediate 
commercial edge. 
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