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In the world, where data has become the new oil, the burden of privacy mana-
gement lies on individuals. It is up to people to exercise control over personal 
information and choose which data collecting services to use. However, most 
people are not able to manage their own data properly and the underlying regu-
latory model seems to be failing. After establishing some general issues around 
privacy management, we argue that there is a growing opportunity for banking 
and wealth management. A move towards including privacy and data protective 
services in the offering makes sense not only in order to protect clients and their 
wealth, but also as a strategy to improve data analytics and profit from data 
assets.
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with friends, today we live in a totally different reality. With each day, our world 
gets ever so slightly more interconnected. We access personalised news feeds, 
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and we will soon have our fridges tell us what to eat and when. Some services are even 
automatic - they deliver the right information at the right time thanks to continuous back-
ground activity. In the digital era, people produce data, a lot of it and from countless different 
sources. It has become virtually (pun intended) impossible to keep track of our personal 
data. We are unable to tell the extent to which our data is gathered, who possesses it, and 
what can be inferred from it.

FAILURE OF PRIVACY SELF-MANAGEMENT

Most of today’s data protection measures revolve around the model of privacy self-manage-
ment (Solove, 2013). The core idea of this model is that individuals should be given a bundle 
of specific rights such as the rights to consent to the collection, use, and transfer of their 
personal data, in order to enable individuals to self-manage their data and privacy. Ideally, 
this approach empowers people to exercise control over personal information and to decide 
for themselves which of their data to disclose or keep private.

Another rationale for the privacy self-management approach is that it attempts to efficiently 
strike a balance between social interest and technological progress and economic deve-
lopment. In the new economic reality, services increasingly require data either in order to 
function directly, or in order to be developed, improved, or launched to the market. As a re-
sult, much of the technological progress we enjoy rests upon the data we share directly and 
indirectly with various industries. So, instead of adopting a paternalistic stance on data-re-
gulations and providing all the data-leveraging industries with a correct and comprehensive 
set of guidelines on how to collect, use, and transfer personal data, it is much easier for the 
regulators to embrace the privacy self-management approach, e.g the GDPR. It places the 
burden of balancing privacy trade-offs on individuals and thereby avoids overly paternalistic 
intervention in the data economy. Data has de facto become a commodity which people 
trade in exchange for various on- and off-line services. In the end, if people decide to give 
away their personal data in exchange for something they find of value, it is their choice after 
all. So where is the issue?

Scholars seem to agree that the current approach based on privacy self-management is fai-
ling and that it does not protect individuals as it should (see for instance Acquisti et al., 2016; 
Custers et al., 2018; Schermer et al., 2014; Solove, 2013). Let us first mention that putting the 
burden of weighing privacy trade-offs on individual decision-making is very demanding in 
terms of time and cognitive abilities. For instance, estimates show that an average American 
citizen would have to spend 244 hours per year or 40 minutes per day reading online privacy 
policies (McDonald & Cranor, 2008). Moreover, this is only the reading time which of course 
does not guarantee comprehension of the policies. This alone illustrates well why it would be 
unreasonable to expect people to properly manage their own data. 

McDonald and Cranor’s study dates back to 2008 so, as of today, the situation is likely worse. 
We are inundated by privacy notices while none of us can correctly name the number of da-
ta-collecting services we use on a daily basis. Interestingly, we are not engaged with active 
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privacy management even if we are submerged in reading requests. Instead of making us 
spend more time reading privacy notices, the amount of data requests actually makes us less 
likely to read them. As a result of being constantly confronted with privacy notices, people 
disengage with privacy management (Schermer et al., 2014) which in turn further deprives 
the self-management model of its initial purpose.

But suppose people spend enough time reading privacy notices and that they actually un-
derstand them. Even in this case, there are many cognitive issues that would prevent them 
from taking the right and rational decision. People might be uncertain about how to balance 
privacy trade-offs (Acquisti et al., 2015) or might be subject to cognitive biases (Acquisti 
& Gross, 2006). Take the status quo bias, namely the underlying preference for avoiding 
to undertake actions or for things to remain the same (Samuelson & Zeckhauser, 1988). 
Individuals are quite sensitive to default options provided by internet services, social media, 
and even public policies. For instance, making a default the option to contribute a part of 
your salary to a retirement plan makes it much more likely for you to actually do so. The 
same goes for including tips in the restaurant bill, adopting an opt-out policy for being organ 
donors, setting a default ringtone, or providing default privacy options for data collecting 
service. Various rationales have been provided for this bias ranging from the adversity for 
change to perceiving defaults as savvy recommendations. Many of us tend to stick with 
the defaults in our smartphone settings, social networks, and banking plans, thereby tacitly 
accepting what the industry wishes that we do. In the banking industry, some figures are 
striking: Janger and Schwartz (2002), for instance, report a study which found that only 0.5% 
of banking customers had engaged with opt-out options provided them by banks under 
a newly introduced regulation. As we will argue later, there is much potential here for the 
banking industry to profit from data assets by extending the range of services and including 
privacy and data management solutions.

Even in the hypothetical case of a world full of perfectly rational privacy experts, many struc-
tural issues will remain. For instance, it is difficult to keep track of the various seemingly 
innocuous bits of information we spread across time. Taken independently, some pieces 
of information can seem useless or to pose no threat to privacy. However, people spread 
information across time and through different services. With aggregate data analytics, it 
has become impossible to tell which piece of information will become critical and allow 
inferences to be drawn. For instance, using only public information spread across decades, 
Acquisti and Gross (2009) managed to predict social security numbers in the United States. 
Even more worrisome, if someone is after your personal data, but you do a great job at pro-
tecting it, the data of people around you can be used as a proxy for retrieving your personal 
information. Because privacy is context dependent, safeguarding your privacy requires a 
protective environment where people control the flow of their personal information. In the 
data analytics world we live in, if people around you share their personal data extensively, 
yours can become a matter of statistical inference. 

Other structural issues include market dominations, network effects, and a general lack of 
privacy options, all of which restrain people in their capacity to make their way through the 
data collecting world. For instance, network effects, i.e. the influence or power of a service 
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growing with the size of the network, are very present among social networks and commu-
nication services. If a critical number of people uses a specific service, e.g. a messaging or 
video communicating software, refusing to join that network due to privacy concerns results 
in social pressure on the reticent individual. Combining social pressure with the lack of op-
tions or the often “take it or leave it” privacy notices, creates an environment in which it is 
very difficult to make decisions consistent with our privacy preferences. These structural 
issues influence people into surrendering their personal data and adopting services through 
pressure rather than real choice.

There are several other problems related to the privacy self-management model, but what 
has been presented should already cast doubt on people’s abilities to effectively manage 
their personal data. Most alarmingly, there does not seem to be a political solution on the 
horizon in the near term.1  So, it seems that society is in a serious predicament regarding 
privacy and data management.

TWO REASONS FOR INTEGRATING  
PRIVACY AND DATA MANAGEMENT SOLUTIONS

At this point one might ask, how any of this is linked with the banking and wealth-manage-
ment industry? What follows from the previous part is that people share their personal data 
extensively and with increasing magnitude. Unfortunately, this sharing does not always align 
with people’s desires or even awareness. People lack time, knowledge, and simply the ca-
pacity to effectively self-manage their privacy in the digital age. Moreover, there seems to be 
little ground to believe that the situation is likely to improve because of the issues underlying 
the regulatory privacy self-management approach. As a result of using modern technologies 
and services, spreading extensive amounts of data on the Internet, we tend to lose control 
over our information and who can access it.

It is one thing to let an established technology company know what is our favourite music 
genre, or to retranscribe our video calls for the sake of quality purposes (something which 
we do not consider as particularly good). However, it is much more problematic, as a result of 
our lack of control over personal data, to inform ill-intentioned individuals about our activities, 
finances, and locations. The first point that we wish to bring forward is that a consequence of 
the failure of privacy self-management is our becoming more vulnerable to cyber crime and 
information-based crime in general. 

One of the reasons why people should care about their personal information is purely pru-
dential. In the majority of cases, crime requires information to be executed and in the digital 
era there is probably no better way to obtain information than through the traces we leave 
on the Internet. Here, adopting the right reflexes with regards to privacy and data security 
online. In this context, we believe the banking and wealth management industries could play 
a positive role by getting into the business of privacy and data security to protect their cus-
tomers. Perhaps it should not be up to banks and wealth managers to be behind clients each 
time they would like to use a connected fridge or solicit a voice assistant. One could simply 

1  Note that the most recent regulations such as the GDPR fundamentally rely on individual consent and the privacy self-management model.
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imagine promoting a set of good privacy and data security habits among clients; or one can 
imagine going further by offering  secure cloud services or even striking partnerships with 
information security companies to protect clients in their everyday lives. 

The fundamental reason here is that by protecting the clients’ privacy and data in a global 
situation of lack of control over personal information mentioned in part I, the banking and 
wealth management industry can better protect the wealth of the clients. Research abounds 
with numerous figures that illustrate the importance of everyday data protection and the di-
rection of development for data security. For instance, a Verizon (2019) report analyzing over 
40’000 security incidents, 2’000 of which were confirmed data breaches, concluded that 71% 
of the breaches were financially motivated and 25% were motivated by espionage. In their 
Cybercrime Report, Cybersecurity Ventures (2016) predict that by 2021 world cyber crime 
costs will exceed $6 trillion annually, up from $3 trillion in 2015, making it more profitable than 
global illegal drug trade.

This issue is very important for the wealth management sector because of its focus on 
wealth. The wealthier the individual, the more desirable of a target the individual is for cyber 
theft, extortion, and information-based crime in general. Wealth preservation being one of 
the main value propositions of the industry, integrating privacy and security features into the 
general offering can therefore make sense to better protect clients and their wealth.

A sceptic might respond that wealth managers are not cybersecurity or data privacy ex-
perts and that all in all finance, banking, and wealth management industries are not in 
the business of data or privacy protection outside their business. Here comes the second 
reason for integrating privacy and data protection services: the global risk of disruption 
from technology companies. It should not come as a surprise that the incumbent banking 
and wealth management actors are at risk of disruption not only from FinTech but also the 
Big Tech companies. Fundamentally, the risk stems from trends of greater customizability, 
user-friendliness, and construction of ecosystems. Big Tech companies lead in this respect 
and are extensively leveraging personal data to offer ever better and more personalised 
ranges of services including financial services. If Big Tech companies decide to enter the 
market of banking and finance in full force, consequences for the banking sector will be 
serious. With leading data analytics capabilities and the possibility of bundling services to its 
large customer base, Big Tech is a serious contender for long-established business models. 
On the other hand, FinTechs also enter the market, grow bigger, and challenge traditional 
frameworks. So, it looks like the incumbents will have to evolve no matter what.

CONCLUDING REMARKS

To meet new market demands and challenges, there are a few strategies available to the 
incumbents in the banking and wealth management segment ranging from the adoption 
of open platforms, to business diversification and partnerships with FinTech and Big Tech 
(OECD, 2020). Here, we argue, one concrete strategy could be focusing on privacy and 
data protection of customers. Compensating for the Big Tech’s better data capabilities, in-
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cumbents’ advantage lies in their clients’ trust. Trust is a fundamental element of wealth 
management, and this could just be the industry’s edge. Of course, there are many ways in 
which data and privacy protection can be integrated into the industry’s offerings. Perhaps, 
diversifying away from wealth management and going in the business of search engines or 
streaming is not a good idea. However, concluding partnerships with renown privacy and 
data protecting companies to offer bundled services to customers can make sense. Moreo-
ver, if in the process this improves data analytics by using clients’ data coherently (after all, 
the company will stock more data), it would solve both challenges: on the one hand it would 
protect clients and their wealth and on the other, it would improve companies’ data analytics 
and thus help better serve clients.

There is a catch however, for there might be a tension between the two reasons we provi-
ded the wealth management industry for protecting customers’ privacy and data. On one 
side there is the idea of protecting customers’ privacy and data because people are bad 
at self-managing their privacy. On the (probably) opposite side is the idea of expanding 
services, offering better customer experience, greater personalisation, product bundling, all 
of the things which require extensive collection and use of personal data. So there might 
be a tension here and it should be coherently addressed. Regardless of whether a healthy 
balance between the two rationales can be found, the wealth management industry is par-
ticularly well positioned in Switzerland to conclude partnerships with security, privacy, and 
data protection firms. Switzerland abounds with such companies and is a world leader in 
many aspects. There is thus a considerable opportunity for the Swiss wealth management 
industry to remain not only the home of wealth management and trust, but also privacy and 
data security.
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cumbents’ advantage lies in their clients’ trust. Trust is a fundamental element of wealth 
management, and this could just be the industry’s edge. Of course, there are many ways in 
which data and privacy protection can be integrated into the industry’s offerings. Perhaps, 
diversifying away from wealth management and going in the business of search engines or 
streaming is not a good idea. However, concluding partnerships with renown privacy and 
data protecting companies to offer bundled services to customers can make sense. Moreo-
ver, if in the process this improves data analytics by using clients’ data coherently (after all, 
the company will stock more data), it would solve both challenges: on the one hand it would 
protect clients and their wealth and on the other, it would improve companies’ data analytics 
and thus help better serve clients.

There is a catch however, for there might be a tension between the two reasons we provi-
ded the wealth management industry for protecting customers’ privacy and data. On one 
side there is the idea of protecting customers’ privacy and data because people are bad 
at self-managing their privacy. On the (probably) opposite side is the idea of expanding 
services, offering better customer experience, greater personalisation, product bundling, all 
of the things which require extensive collection and use of personal data. So there might 
be a tension here and it should be coherently addressed. Regardless of whether a healthy 
balance between the two rationales can be found, the wealth management industry is par-
ticularly well positioned in Switzerland to conclude partnerships with security, privacy, and 
data protection firms. Switzerland abounds with such companies and is a world leader in 
many aspects. There is thus a considerable opportunity for the Swiss wealth management 
industry to remain not only the home of wealth management and trust, but also privacy and 
data security.

80

Geneva Wealthtech Vol.1 / Data Analytics and Artificial Intelligence

BIBLIOGRAPHY 

Acquisti, A., Brandimarte, L., & Loewenstein, G. (2015). Privacy and 
human behavior in the age of information. Science, 347(6221), 509–
514. 

Acquisti, A., & Gross, R. (2009). Predicting Social Security Numbers 
from Public Data. Proceedings of the National Academy of Sciences 
of the United States of America, 106(27), 10975–10980.

Acquisti, A., Taylor, C., & Wagman, L. (2016). The Economics of Privacy. 
Journal of Economic Literature; Nashville, 54(2), 442–492. 

Custers, B., Dechesne, F., Pieters, W., Schermer, B. W., & van der Hof, 
S. (2018). Consent and Privacy (SSRN Scholarly Paper ID 3383465). 
Social Science Research Network.

Janger, E. J., & Schwartz, P. M. (2002). The Gramm-Leach-Bliley Act, 
Information Privacy, and the Limits of Default Rules. Minnesota Law 
Review, 86, 1219.

McDonald, A. M., & Cranor, L. F. (2008). The Cost of Reading Privacy 
Policies 2008 Privacy Year in Review. I/S: A Journal of Law and Policy 
for the Information Society, 3, 543–568.

OECD. (2020). Digital Disruption in Banking and its Impact on Com-
petition.

Samuelson, W., & Zeckhauser, R. (1988). Status quo bias in decision 
making. Journal of Risk and Uncertainty, 1(1), 7–59.

Schermer, B. W., Custers, B., & van der Hof, S. (2014). The crisis of con-
sent: How stronger legal protection may lead to weaker consent in 
data protection. Ethics and Information Technology; Dordrecht, 16(2), 
171–182. 

Solove, D. J. (2013). Introduction: Privacy Self-Management and the 
Consent Dilemma. Harvard Law Review, 126(7), 1880–1903.

Verizon. (2019). 2019 Data Breach Investigations Report. https://en-
terprise.verizon.com/resources/reports/2019-data-breach-investi-
gations-report-emea.pdf

81

Geneva Wealthtech Vol.1 / Data Analytics and Artificial Intelligence


