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WE ARE IN THE SAME BUSINESS: TRUST 

Financial institutions are bound to an essential duty of trust. Trust underpins the 
community’s license to hold our money. Trust is also the driving force that guides 
the economic opportunities financial institutions invest in. Firms must invest with 
a mind to generate returns for clients, stakeholders and our sustainable future. 
Microsoft shares a virtually identical duty of trust in relation to data. Your data. 

Today, life in the cloud is the benchmark for financial institutions investing in 
top-level data security and privacy. Guarding corporate and client information 
will outlive momentary trends and remain an enduring priority, essential to the 
survival of financial institutions. For this reason, when companies place their 
enterprise data in a digital vault – the cloud – it comes with an expectation. 
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Cloud service providers must offer the best assurance of data safety in the digital realm. The 
security and privacy expectations are unwavering: whether the data is seemingly mundane 
or monumental. Microsoft is committed to establishing and maintaining this level of data 
security and privacy assurance. Our clients’ trust represents our own license to hold their 
data. It is akin to the trust placed in the financial community to hold capital. Just like the 
financial capital placed in the custody of banks, we believe the data remains the customers’ 
property. While the data sits securely in our Azure Cloud Service, it never becomes Micro-
soft’s property. We hold the data in trust; in every sense of the word. 

For over 44 years, Microsoft has worked to earn trust of clients, which has become our most 
distinguishing feature. Trust is also our corporate commitment in the often-turbulent uni-
verse of big data management. “When your technology changes the world,” says Brad Smith, 
president and chief legal officer at Microsoft, “you bear a responsibility to help address the 
world you have helped create.” 

In August 2019, we made a substantial move to demonstrate our commitment to Swiss 
clients and deepen their trust in our services. Microsoft launched two datacenters in the 
Zurich and Geneva regions. This investment supports the Swiss digital transformation and 
gives our customers an unrivalled assurance on the domestic cloud service front. It is not 
just an investment for Switzerland, but also an investment into Switzerland with a three-digit 
million project creating dozens of new local jobs. 

Why has Microsoft decided to build local datacenters? For years, clients have asked Micro-
soft to help them on their journey to the cloud by addressing concerns about data leaving 
the border. Now, Microsoft contractually commits that customer data at rest does not leave 
Switzerland for locally deployed services. For clients in regulated industries, this adds 
another layer of control to help meet compliance goals. In addition to local data residency, 
the closer location of data and applications translates into faster reaction times as system 
latency is typically lower compared to previous Microsoft European datacenter regions in 
e.g. Amsterdam or Dublin. 

From its launch stage, as “the Microsoft Cloud in Switzerland”, more than 30 customers and 
partner organizations placed their trust in our cloud services. The first customers using the 
new cloud regions in Switzerland include UBS, Swiss Re, die Mobiliar and Swisscom among 
others. In the meantime, hundreds of Swiss clients both large and small have placed their 
trust in the new cloud regions in Switzerland.

MAKING THE CLOUD SAFE 

Now we have brought our datacenters to Switzerland, we are dedicated to keeping our cloud 
services safe. In 2017, the WannaCry and NotPetya cyberattacks, which spread rapidly around 
the world, crippled critical infrastructure in banking systems, healthcare and manufacturing. 
That year, Microsoft called for private technology companies to advance online security and 
resiliency around the world. By April 2018, 34 global technology and security companies 
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took remarkable action, signing a Cybersecurity Tech Accord, pioneered by Microsoft. The 
Tech Accord is grounded in four community wide principles: protect users and customers, 
oppose cyberattacks, empower customers to strengthen protection, and partner within the 
technology community to enhance cyber security. 

The protections we offer in Microsoft Office 365 comes as the result of billions of investments 
in consumer safety. Microsoft announced it will continue to invest over $1billion annually on 
cyber security research and development in the coming years. Our challenge is to anticipate 
myriad attacks that can happen and proactively mitigate such risks. This level of service 
requires AI, machine learning and modern technologies at a scale that only few actors can 
support. The Digital Crimes Unit (DCU) is a unit within Microsoft where employees track and 
fight cybercrime in real time. Using innovative technology, the DCU can detect, down to the 
street level, where malware-infected computers are located. The team employs legal and 
digital tools to disrupts cyber attacks posing threats to our customers. 

In 2014, the number of attempted cyberattacks was 20,000 a week.1 Within three years that 
figure had risen to 600,000-700,000, according to our data. Switzerland is not immune from 
such attacks and our fixation toward the nature and frequency of cyberattacks comes from a 
desire to help guard our customers’ cloud real estate. Reflecting this importance, we added 
Advanced Threat Protection for Microsoft Exchange Online. This identifies recognizable 
malware and suspicious code patterns in emails and stops them before they can do damage. 
We then added Office 365 Threat Intelligence to provide enterprises with information on 
the top targeted users, malware frequency and security recommendations related to their 
business. In 2017, we added new data governance features for Office 365 that include alerts 
that will be sent automatically to users when someone attempts to copy and download their 
inbox. 

Trust is the driving force that guides our investment in a safe cloud for customer to store 
their data. Like the way banks invest with the duty of trust in mind, we invest with a mind 
to empower our clients to manage their own data and apply it to build a sustainable future. 

CLOUD ADOPTION IN THE BANKING INDUSTRY

Beyond the “born in the cloud” fintechs, the adoption of the public cloud by traditional banks 
across the world is now a reality. During the last years, the usage by the industry of the 
different services of the public cloud has been doubling every 12 months. The broadness of 
the proposed public cloud services is now being acknowledged by banks as a key enabler of 
the cultural revolution and of the transformation of the operating models required to be able 
to compete in the digital era. 

1 https://www.reuters.com/article/us-tech-cyber-microsoft/microsoft-to-continue-to-
invest-over-1-billion-a-year-on-cyber-security-idUSKBN15A1GA
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Today, beyond the pressure of cost optimization that needs to be achieved, the main reason 
why banks decide to move to the cloud is to create additional value in their business acti-
vities and for their customers. Financial institutions see in the cloud capabilities to better 
manage costs, to improve their speed to market and to deliver new digital experiences and 
products to customers. The main drivers of the adoption of the public cloud in banks are 
related to the Data and Analytics scenarios and to the Agility of the developers. The banks 
are considering their data as high value assets that need to be unlocked to enable them to 
improve their efficiency, to discover new insights about their business and their customers 
and ultimately build new streams of revenues. They also need to accelerate their pace of 
delivering new products to beat the new players in the market.

The preferred settings where banks are investing in the cloud today are related to some of 
the most challenging topics they have in their agenda:

 ▶ Managing their risks across the enterprise with large computing and analytics capa-
bilities,

 ▶ Improving the fraud detection within the financial systems with machine learning ca-
pabilities, 

 ▶ Modernizing the core systems including payments, made obsolete by the new regula-
tions like PSD2 or the instant payments initiatives, implementing new agile architec-
tures and enabling the continuous delivery of features,

 ▶ Developing a new customer experience by leveraging Artificial Intelligence and Digital 
Feedback Loop,

 ▶ Empowering their employees with solutions like the definition of the “next best action” 
for a customer,

 ▶ Building the “single source of truth” about the customers with large data lakes.

Financial Institutions are consuming the cloud services in different ways. They can choose 
vendors solutions delivered as a service (SaaS). In advance of the banks, most of the tradi-
tional vendors of banking solutions have engaged the transformation of their software into 
services delivered from the cloud. Banks can also choose to develop their own systems 
leveraging infrastructure in the cloud and more advanced services (PaaS) which provide 
direct access to innovation and improve agility.

AI adoption through the cloud holds immense promise for the Swiss financial community. 
Business see that the technology holds great potential for accelerating innovation and com-
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petitiveness, 2among other benefits. At the same time, there is growing interest in ensuring 
that AI technologies are used responsibly. This is driving interest across many markets to 
develop principles for the responsible use of AI. With a long history of neutrality, Switzerland 
is uniquely placed to provide guidelines on this topic, cutting across all industry sectors, as 
well as having issued specific guidelines for the financial services industry. Microsoft issued 
its own framework for responsible AI 3 in 2018. Such principles are an important step forward 
– but of course their impact can only be achieved when they are implemented in practice. 

GLOBAL ACTION AND SUSTAINABILITY

According to a 2016 study by ISACA and RSA Conference, 74 percent of the world’s bu-
sinesses expect to be hacked each year. The estimated economic loss of cybercrime is es-
timated to reach $3 trillion by 2020. As these costs continue to climb, the financial damage 
is overshadowed by new and broadening risks. Some governments continue to invest in 
greater offensive capabilities in cyberspace, and nation-state attacks on civilians are on 
the rise. The world needs new international rules to protect the public from nation state 
threats in cyberspace. Just as the Fourth Geneva Convention has long protected civilians in 
times of war, Brad Smith, President of Microsoft has been clear that we now need a Digital 
Geneva Convention. The convention will commit governments to protecting civilians from 
nation-state attacks in times of peace. 

Although no international agreement is ever perfect, the world has already benefited from 
other global covenants. The Treaty on the Non-Proliferation of Nuclear Weapons and the 
Chemical Weapons Convention are both examples of the international community coming 
together to effectively manage weapons with the potential to create catastrophic harm. A 
Digital Geneva Convention would create a legally binding framework to govern states’ be-
havior in cyberspace. 

In the 20th century, the Fourth Geneva Convention recognized that the protection of civilians 
required the active involvement of the Red Cross. Likewise, protection against nation-state 
cyberattacks requires the active assistance of technology companies. The tech sector plays 
a unique role as the internet’s first responders, and we therefore should commit ourselves 
to collective action that will make the internet a safer place, affirming a role as a neutral 
company that assists customers everywhere and retains the world’s trust. 

All in all, there are many challenges to a wide-spread adoption of the cloud and Microsoft 
commits to meeting them. One of such challenges is related to global warming and growing 
CO2 emissions. Microsoft has recently announced an ambitious objective to ultimately re-
move its carbon footprint. By 2030 Microsoft will be carbon negative and by 2050 it will 

2 https://news.microsoft.com/apac/2019/02/20/microsoft-idc-study-artificial-intelligence-
to-nearly-double-the-rate-of-innovation-in-asia-pacific-by-2021/

3 https://www.microsoft.com/en-us/ai/responsible-ai
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