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Make risk management the profit driver  
of tomorrow and gain totally new insights

By Dr. Chistian Hugo Hoffmann
Assistant Professor of Finance, Cryptocurrencies and Fintech at the University of Liechtenstein

Banks live in times where many of them face the veritable risk of extinction. Big 
data, complexity, and the digital tools to harness them as well as new competition 
from FinTech, Tech or insurance companies are putting all aspects of banking 
into question, with significant implications for banks’ strategic positioning in the 
market.

We argue that for banks to remain in business the day after tomorrow and survive 
in an ever-changing landscape, they have to transform their risk management 
function into their profit driver of tomorrow, a transformation which will need to be 
built on three pillars: 1) Optimize the risk-return-ratio and risk costs, 2) create real-
time risk management, and 3) provide forward-looking scenario-based analyses 
for risk and capital planning. 

PROBLEM STATEMENT: THE «RISK/RETURN DILEMMA»

Banks find themselves in a dangerous situation which we baptized «risk/return 
dilemma»: On the one hand, their traditional low-risk front-end activities such as 
account management and payment transactions are disrupted by new players 
such as Fintechs (e.g. MoneyPark, TransferWise) and Techs (e.g. Apple with its 
offering Apple Pay). Since those new competitors are 

The Digital Era 
is the Era of Risk  
Management for Banks 
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 ▶ less regulated than banks,

 ▶ more technology-oriented (*by definition*),

 ▶ more cost efficient,

 ▶ more customer-oriented

they gain competitive advantages in terms of pricing. As a consequence, banks are confronted 
with an erosion of their earnings. One half of the dilemma is hence that banks cannot hold 
on to the status quo or business as usual because, then, they would, sooner or later, be out 
of business. Figure 1 captures the existential threat in a nutshell. 
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�	���� Figure 1: Banks’ eroding earnings.

On the other hand, banks can only exploit limited potentials with regard to innovations on 
the product side (due to the missing competitive edge over Fintechs and Techs), and ope-
rational efficiency through digitization, and robotics (rationalization through automation is 
not a business model which some banks like Deutsche Bank have not yet fully appreciated). 
Therefore, banks will need to generate additional revenues by taking more risks on their 
books. This will, however, raise risk costs proportionately, i.e. hedging costs, regulatory requi-
rements on risk management (capital requirements, operational requirements, compliance 
explosion) and thus squeeze the profit margins, which thereby constitutes the second half 
of the dilemma. 

 ▶ The dilemma is further aggravated by prevailing industry trends, such as

 ▶ volatility in the macro environment,

44

Geneva Wealthtech Vol.1 / The Digital Era

 ▶ monetary policies bringing about low and negative interest rates,

 ▶ regulation costs,

 ▶ peer pressure to adopt and implement latest technologies from AI and Machine  
Learning.

The risk/return dilemma is thus one of the most important and pressing challenges banks 
and insurances have to overcome in the near future. It induces a paradigm shift in risk mo-
deling which calls for methodological and technological alignments in banks’ risk functions. 
Since most of them are currently far from being fit to cope with those changes, it is impera-
tive to speed up. 

CURRENT CHALLENGES:  
THE RISK/RETURN DILEMMA REQUIRES RISK MANAGEMENT  
FUNCTIONS TO OPTIMIZE RISK COSTS ALONG THE VALUE CHAIN

The third way and the way out of the «risk/return dilemma» lies in the optimization of risk 
costs along banks’ value chain since this is the area in which banks hold the largest relative 
advantages (domain knowledge compared) to tech companies. This in turn requires banks 
to tackle three pain points.

1. 

���� ������� ���������

Figure 2: The risk management value chain

On the level of available data, we observe that they are of low quality mainly  
because IT and data systems especially in banking are heterogeneous and barely 
interoperable, meaning it is very challenging to bring data together and analyze it. In 
some use cases data quantity is also simply insufficient to form the basis for traditio-
nal models (e.g. in the mortgage business in Switzerland since there have been hardly 
any defaults since the 1990s).

2. As far as risk management tools are concerned, we find that they are often not state 
of the art since especially small and medium-sized banks lack the resources to attract 
talent in software engineering, data science and Machine Learning and, therefore, to 
develop sophisticated risk management solutions in-house. This further intensifies 
the decay of banks’ value chain.

3. On the stage of risk costs, we see that they are unnecessarily high because without 
adequate methods, banks arrive at poor risk estimates for changing scenarios.
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Therefore, risk managers adopt a (too) prudent mode of decision-making. If the estimates of 
risk factors such as probabilities of default and loss given default are, however, more reliable 
and if risk managers are enabled to quantify that in the form of model risk estimates, then 
they can make better informed decisions and thus take more risks on their books. In other 
words, a better risk management approach would not only be about costs, but prove to be 
value-increasing and revenue-generating. This is exactly what a solution to the «risk/return 
dilemma» would necessitate.

VISION: RISK MANAGEMENT 2.0 AS BANKS’ PROFIT DRIVER OF TOMORROW

To convert risk management into the profit center of tomorrow appears as a bold label at first 
glance, but can, in fact, be rendered concrete by taking three measures that build on each 
other.

First, banks need to be empowered to optimize risk-return-ratios and risk costs. That means 
the institution will realize the maximum (marginal) return for each (marginal) unit of risk it 
takes on its books. 

To reach that goal, it is, secondly, necessary to introduce real-time management of risks: The 
ability to respond to market dynamics, changed data immediately or with timely adjustments. 
In analogy to the continuous testing in software development, a series of stress tests ought 
to be triggered, not at regular intervals, but with every relevant change of the environment or 
market or portfolio. The purpose behind this measure is to exploit short-term opportunities 
to optimize returns, detect and partially anticipate developing bubbles or financial crises 
(managing riskier products / services, hedging), and render risk and capital planning more 
dynamic. 

This capability is, thirdly, supported and complemented by forward-looking data analytics 
derived from scenario thinking which banks already make use of in limited form for stress 
testing activities. Forward-looking data analytics, enabled by AI and Machine Learning, 
should, however, on top of that enrich and complement banks’ so-called risk and capital 
planning, which offers annual information on the capital requirement of the planning period 
(normally 4 to 7 years), how it is to be covered and where (business areas, products, ser-
vices), as well as on the risk capacity created by the capital (capital allocation in the form of 
strategic risk limits).

CONCLUSION AND OUTLOOK

As it comes to cooperation with banks, risk management expertise and software providers 
(can be established firms such as SAS or startups such as Syntherion) usually face reluctance 
and skepticism: Why should confidential data be shared? Why should banks invest into risk 
management which is all too often regarded as a cost driver or regulatory topic only? Or in 
a market which is apparently saturated since the number of different risk management tools 
(for measuring and managing market, credit, interest risk, etc.) is countless? 
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The contribution at hand offered answers to these questions, unmasking them as leading 
decision-makers astray, and, thereby, made a plea for approaching risk management strate-
gically as a business opportunity. Yet, it suffers from the limitation that we do not elaborate 
on how exactly a bank turns risk management into a profit center. Due to the scope of this 
article, we just point to a solution (in lieu of spelling it out) by encouraging banks to engage 
in riskier business. Admittedly, this answer is not very specific, but the specifics do indeed 
hinge on what business the particular bank is already involved in. Some food for thought 
will be provided by a more comprehensive white paper, which will be published by Syn-
therion in 2020 (see www.syntherion.com) and which addresses the key findings of a pilot 
project together with a larger Cantonal bank (including real-world examples and figures). 
Accordingly, the insights and projections shared in this contribution at hand stem from this 
ongoing collaboration.

Even though some few banks are still performing well by adhering to their old mantras, 
many of them arrived at a crossroads: are we, banks, passively accepting diminishing market 
shares as fintechs and techs are taking over and adopting ultimately ineffective measures 
against this loss of importance and power, respectively, by cutting jobs or merging with other 
sitting ducks, for example? Or are we ready to build a true USP by developing and reshaping 
risk management to become the profit center of tomorrow?
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