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Make risk management the profit driver  
of tomorrow and gain totally new insights

By Dr. Chistian Hugo Hoffmann
Assistant Professor of Finance, Cryptocurrencies and Fintech at the University of Liechtenstein

Banks live in times where many of them face the veritable risk of extinction. Big 
data, complexity, and the digital tools to harness them as well as new competition 
from FinTech, Tech or insurance companies are putting all aspects of banking 
into question, with significant implications for banks’ strategic positioning in the 
market.

We argue that for banks to remain in business the day after tomorrow and survive 
in an ever-changing landscape, they have to transform their risk management 
function into their profit driver of tomorrow, a transformation which will need to be 
built on three pillars: 1) Optimize the risk-return-ratio and risk costs, 2) create real-
time risk management, and 3) provide forward-looking scenario-based analyses 
for risk and capital planning. 

PROBLEM STATEMENT: THE «RISK/RETURN DILEMMA»

Banks find themselves in a dangerous situation which we baptized «risk/return 
dilemma»: On the one hand, their traditional low-risk front-end activities such as 
account management and payment transactions are disrupted by new players 
such as Fintechs (e.g. MoneyPark, TransferWise) and Techs (e.g. Apple with its 
offering Apple Pay). Since those new competitors are 

The Digital Era 
is the Era of Risk  
Management for Banks 
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 ▶ less regulated than banks,

 ▶ more technology-oriented (*by definition*),

 ▶ more cost efficient,

 ▶ more customer-oriented

they gain competitive advantages in terms of pricing. As a consequence, banks are confronted 
with an erosion of their earnings. One half of the dilemma is hence that banks cannot hold 
on to the status quo or business as usual because, then, they would, sooner or later, be out 
of business. Figure 1 captures the existential threat in a nutshell. 
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�	���� Figure 1: Banks’ eroding earnings.

On the other hand, banks can only exploit limited potentials with regard to innovations on 
the product side (due to the missing competitive edge over Fintechs and Techs), and ope-
rational efficiency through digitization, and robotics (rationalization through automation is 
not a business model which some banks like Deutsche Bank have not yet fully appreciated). 
Therefore, banks will need to generate additional revenues by taking more risks on their 
books. This will, however, raise risk costs proportionately, i.e. hedging costs, regulatory requi-
rements on risk management (capital requirements, operational requirements, compliance 
explosion) and thus squeeze the profit margins, which thereby constitutes the second half 
of the dilemma. 

 ▶ The dilemma is further aggravated by prevailing industry trends, such as

 ▶ volatility in the macro environment,

44

Geneva Wealthtech Vol.1 / The Digital Era



 ▶ monetary policies bringing about low and negative interest rates,

 ▶ regulation costs,

 ▶ peer pressure to adopt and implement latest technologies from AI and Machine  
Learning.

The risk/return dilemma is thus one of the most important and pressing challenges banks 
and insurances have to overcome in the near future. It induces a paradigm shift in risk mo-
deling which calls for methodological and technological alignments in banks’ risk functions. 
Since most of them are currently far from being fit to cope with those changes, it is impera-
tive to speed up. 

CURRENT CHALLENGES:  
THE RISK/RETURN DILEMMA REQUIRES RISK MANAGEMENT  
FUNCTIONS TO OPTIMIZE RISK COSTS ALONG THE VALUE CHAIN

The third way and the way out of the «risk/return dilemma» lies in the optimization of risk 
costs along banks’ value chain since this is the area in which banks hold the largest relative 
advantages (domain knowledge compared) to tech companies. This in turn requires banks 
to tackle three pain points.

1. 

���� ������� ���������

Figure 2: The risk management value chain

On the level of available data, we observe that they are of low quality mainly  
because IT and data systems especially in banking are heterogeneous and barely 
interoperable, meaning it is very challenging to bring data together and analyze it. In 
some use cases data quantity is also simply insufficient to form the basis for traditio-
nal models (e.g. in the mortgage business in Switzerland since there have been hardly 
any defaults since the 1990s).

2. As far as risk management tools are concerned, we find that they are often not state 
of the art since especially small and medium-sized banks lack the resources to attract 
talent in software engineering, data science and Machine Learning and, therefore, to 
develop sophisticated risk management solutions in-house. This further intensifies 
the decay of banks’ value chain.

3. On the stage of risk costs, we see that they are unnecessarily high because without 
adequate methods, banks arrive at poor risk estimates for changing scenarios.
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Therefore, risk managers adopt a (too) prudent mode of decision-making. If the estimates of 
risk factors such as probabilities of default and loss given default are, however, more reliable 
and if risk managers are enabled to quantify that in the form of model risk estimates, then 
they can make better informed decisions and thus take more risks on their books. In other 
words, a better risk management approach would not only be about costs, but prove to be 
value-increasing and revenue-generating. This is exactly what a solution to the «risk/return 
dilemma» would necessitate.

VISION: RISK MANAGEMENT 2.0 AS BANKS’ PROFIT DRIVER OF TOMORROW

To convert risk management into the profit center of tomorrow appears as a bold label at first 
glance, but can, in fact, be rendered concrete by taking three measures that build on each 
other.

First, banks need to be empowered to optimize risk-return-ratios and risk costs. That means 
the institution will realize the maximum (marginal) return for each (marginal) unit of risk it 
takes on its books. 

To reach that goal, it is, secondly, necessary to introduce real-time management of risks: The 
ability to respond to market dynamics, changed data immediately or with timely adjustments. 
In analogy to the continuous testing in software development, a series of stress tests ought 
to be triggered, not at regular intervals, but with every relevant change of the environment or 
market or portfolio. The purpose behind this measure is to exploit short-term opportunities 
to optimize returns, detect and partially anticipate developing bubbles or financial crises 
(managing riskier products / services, hedging), and render risk and capital planning more 
dynamic. 

This capability is, thirdly, supported and complemented by forward-looking data analytics 
derived from scenario thinking which banks already make use of in limited form for stress 
testing activities. Forward-looking data analytics, enabled by AI and Machine Learning, 
should, however, on top of that enrich and complement banks’ so-called risk and capital 
planning, which offers annual information on the capital requirement of the planning period 
(normally 4 to 7 years), how it is to be covered and where (business areas, products, ser-
vices), as well as on the risk capacity created by the capital (capital allocation in the form of 
strategic risk limits).

CONCLUSION AND OUTLOOK

As it comes to cooperation with banks, risk management expertise and software providers 
(can be established firms such as SAS or startups such as Syntherion) usually face reluctance 
and skepticism: Why should confidential data be shared? Why should banks invest into risk 
management which is all too often regarded as a cost driver or regulatory topic only? Or in 
a market which is apparently saturated since the number of different risk management tools 
(for measuring and managing market, credit, interest risk, etc.) is countless? 
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The contribution at hand offered answers to these questions, unmasking them as leading 
decision-makers astray, and, thereby, made a plea for approaching risk management strate-
gically as a business opportunity. Yet, it suffers from the limitation that we do not elaborate 
on how exactly a bank turns risk management into a profit center. Due to the scope of this 
article, we just point to a solution (in lieu of spelling it out) by encouraging banks to engage 
in riskier business. Admittedly, this answer is not very specific, but the specifics do indeed 
hinge on what business the particular bank is already involved in. Some food for thought 
will be provided by a more comprehensive white paper, which will be published by Syn-
therion in 2020 (see www.syntherion.com) and which addresses the key findings of a pilot 
project together with a larger Cantonal bank (including real-world examples and figures). 
Accordingly, the insights and projections shared in this contribution at hand stem from this 
ongoing collaboration.

Even though some few banks are still performing well by adhering to their old mantras, 
many of them arrived at a crossroads: are we, banks, passively accepting diminishing market 
shares as fintechs and techs are taking over and adopting ultimately ineffective measures 
against this loss of importance and power, respectively, by cutting jobs or merging with other 
sitting ducks, for example? Or are we ready to build a true USP by developing and reshaping 
risk management to become the profit center of tomorrow?
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Evolving family office and UHNWIs demographics and the case  
for digitalisation of private banking

By Dirk Steller  
Founder and Managing Partner at Seed Space Venture Capital:  
A FinTech focused Venture Capital firm

The changing face of the family office and ultra high net worth individuals means 
private banks cannot continue to offer services in the same way as they have 
for decades. Concentrated wealth is growing, but the existing private banking 
business model is under threat. However, there are clear solutions. Private banks 
must embrace digitisation to stay relevant with the clients either taking over family 
wealth or the first generation successful entrepreneurs.

 
The private banking industry has for centuries, intentionally, resisted the winds 
of evolution. But it is no longer immune to change. After years of priding itself 
on traditional, personalised and face-to-face interactions, the sector is going to 
need to move fast if it is going to be able to cater to the wants and needs of the 
next generation of private banking client. This client, whether he or she be a 
wealthy entrepreneur or the current generation of ‘old money’, is more comfor-
table with digital and mobile interaction, rather than a face to face sit-down in the 
traditional sense which means private banks need to be too.

Private banks can be helped towards finding clear and compelling solutions that 
will allow them to easily and effectively manage the next generation of ultra high 
net worth individuals and their assets. The growing complexities of managing 
global portfolios for clients with a multi-jurisdictional presence, coupled with 
shifting individual attitudes towards digital services and instant accessibility, all 

A Digital Future:  
Can Private Banks  
Evolve to Reach  
Tomorrow’s Clients?
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pose new challenges for private banks today that are increasingly interacting with a digitally 
native client base. While evolution was always inevitable, this monumental shift towards a 
digital future can be a catalyst for improvement for the private banking industry as a whole. 

DEFINING PRIVATE BANKING

It makes sense at this point to define exactly what is meant by private banking. It is not the 
“private banking” arm of a regular retail bank – which some markets across the world are 
typically known for – but the discreet institution dedicated to safeguarding and investing 
the wealth of the world’s richest, a reputation for excellence in service, and above all, wealth 
preservation. 

Private banking was first built on the foundations of providing individual banking, investment 
and other financial services via an entity that was privately held, often by one family, and was 
not structured in a limited liability manner. Therefore, if the bank made losses, the family owning 
and running the bank were fully liable vis-a-vis their clients, thus creating an unparalleled 
trust relationship between the banker and the client. This trust relationship and the personal 
interactions between a bank’s owners and its clients is still at the heart of private banking in 
Europe today. The cities of Geneva and Zurich, for instance, have long flourished as part of 
Switzerland’s $6.8 trillion in assets under management1 and are among Europe’s leading finan-
cial centres for private banking and wealth management. Europe’s private banks have been 
and continue to be linked to families for several generations, providing wealth management, 
savings, succession and tax planning advice for their clients spanning many generations.  
Traditional private banking was the confidential handshake of assurance that an individual’s 
assets and personal interests were protected for the generations to come. Extending far 
beyond basic commercial or residential assets, the nature of private banking meant that 
it dealt with only an exclusive subset of high net worth individuals seeking a tailored and 
personalised experience when it came to managing their wealth.

THE MILLENNIAL AND GEN Z CLIENT

The changing needs and desires of an emerging Millennial2 and Gen Z3 client base is forcing 
private banks and wealth managers to find compelling, alternate solutions and embrace 
new technology-driven approaches. Clients are now demanding easier and more convenient 

1  Data from Financial Times: 11 December 2017: https://www.ft.com/content/01927da8-d451-11e7-a303-9060cb1e5f44 

2  Millennials, also known as Generation Y (or simply Gen Y), are the demographic cohort following Generation X and 
preceding Generation Z. Researchers and popular media use the early 1980s as starting birth years and the mid-1990s to early 
2000s as ending birth years, with 1981 to 1996 a widely accepted definition. https://en.wikipedia.org/wiki/Millennials

3  Generation Z, or Gen Z for short, is the demographic cohort succeeding the Millennials (or Gen Y). Demographers and researchers 
typically use the mid- to late-1990s as starting birth years, while consensus has not been reached on the ending birth years. Children 
of Generation X and sometimes Millennials, members of Generation Z have used digital technology since a young age and are 
comfortable with the Internet and social media, but are not necessarily digitally literate. https://en.wikipedia.org/wiki/Generation_Z
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ways to manage their assets, and technology is playing an integral role in shaping these 
interactions. The smartphone and tablet have given rise to the possibility of viewing and ma-
naging multi-currency, multi-asset class and multi-jurisdictional portfolios anywhere at any 
time. So too, the average private banking client has changed. Wealth is moving to younger 
generations, either being passed down generationally through inheritance, or from young 
entrepreneurs who have made their fortune through innovative and bold new business ven-
tures and require the deeply personalised knowledge and trusted care they can get from a 
private bank when it comes to managing their complex portfolio of assets. 

When we look at the composition of the current generation of private banking clients, it 
should come as no surprise that wealth is still held predominantly by those who seek a face-
to-face relationship with their private banker. This is especially true for clients in their 40s, 
50s and 60s, but that will vastly change over the next 10 to 15 years. 

As a low yield environment drives a decrease in wealth management performance across 
the industry, clients are becoming ever more focused on the fee-for-service proposition. Not 
only are client expectations increasingly focussed on the quality of service, but also the cost 
of that service. Clients today want intuitive correspondence, tailored advice and instantly 
accessible insights on the performance of their portfolios – all on demand. For the industry, 
this means additional investments in technology and digital infrastructure4 to an extent that 
has not been seen before. However, on the flipside, those investments in systems made 
today can mean a significantly lower cost base into the future.

Integral to private banking is understanding the vital relationship that a private banker plays 
for this ultra high net worth class of individuals seeking a personalised wealth management 
experience. In essence, private banking is predominantly about wealth preservation and 
risk management. It is about understanding portfolio optimisation and inter-generational 
wealth transfer to help manage, not just a client’s individual assets, but ensure their longevity 
for the generations to come. As more and more private banks look to embrace digital, that 
relationship dynamic will not change, but the interface between the bank and the client will 
inevitably transform, just as the relationships between service providers in other sectors 
have adapted to the behaviours of Millennials and Gen Z customers with the rise of the 
sharing economy – whether it be in tourism, transport or traditional retail banking.5

The growing proliferation of technology-driven portfolio management and trading tools will 
be a key catalyst in driving a wave of change in private banking globally, as wealth managers 
adapt. The use of big data and other technology overlays to optimise portfolio allocation and 
performance are coming of age and are likely to become more efficient and cost-effective 
than teams of analysts in the near to medium term. An example of this is Forwardlane in the 
US, an artificial intelligence platform that helps wealth managers synthesise and evaluate 
infinite amounts of data to make informed recommendations. In addition, the launch of Gold-

4  See Deloitte Wealth Management and Private Banking Report 2015 https://www2.deloitte.com/content/dam/Deloitte/ch/
Documents/financial-services/ch-en-financial-services-efma-wealth-management-private-banking-032015.pdf 

5  See Wired article on Trust in the Share economy: https://www.wired.com/2014/04/trust-in-the-share-economy/ 
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man Sachs’ digital banking unit Marcus two years ago was an important shift in the private 
bank’s focus as it saw an important opportunity to serve a broader spectrum of individual 
consumers and investors through this digital offering.

In Tel Aviv, wealthtech platform Cred allows you to tailor your wealth solution to each client 
through deep, AI-driven personalisation based on current assets and unique needs. Using 
tools such as these, global wealth managers today are able to capture both qualitative and 
quantitative data in a fraction of the time it takes a top-end expert analyst to put forward an 
educated perspective. 

The unfortunate reality is that the wealth management and private banking industry across 
the world has not yet truly embraced the change needed to interact with the next generation 
of clients who will demand a transformation of the business model. Private banks need clear 
solutions that can help them cater for this burgeoning class of asset rich client with a new 
set of digital-led expectations and needs that places emphasis on instant accessibility and 
service. The changing landscape for tech-focused private banking services is an excellent 
opportunity for forward-thinking private banking providers across the world who are increa-
singly stepping up to the plate to compete directly with the traditional Swiss incumbents and 
other leading private banking institutions. 

CHANGING ATTITUDES TOWARD TRUST

Trust in the digital age has evolved and traditional private banking should pay attention to 
the lessons learnt across various industries that have seen large-scale digital disruption in 
recent years to not go the way of other fallen market incumbents. The rise of Airbnb and 
Uber offer us an important insight into the changing nature of the consumer. There is an 
increasing level of trust in digital commerce, not just from a payments perspective, but also 
from a product perspective. The underlying success of these businesses stems from the 
value proposition that they deliver to the customer – a better product or service at a more 
attractive price managed through a convenient digital platform. 

Private banks will need to decide whether they will embrace the efficiency that new techno-
logy can deliver, or try to hold their ground and maintain the status quo. Those who ignore 
the benefits of engaging in at least a partial digital transformation, do so at their peril. 

According to Clayton Christensen, who coined the term ‘disruptive innovation’5, what was in-
teresting about Uber’s rise was its focus on solving an issue of trust that everyday consumers 
had with a well-served taxi industry: Uber was formidably able to establish a position in the 
mainstream market first, gain trust with an increasingly growing user base and subsequently 
appeal to historically overlooked segments.6

6  From 2015 Harvard Business Review, ‘What is Disruptive Innovation?’ https://hbr.org/2015/12/what-is-disruptive-innovation 
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Recent headwinds seem to suggest that private banks in Western Europe have been  
underperforming in comparison to their US and Asian peers. One immediate observation is 
that the European private banks are much older than their US or Asian counterparts, and 
the client relationships are likely to also be older. The generations coming through are not 
guaranteed to possess the same trust and faith in these institutions. For so many years, the 
drawcard of European private banks, particularly Swiss private banks, has been that they did 
not innovate. They are stable, conservative and discreet. This has served them well in the 
past, but that business model of providing investment services is under pressure and digital 
providers of many of the services that make up private bank offerings are heavily discounting 
fees. This means the private banking margins are also under pressure. Consequently, the only 
way out is innovation and reducing the cost required to provide private banking services.

What has been most interesting to observe here is that private banks really quite loathe to 
innovate. Yet there is still a significant pool of wealth looking for different kinds of interac-
tions. There are technologies now available to allow clients to view and interview their asset 
holdings and interact with their asset holdings in a truly digital way. That involves operating 
on new systems that offer seamless integration with the latest applications, rather than cu-
mbersome legacy platforms. One way in which private banks could adapt accordingly and 
build trust with this new cohort of UHNWIs is by incorporating some of the key features that 
have seen neobanks become so prominent. 

The attraction of the neobanks is that they are genuinely focussing on the customer inter-
face and the experience. Price, relevance and education are at the heart of the evolution in 
neobanking, delivered on intuitive and engaging platforms. The interfaces of private wealth 
clients of tomorrow will likely display all of the critical asset information in real-time, aggre-
gated across currencies, asset classes and sectors, with the option of being able to transact 
directly from the platform – or digitally connecting to an adviser. The evolution of these ser-
vices will in effect call out the private banks to defend their value proposition in a changing 
marketplace. 

THE OUTLOOK FOR CHANGE

As it stands, private banking in western Europe is fragmented. Today, small and mid-sized 
players face the most significant challenges as larger rivals have proved more successful in 
attracting business. What will separate the successful few from the rest is an appetite to be 
bold with the times and embrace change. Developments in the quality of services offered 
to private banking clients has often lagged behind improvements made by other industries, 
but that does not mean the appetite for innovation does not exist. Greater use of advanced 
analytics and the rise of technology-based client interfaces could help relationship mana-
gers to deliver higher quality bespoke experiences to clients at palatable costs. How private 
banking institutions service their clients in a relentlessly digital world is set to transform 
immeasurably in the coming decade. 
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On July 2nd, 2034, the sun shone brightly and John woke up full with optimism. 
Like every day, he put on his augmented-reality glasses and activated his PDA 
(personal digital assistant) by saying:

 ― Good morning Cheryl!
 ― Good morning John!

replied the artificial intelligence that was connected to loudspeakers in each 
room of his flat, as well as to his glasses. Since the mega fraud in 2028, when the 
accounts of 500 million people had been debited of a thousand Stablecoins by 
activating their PDAs that all bore the same name, it had been decided that their 
activation name should be left to each user’s discretion.

 ― Cheryl, do I have any outstanding debt?

Yes, you owe 28 libra to Kevin for last night’s dinner and 50 wecoin to the Korean 
artist whom you commissioned to create a 3D print model of your favourite manga 
character.

 ― Cheryl, show me my libra and wecoin balances.

The figures appeared on the translucid panel of his glasses. He would need to 
change some local Stablecoins, the common name of the virtual currencies that 

A Glimpse into  
the Finance  
World of 2034
By Jan Langlo  
Director at Association of Swiss Private Banks
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most central banks had adopted, into the two main currencies used in the Cloud: the libra for 
the Occidental part of the world and the wecoin for the Asian one.

 ― Cheryl, change 200 Stablecoins in libra and 300 Stablecoins in wecoin on my main 
account.

 ― Consider it done, John.

Powerful algorithms compiling the worldwide bids and offers for these currencies ensured 
a spot transaction – not that their exchange rates varied that much now. It was also instan-
taneous and costless, as easy as switching a green sock for a red one. Revolut had been just 
the beginning!

 ― Cheryl, settle my debts please.
 ― Consider it done, John.

John knew that Kevin could immediately see that he had paid him. He thought about the 
days when a transfer through a bank would take up to two days to be effective and wondered 
how people managed to go around then. He went to his fridge which, based on his sleep data 
transmitted by his fit-band, displayed what would be the best breakfast for him. While ea-
ting, he unfolded his flexible tab and read his favourite newspaper. An advertisement for the 
wealth manager that Kevin had mentioned yesterday caught his eye. They had apparently 
developed some ground-breaking AI that still managed to beat the indexes. John decided to 
test them with part of his savings.

 ― Cheryl, send an account opening request to that bank in the paper, in my name.
 ― Consider it done, John. (Once more, John thought a few variations of that sentence 

could have been programmed, but hey, it was just a PDA!)

John knew that as for his financial transactions just before, Cheryl was not just obeying his 
voice but also checking several biological signs (eyes, breath, pulse) to verify that it was truly 
he giving the order. This time, the data sent to the bank also included a link to the central 
know-your-customer register of his country. This would allow the bank to verify not only his 
identity, but also his honourability. As he was finishing his breakfast, he received a notifi-
cation on his glasses that his new account had been opened. John then decided to check 
whether he could obtain some credits from the crowd at a better rate than the expected 
return of his new account. 

 ― Cheryl, what are my options for getting a credit of 10 000 Stablecoins?
 ― You can get a one-year renewable loan from your main bank at a rate of 3.51% or… 

please wait… someone would give you a rate of 2.79% on Lendboox.

John thought it over and decided against reducing his yield by so much. After all, AI  
algorithms had made considerable progress in the twenties, but were now more or less all 
the same. It was mostly because he trusted Kevin’s judgement that John was willing to try a 
new one.
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 ― Cheryl, please send 10 000 Stablecoins to the account I just opened and ask the 
bank to invest them according to my environmental and social preferences.

 ― Consider it done, John.

Just a few seconds later, his glasses displayed a short film presenting the few companies 
that his new portfolio was invested in, explaining how they contributed to preserving the 
Earth and its inhabitants. Since the data of all his purchases was shared across all platforms 
(except those that he had refused to share with), his centres of interest helped define what 
was most important to him and the wealth managers could combine these elements with 
their own analyses.

 ― Cheryl, tell me how much I have available for leisure this month.
 ― According to your budget, you can spend 1863 Stablecoins on your free time in July.

The good thing was that his holidays were already booked and paid, so that John could afford 
a few extras on the beach. This led him to thinking about his retirement and he opened Nu-
mbrs on his tab. The application showed him the results of his pension account for the first 
semester and what his pension would be if he kept his current income. He could play with a 
number of options to run the scenarios he wished. He could even select a new investment 
strategy for his pension fund, but felt no need to change it.

 ― Cheryl, remind me if I have already sent my income tax return this year.
 ― Yes John, you sent it on April 5th.

Filling out one’s tax return was so easy nowadays, since nearly all data were already known 
to the authorities. John had only had to scan his bank reports to add them; and he had better 
not forget any, since a global account register, accessible only to tax authorities, ensured 
compliance. Now that distributed ledgers were finally safe (only a few breaches had oc-
curred within the last five years on the official ones) and needed much less energy to run, 
everyone felt confident enough to have their personal data stored on one.

But enough of all these money-related thoughts, it was time to go play tennis with some 
friends! Still, some of the news John had read during breakfast had him worry about the state 
of the world’s economy and no AI would replace an exchange of ideas with a real human. He 
thus asked Cheryl to remind him to call his personal banker tomorrow – after all, Sundays 
were still non-work days!
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Siham Rakia leads the financial industry of Swiss Romandie at Microsoft.
Her studies focused on business management, and she has more than 12 

years’ experience in information technology.

Siham advises wealth and asset managers in their digital transformation, 
in particular on how to engage better with their customers, empower their 
employees, optimize their operations and transform their services offering. She 
also supports swiss financial institutions onboarding in the cloud and the Swiss 
Datacenter throughout the whole cloud journey.

Siham Rakia regularly organizes roundtables for private banks 
around innovation topics such as AI and Intelligent Banking, 
compliance or cybersecurity.

Siham Rakia
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WE ARE IN THE SAME BUSINESS: TRUST 

Financial institutions are bound to an essential duty of trust. Trust underpins the 
community’s license to hold our money. Trust is also the driving force that guides 
the economic opportunities financial institutions invest in. Firms must invest with 
a mind to generate returns for clients, stakeholders and our sustainable future. 
Microsoft shares a virtually identical duty of trust in relation to data. Your data. 

Today, life in the cloud is the benchmark for financial institutions investing in 
top-level data security and privacy. Guarding corporate and client information 
will outlive momentary trends and remain an enduring priority, essential to the 
survival of financial institutions. For this reason, when companies place their 
enterprise data in a digital vault – the cloud – it comes with an expectation. 

Empowering Swiss 
Wealth-Management 
through Trusted and  
Secure Cloud Services

By Siham Rakia
Senior Account Executive - Financial Services at Microsoft
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Cloud service providers must offer the best assurance of data safety in the digital realm. The 
security and privacy expectations are unwavering: whether the data is seemingly mundane 
or monumental. Microsoft is committed to establishing and maintaining this level of data 
security and privacy assurance. Our clients’ trust represents our own license to hold their 
data. It is akin to the trust placed in the financial community to hold capital. Just like the 
financial capital placed in the custody of banks, we believe the data remains the customers’ 
property. While the data sits securely in our Azure Cloud Service, it never becomes Micro-
soft’s property. We hold the data in trust; in every sense of the word. 

For over 44 years, Microsoft has worked to earn trust of clients, which has become our most 
distinguishing feature. Trust is also our corporate commitment in the often-turbulent uni-
verse of big data management. “When your technology changes the world,” says Brad Smith, 
president and chief legal officer at Microsoft, “you bear a responsibility to help address the 
world you have helped create.” 

In August 2019, we made a substantial move to demonstrate our commitment to Swiss 
clients and deepen their trust in our services. Microsoft launched two datacenters in the 
Zurich and Geneva regions. This investment supports the Swiss digital transformation and 
gives our customers an unrivalled assurance on the domestic cloud service front. It is not 
just an investment for Switzerland, but also an investment into Switzerland with a three-digit 
million project creating dozens of new local jobs. 

Why has Microsoft decided to build local datacenters? For years, clients have asked Micro-
soft to help them on their journey to the cloud by addressing concerns about data leaving 
the border. Now, Microsoft contractually commits that customer data at rest does not leave 
Switzerland for locally deployed services. For clients in regulated industries, this adds 
another layer of control to help meet compliance goals. In addition to local data residency, 
the closer location of data and applications translates into faster reaction times as system 
latency is typically lower compared to previous Microsoft European datacenter regions in 
e.g. Amsterdam or Dublin. 

From its launch stage, as “the Microsoft Cloud in Switzerland”, more than 30 customers and 
partner organizations placed their trust in our cloud services. The first customers using the 
new cloud regions in Switzerland include UBS, Swiss Re, die Mobiliar and Swisscom among 
others. In the meantime, hundreds of Swiss clients both large and small have placed their 
trust in the new cloud regions in Switzerland.

MAKING THE CLOUD SAFE 

Now we have brought our datacenters to Switzerland, we are dedicated to keeping our cloud 
services safe. In 2017, the WannaCry and NotPetya cyberattacks, which spread rapidly around 
the world, crippled critical infrastructure in banking systems, healthcare and manufacturing. 
That year, Microsoft called for private technology companies to advance online security and 
resiliency around the world. By April 2018, 34 global technology and security companies 
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took remarkable action, signing a Cybersecurity Tech Accord, pioneered by Microsoft. The 
Tech Accord is grounded in four community wide principles: protect users and customers, 
oppose cyberattacks, empower customers to strengthen protection, and partner within the 
technology community to enhance cyber security. 

The protections we offer in Microsoft Office 365 comes as the result of billions of investments 
in consumer safety. Microsoft announced it will continue to invest over $1billion annually on 
cyber security research and development in the coming years. Our challenge is to anticipate 
myriad attacks that can happen and proactively mitigate such risks. This level of service 
requires AI, machine learning and modern technologies at a scale that only few actors can 
support. The Digital Crimes Unit (DCU) is a unit within Microsoft where employees track and 
fight cybercrime in real time. Using innovative technology, the DCU can detect, down to the 
street level, where malware-infected computers are located. The team employs legal and 
digital tools to disrupts cyber attacks posing threats to our customers. 

In 2014, the number of attempted cyberattacks was 20,000 a week.1 Within three years that 
figure had risen to 600,000-700,000, according to our data. Switzerland is not immune from 
such attacks and our fixation toward the nature and frequency of cyberattacks comes from a 
desire to help guard our customers’ cloud real estate. Reflecting this importance, we added 
Advanced Threat Protection for Microsoft Exchange Online. This identifies recognizable 
malware and suspicious code patterns in emails and stops them before they can do damage. 
We then added Office 365 Threat Intelligence to provide enterprises with information on 
the top targeted users, malware frequency and security recommendations related to their 
business. In 2017, we added new data governance features for Office 365 that include alerts 
that will be sent automatically to users when someone attempts to copy and download their 
inbox. 

Trust is the driving force that guides our investment in a safe cloud for customer to store 
their data. Like the way banks invest with the duty of trust in mind, we invest with a mind 
to empower our clients to manage their own data and apply it to build a sustainable future. 

CLOUD ADOPTION IN THE BANKING INDUSTRY

Beyond the “born in the cloud” fintechs, the adoption of the public cloud by traditional banks 
across the world is now a reality. During the last years, the usage by the industry of the 
different services of the public cloud has been doubling every 12 months. The broadness of 
the proposed public cloud services is now being acknowledged by banks as a key enabler of 
the cultural revolution and of the transformation of the operating models required to be able 
to compete in the digital era. 

1 https://www.reuters.com/article/us-tech-cyber-microsoft/microsoft-to-continue-to-
invest-over-1-billion-a-year-on-cyber-security-idUSKBN15A1GA
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Today, beyond the pressure of cost optimization that needs to be achieved, the main reason 
why banks decide to move to the cloud is to create additional value in their business acti-
vities and for their customers. Financial institutions see in the cloud capabilities to better 
manage costs, to improve their speed to market and to deliver new digital experiences and 
products to customers. The main drivers of the adoption of the public cloud in banks are 
related to the Data and Analytics scenarios and to the Agility of the developers. The banks 
are considering their data as high value assets that need to be unlocked to enable them to 
improve their efficiency, to discover new insights about their business and their customers 
and ultimately build new streams of revenues. They also need to accelerate their pace of 
delivering new products to beat the new players in the market.

The preferred settings where banks are investing in the cloud today are related to some of 
the most challenging topics they have in their agenda:

 ▶ Managing their risks across the enterprise with large computing and analytics capa-
bilities,

 ▶ Improving the fraud detection within the financial systems with machine learning ca-
pabilities, 

 ▶ Modernizing the core systems including payments, made obsolete by the new regula-
tions like PSD2 or the instant payments initiatives, implementing new agile architec-
tures and enabling the continuous delivery of features,

 ▶ Developing a new customer experience by leveraging Artificial Intelligence and Digital 
Feedback Loop,

 ▶ Empowering their employees with solutions like the definition of the “next best action” 
for a customer,

 ▶ Building the “single source of truth” about the customers with large data lakes.

Financial Institutions are consuming the cloud services in different ways. They can choose 
vendors solutions delivered as a service (SaaS). In advance of the banks, most of the tradi-
tional vendors of banking solutions have engaged the transformation of their software into 
services delivered from the cloud. Banks can also choose to develop their own systems 
leveraging infrastructure in the cloud and more advanced services (PaaS) which provide 
direct access to innovation and improve agility.

AI adoption through the cloud holds immense promise for the Swiss financial community. 
Business see that the technology holds great potential for accelerating innovation and com-
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petitiveness, 2among other benefits. At the same time, there is growing interest in ensuring 
that AI technologies are used responsibly. This is driving interest across many markets to 
develop principles for the responsible use of AI. With a long history of neutrality, Switzerland 
is uniquely placed to provide guidelines on this topic, cutting across all industry sectors, as 
well as having issued specific guidelines for the financial services industry. Microsoft issued 
its own framework for responsible AI 3 in 2018. Such principles are an important step forward 
– but of course their impact can only be achieved when they are implemented in practice. 

GLOBAL ACTION AND SUSTAINABILITY

According to a 2016 study by ISACA and RSA Conference, 74 percent of the world’s bu-
sinesses expect to be hacked each year. The estimated economic loss of cybercrime is es-
timated to reach $3 trillion by 2020. As these costs continue to climb, the financial damage 
is overshadowed by new and broadening risks. Some governments continue to invest in 
greater offensive capabilities in cyberspace, and nation-state attacks on civilians are on 
the rise. The world needs new international rules to protect the public from nation state 
threats in cyberspace. Just as the Fourth Geneva Convention has long protected civilians in 
times of war, Brad Smith, President of Microsoft has been clear that we now need a Digital 
Geneva Convention. The convention will commit governments to protecting civilians from 
nation-state attacks in times of peace. 

Although no international agreement is ever perfect, the world has already benefited from 
other global covenants. The Treaty on the Non-Proliferation of Nuclear Weapons and the 
Chemical Weapons Convention are both examples of the international community coming 
together to effectively manage weapons with the potential to create catastrophic harm. A 
Digital Geneva Convention would create a legally binding framework to govern states’ be-
havior in cyberspace. 

In the 20th century, the Fourth Geneva Convention recognized that the protection of civilians 
required the active involvement of the Red Cross. Likewise, protection against nation-state 
cyberattacks requires the active assistance of technology companies. The tech sector plays 
a unique role as the internet’s first responders, and we therefore should commit ourselves 
to collective action that will make the internet a safer place, affirming a role as a neutral 
company that assists customers everywhere and retains the world’s trust. 

All in all, there are many challenges to a wide-spread adoption of the cloud and Microsoft 
commits to meeting them. One of such challenges is related to global warming and growing 
CO2 emissions. Microsoft has recently announced an ambitious objective to ultimately re-
move its carbon footprint. By 2030 Microsoft will be carbon negative and by 2050 it will 

2 https://news.microsoft.com/apac/2019/02/20/microsoft-idc-study-artificial-intelligence-
to-nearly-double-the-rate-of-innovation-in-asia-pacific-by-2021/

3 https://www.microsoft.com/en-us/ai/responsible-ai
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remove from the environment all the carbon the company has emitted since it was founded 
in 1975. 

We believe that Microsoft’s most important contribution to carbon reduction will come not 
from our work alone but by helping customers around the world reduce their carbon footprint 
through our learnings and with the power of data science, artificial intelligence, and digital 
technology. For many customers, sustainability is already a core part of their business, while 
others are just beginning their work to mitigate carbon impact. Regardless of where orga-
nizations stand on their journey, Microsoft is launching an initiative to help its suppliers and 
customers around the world reduce their own carbon footprint and initiates a new $ 1 billion 
climate innovation fund to accelerate the global implementation of sustainable technologies.

Better tracking of carbon starts by creating greater transparency on the carbon impact of 
services and products. To this end, Microsoft is launching a new tool, the Sustainability 
Calculator that analyzes the estimated emissions from Azure services through a Power 
BI dashboard. This helps customers better understand the carbon impact of their cloud 
workloads, discover the potential benefits from fully migrating to Azure, and assists them in 
reporting their carbon footprint for IT services for the often hard-to-track Scope 3 emissions. 
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