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Abstract—Cloud computing and social networks are changing
the way of healthcare by providing real-time data sharing in a
cost-effective manner. However, data security issue is one of the
main obstacles to the wide application of mobile healthcare social
networks (MHSN), since health information is considered to be
highly sensitive. In this paper, we introduce a secure data sharing
and profile matching scheme for MHSN in cloud computing. The
patients can outsource their encrypted health records to cloud
storage with identity-based broadcast encryption (IBBE)
technique, and share them with a group of doctors in a secure and
efficient manner. We then present an attribute-based conditional
data re-encryption construction, which permits the doctors who
satisfy the pre-defined conditions in the ciphertext to authorize
the cloud platform to convert a ciphertext into a new ciphertext of
an identity-based encryption scheme for specialist without leaking
any sensitive information. Further, we provide a profile matching
mechanism in MHSN based on identity-based encryption with
equality test, that helps patients to find friends in a
privacy-preserving way, and achieve flexible authorization on the
encrypted health records with resisting the keywords guessing
attack. Moreover, this mechanism reduces the computation cost
on patient side. The security analysis and experimental evaluation
show that our scheme is practical for protecting the data security
and privacy in MHSN.
Index Terms—conditional proxy re-encryption, data security,
encryption, health information management, profile matching

I. INTRODUCTION

M

OBILE healthcare is an innovative combination of
mobile devices and mobile communication technologies,
for it can provide necessary health information, routine care
improvements, potential infectious disease prevention, health
interventions, etc. It is getting more and more widely to apply
the emerging cloud computing technology into the fields of
mobile healthcare. By using mobile healthcare system, the
electronic health record (EHR) can be transmitted over the
network to the cloud service provider (CSP) for remote storage.
Moreover, the healthcare providers can read it from an end
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device or access it remotely using a mobile device to provide
real-time medical treatment [1]. Meanwhile, people tend to
share and disseminate the healthcare information via social
networks, since social media is an extension of the healthcare
professional and patient relationship. Consequently, mobile
healthcare social networks (MHSN) are created for connecting
patients so that they could share healthcare information using
their mobile devices, and also connecting doctors and
specialists for better healthcare. For example, people in MHSN
can communicate and interact with each other before making
healthcare decision.
However, data security issues are the major obstacles to the
application of MHSN [2]. As we all know, health information
such as treatment and drug information is considered to be
highly sensitive. If these data are outsourced to the CSP, the
patients cannot directly control the software or hardware
platform for storing data. Without careful consideration,
patients may suffer serious medical information leakage from
the cloud. For example, millions of EHRs have been
compromised in recent years. Hence, it is significant that the
EHRs should be stored in an encrypted form. Even if the CSP is
untrusted or compromised, the data maintains security and
privacy. Simultaneously, the encrypted records should be
shared and accessed in a reasonable way.
Currently, there are many techniques utilized to protect data
security in MHSN, such as public-key encryption (PKE),
identity-based encryption (IBE), identity-based broadcast
encryption (IBBE) [3] and attribute-based encryption (ABE)
[4]. In an IBBE system, broadcaster can dynamically select a
specific group of users, and then encrypt the message thus only
the selected users can decrypt. In an ABE system, secret key
and ciphertext are associated with a set of attributes or an access
policy. Although there are some schemes which apply ABE to
encrypt the EHRs in MHSN, it is not convenient because of the
heavy encryption and decryption cost. Let us consider a MHSN
system with IBE in cloud computing, Alice may encrypt
healthcare information using doctor Bob’s identity and then
outsource the ciphertext to the CSP, while Bob can obtain his
secret key from the trusted authority (TA) and then access
Alice’s health data. In this way, IBE can achieve simple but
efficient access control over the sensitive health data. However,
when doctor Bob encounters an uncertain problem, he may
have a consultation with a specialist for advice or treatment.
Since the relevant records stored in the cloud were encrypted,
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the specialist cannot directly decrypt the ciphertexts. In order to
solve this issue, proxy re-encryption (PRE) was employed [5],
which can transform a ciphertext under Alice’s identity into a
ciphertext for Bob. By using identity-based PRE (IBPRE), the
specialist in MHSN can access the EHRs without the CSP
getting any useful information.
The MHSN also provides strong social interconnection
functions since the patients can communicate with others.
Specially, patients can find similar patients with the profile
matching mechanism and communicate their illness symptoms
and medications. However, the patients may disclose their
sensitive health information to other users, including the users
being matched with. Therefore, it is essential to protect the
patients’ personal information during the match process,
otherwise malicious users may easily collect and use this
information. Recently, many researchers have applied the
equality test technique to achieve profile matching in cloud and
social networks. However, there might be keywords guessing
attack, especially in the medical system with limited keywords.
Therefore, the attack is more likely to be successful in MHSN
and may cause serious privacy leakage.
In order to protect data confidentiality and availability, and
also preserve the patients’ privacy in MHSN, encryption
techniques must be adopted. In this study, a secure and efficient
data sharing and profile matching scheme for MHSN in cloud
computing is introduced. Our contributions are summed up as
follows.
(1) We propose a secure identity-based data sharing scheme
for MHSN, which allows patients to outsource their encrypted
health records to CSP with IBBE technique, and share them
with a group of doctors in a secure and efficient manner.
(2) We present an attribute-based conditional data
re-encryption construction, which permits doctors who satisfy
the pre-defined conditions in the ciphertext to authorize the
CSP to re-encrypt the ciphertext for specialist, without leaking
any sensitive information.
(3) We provide an efficient profile matching mechanism in
MHSN based on IBE with equality test (IBEET), that helps
patients to find friends in a privacy-preserving manner, and
achieve flexible authorization on the encrypted health records
with resisting the keywords guessing attack.
The rest of the paper is organized as follows. We introduce
related work in section II. Then, the preliminaries are presented
in section III. Next, we introduce the system model and system
definition in section IV and give detailed construction of our
scheme in section V. We present the security analysis and
performance evaluation in section VI and VII. Finally, we
summarize the paper in section VIII.
II. RELATED WORK
A. Health Records Encryption
A fundamental security requirement of MHSN is that EHRs
should be encrypted to guarantee data confidentiality. Many
encryption schemes were proposed to protect data security in
mobile healthcare system. Li et al. [6] presented an access
control framework over EHRs, that utilizes ABE to encrypt

each patient’s data. Barua et al. [7] proposed ESPAC which
also utilizes ABE to achieve patient-centric access control. Yu
et al. [8] exploited key-policy ABE (KP-ABE) technique to
protect the EHRs in cloud computing. Although ABE can
encrypt the data and achieve fine-grained access control over
the ciphertext, it suffers from the inconvenience of heavy
computation cost in encryption and decryption phases. It
becomes even worse in the case of resource-limited healthcare
devices, such as wearable devices and mobile terminals. Liu et
al. [9] introduced an outsourced EHR access control scheme
which allows data owner to complete most of encryption
computation in advance and then generate the ciphertext with
very low computation cost. Similar with this scheme, the recent
ABE-based schemes [10,11] also outsourced most of the
expensive cryptographic computations to the CSP to reduce
computational overhead of user-side. However, extra
communication cost is inevitably brought in these schemes.
In order to guarantee both secure EHRs sharing and high
comprehensive performance, many IBE-based schemes were
proposed in MHSN system, since the IBE mechanism can use
any valid string such as unique id as the public key, and reduce
the computation cost of patient. Li et al. [12] employed IBE and
identity-based signature techniques to protect healthcare data in
cloud computing. Tan et al. [13] developed a lightweight IBE
scheme suitable for sensors for healthcare monitoring. Wang et
al. [14] constructed a new IBE scheme for secure and
cost-effective EHRs sharing in mobile healthcare system in
cloud computing. However, these schemes may encounter
repeated encryption when there are a group of accessors.
B. Identity-Based Proxy Re-encryption
The cryptographic algorithm PRE was proposed by Blaze et
al. for secure data dissemination [15]. Especially, IBPRE
allows a proxy to transform a delegator’s ciphertext into a
delegatee’s ciphertext. The first IBPRE was established by
Green and Ateniese in [5], which is proved to be chosen
ciphertext attack (CCA) secure. Matsuo [16] proposed a new
PRE systems which can convert a ciphertext encrypted using a
traditional PKE scheme to a ciphertext encrypted by IBE
scheme. Zhou et al. [17] proposed an IBPRE construction
which allows the proxy to convert a ciphertext of an IBBE
scheme into a ciphertext of an IBE scheme. Recently, Wang et
al. [14] showed how to integrate IBPRE into healthcare system
in cloud computing, in which the doctors can delegate a key to
the CSP so that the stored ciphertext can be transformed into a
new one for the intended specialist.
However, the above mentioned PRE-based schemes could
not control the process of data re-encryption. Weng et al.
proposed the first conditional PRE (CPRE) construction [18],
that encrypts data with a key condition, and re-encrypts the
ciphertext only if the key meets this defined condition. Xu et al.
[19] proposed a conditional identity-based broadcast PRE
scheme in cloud computing, which can transform an IBBE
ciphertext into another IBBE ciphertext if the condition is
satisfied. In order to support expressive conditions rather than
keywords, attribute-based CPRE was proposed. Liang et al. [20]
proposed an attribute-based PRE scheme in which if the
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original access policy is satisfied, the proxy can convert a
ciphertext under an access policy to another ciphertext under a
new access policy. Yang et al. [21] deployed an access policy in
PKE-encrypted ciphertext and generated the re-encryption key
with attribute set. This scheme allowed the ciphertext to be
re-encrypted only if the access policy is satisfied.
C. Profile Matching in Cloud and Social Networks
Profile matching is an efficient method of comparing
different users’ personal profiles in cloud and social networks.
However, the user’s profile may contain sensitive information,
so attention should be paid to ensure that private information is
not leaked. Two mainstreams of ways were proposed. The first
way considers the user profile as a set of attributes. It uses
private set intersection to achieve attribute matching based on
secret sharing and homomorphic encryption. In order to
exchange the minimal private information of participating users,
Li et al [23] utilized secret sharing technique to help the user to
find friend whose profile best matches with her from a group of
users. The second way measures the social proximity by taking
the user profile as a vector. Zhang et al. [24] proposed a private
matching protocol in mobile social networks, which allows
subtle difference between users and supports a wide range of
matching schemes for matching metrics. Zhang et al. [25]
proposed a new privacy-preserving configuration profile
matching mechanism based on symmetric encryption without
any trusted third party.
However, all these strategies were based on plaintext and
most of them were based on the overall similarity of users’ data.
To achieve the goal of profile matching over encrypted data,
Qiu et al. [26] utilized identity-based cryptosystem to allow the
CSP to conduct private matching by partially decrypting the
ciphertexts to an intermediate form with authorized token. For
the first time, Ma et al. [27] employed IBE and PKE with
equality test (PKEET), and proposed the concept of IBEET that
enables the CSP to store the ciphertexts encrypted by IBE
scheme and perform equality test on them. To reduce the
computational costs of encryption and test phases, Wu et al. [28]
proposed an efficient IBEET scheme in smart city by reducing
the time-consuming hash computation. In this scheme, the
trapdoor is generated with a particular keyword, which
indicates that it cannot be used to match any messages. Further,
Wu et al. [29] adopted the IBEET scheme to protect EHRs in
cloud computing, which can do search on outsourced encrypted
EHRs and determine whether two different ciphertexts contain
the same record.
However, little attention has been devoted to privacy
protection of equality test. If an attacker can do the test on any
ciphertexts without permission, it may leak more information
about the ciphertexts. Aiming to support flexible authorization,
Ma et al. [30] proposed a novel PKEET scheme which permits
the user to control the comparison of its ciphertexts with others’.
For example, the ciphertext to ciphertext authorization allows
that a specific ciphertext could be compared with another
ciphertext. Hence, server needs to execute the corresponding
test algorithm according to authorization policy.

III. PRELIMINARIES
A. Bilinear Map
Let 0 and T be two groups with the prime order p. A map

e : 0  0  T with the following properties is said to be
bilinear [31]:
(1) Bilinearity: For all g , h   0 and a , b   p , we have
e( g a , hb )  e( g , h) ab .

(2) Non-degeneracy: There exists g , h   0 such that

e( g , h)  1 .
(3) Computability: There is a polynomial time algorithm to
compute e( g , h)  T for any g , h   0 .
B. Identity-Based Encryption
An IBE scheme consists of the following algorithms [32].
(1) (MK, PK)  Setup( 1 ). The setup algorithm inputs a
security parameter  , and outputs the master secret key MK and
public parameters PK.
(2) SK  KeyGen(MK, PK, ID). The key generation
algorithm inputs the master secret key MK, public parameters
PK and an identity ID. It outputs a secret key SK.
(3) CT  Enc(ID, PK, M). The encryption algorithm inputs
an identity ID, public parameters PK and a plaintext M. It
outputs a ciphertext CT.
(4) M  Dec(SK, PK, CT). The decryption algorithm inputs
a secret key SK, PK and a ciphertext CT, and outputs M.
C. Access Tree
Let T be a tree representing an access policy, in which each
non-leaf node x represents a threshold gate [31]. The functions
and terms of T are defined as follows.
(1) numx. It denotes the number of children of a node x.
(2) kx. It denotes the threshold value of a node x.
(3) attrx. It denotes an attribute associated with a leaf node x.
(4) parent(x). It represents the parent node of a node x.
(5) index(x). It returns the index value of node x.
(6) Tx . It denotes the sub-tree rooted at node x in T. If the
attribute set S satisfies Tx , we denote it as Tx ( S )  1 . Then it
computes as follows. If x is a leaf node and attrx  S , Tx ( S )
returns 1. If x is a non-leaf node, it computes Tn ( S ) for all
children n of node x, and returns 1 if at least kx children return 1.
D. Attribute-Based Encryption
The main algorithms of an ABE system with tree-based
access policy are summarized as follows [31].
(1) (MK, PK)  Setup( 1 ): The algorithm inputs a security
parameter  , and outputs a master secret key MK and a public
key PK.
(2) AK  KeyGen(MK, PK, S): The algorithm inputs the
master secret key MK, public key PK and a set S of attributes. It
outputs an attribute key AK corresponding to the attribute set.
(3) CT  Enc(T, PK, M): The encryption algorithm inputs an
access policy T, the public key PK and a message M. It outputs
a ciphertext CT.
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(4) M/⊥  Dec(AK, PK, CT): The algorithm inputs an
attribute key AK, the public key PK and a ciphertext CT with an
access policy T. It outputs message M if S  T or ⊥.
IV. SCHEME OVERVIEW
A. System Model
Our proposed secure identity-based data sharing and profile
matching model for MHSN in cloud computing is shown in Fig.
1, including five entities: central authority, CSP, patient, doctor
and specialist.
(1) Central authority. The central authority is trusted for
initializing the system and generating attribute keys and secret
keys for participating users.
(2) CSP. The CSP is responsible for data storage and can be
acted as a proxy as it is semi-trusted. Besides, the CSP performs
the profile matching for patients.
(3) Patient. The patients register the system to obtain their
secret keys with their identities. They encrypt the EHRs using
IBBE algorithm and outsource the ciphertexts to CSP, hence
only authorized doctors could decrypt them. Simultaneously,
patients with the same symptom can generate trapdoors and
form social relationships according to their wills.
(4) Doctor. The authorized doctors can decrypt the patients’
ciphertext that stored in the CSP. When encountering a problem
that needs to negotiate with a specialist, the doctor can generate
a re-encryption request, thus the CSP converts the ciphertext
into an IBE-encrypted data for specialist if the doctor satisfies
the pre-defined conditions in the ciphertext.
(5) Specialist. The specialist could decrypt the re-encrypted
ciphertext with the secret key and then assist doctors for advice.

Fig. 1. System model

During the processes of data sharing in MHSN, the patients
may want to make friends with others who have the same
symptoms through the CSP, and they do not want to leak their
private information. For example, Alice and Bob have similar
symptoms and may want to link up to exchange the symptom
information or encourage each other. Alice and Bob first

encrypt their EHRs respectively and share with their doctors.
Meanwhile, they generate the trapdoors, and the CSP could
execute the profile matching algorithm without knowing the
specific information. The CSP sends the match result to Alice
and Bob, so they can establish social relationship.
B. Flexible Authorization
In order to withstand the keywords guessing attack and
strengthen the privacy protection, flexible authorization is
considered in our scheme. We describe three types of
authorization as follows.
(1) User to user authorization. Alice and Bob generate
trapdoors on their all ciphertexts respectively.
(2) User to ciphertext authorization. Alice generates a
trapdoor on her all ciphertext, while Bob generates a trapdoor
on his specific ciphertext. Suppose that Bob suffers from
headache and stomachache, but he only wants to find a social
friend who has a stomachache. Then he will generate a trapdoor
on the stomachache and send it to the CSP.
(3) Ciphertext to ciphertext authorization. Alice and Bob
may have more than one symptom. They generate a trapdoor on
one of their ciphertexts according to their inclinations. It also
means that they may prefer to find some social friends with part
of their symptoms.
C. System Definition
Definition 1: With the above system model and authorization
type, our scheme consists of the following algorithms.
(1) Setup (1 ) : The algorithm inputs a security parameter  ,
outputs a master secret key MK and a public key PK.
(2) KeyGen-1(MK, PK, ID): The algorithm inputs the master
secret key MK and public key PK, the identity ID of a user. It
returns the secret key SK of this user.
(3) KeyGen-2(MK, PK, S): The algorithm inputs the master
secret key MK and public key PK, a set S of attributes. It returns
the attribute key AK for the doctors.
(4) Enc(U, T, PK, M): The algorithm inputs a set U of doctors’
identities, an access policy T, public key PK and a data M. It
returns an initial ciphertext CT.
(5) ReKeyGen(SK, AK, ID  , PK, IDs ): The algorithm inputs
the secret key SK and attribute key AK of a doctor with identity
ID , public key PK and a specialist’s identity IDs . It returns a
re-encryption key RK.
(6) ReEnc(RK, ID , PK, CT): The algorithm inputs the
re-encryption key RK of a doctor with identity ID  , public key
PK and an initial ciphertext CT. It returns a re-encrypted
ciphertext CT  .
(7) Dec-1(SK, ID  , PK, CT): The algorithm inputs a secret
key SK for a doctor with identity ID , public key PK and an
initial ciphertext CT. It returns M if ID is included in the
identity set U.
(8) Dec-2(SK, IDs , PK, CT  ): The algorithm inputs a secret
key SK for a specialist with identity IDs , public key PK and a
re-encrypted ciphertext CT  . If IDs is included in the identity
set U, it returns M.
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(9) TrapGen-1(SK, PK): The algorithm inputs a patient’s
secret key SK and public key PK. It returns a trapdoor TD for all
the ciphertexts of the patient.
(10) TrapGen-2(SK, PK, CT): The algorithm inputs a
patient’s secret key SK, the public key PK and an initial
ciphertext CT. It returns a trapdoor TD for the patient.
(11) Test-1(TDa, CTa, TDb, CTb): The algorithm inputs a
trapdoor TDa of a patient with IDa, a ciphertext CTa of a patient
with IDa, a trapdoor TDb of a patient with IDb, a ciphertext CTb
of a patient with IDb. It returns true if CTa and CTb contain the
same data.
(12) Test-2(TDa, CTa, TDb ): The algorithm inputs a trapdoor
TDa of a patient with IDa, a ciphertext CTa of a patient with IDa,
a trapdoor TDb associated with a patient with IDb and a
ciphertext CTb. It returns true if CTa and CTb contain the same
data.
(13) Test-3( TDa , TDb ): The algorithm inputs a trapdoor

TDa associated with a patient with IDa and a ciphertext CTa, a
trapdoor TDb associated with a patient with IDb and a
ciphertext CTb. It returns true if CTa and CTb contain the same
data.
V. CONSTRUCTION
A. System Setup
Let e : 0  0  T be a bilinear map,  0 and T be two
groups with prime order p. The central authority runs Setup
algorithm to choose g , h, u , v   0 ,  ,    p randomly. Three
cryptographic hash functions H1 :{0,1}*  *p , H 2 :{0,1}* 

 0 and H 3 : T  0 are used, and a maximum number of
doctors N is chosen. The central authority outputs a master
secret key MK  ( g ,  ,  ,  ) and a system public key PK  ( g  ,
N

N

e( g , h), e( g , h) , h, h ,..., h , u , u  ,..., u  , h  , u  , h  , v, e(v, h)) .

B. Key Generation
The central authority generates the secret key SK for each
entity with identity ID by running KeyGen-1 algorithm.
SK  ( K 0  g 1 (   H1 ( ID )) , K1  v1 (   H1 ( ID )) )
For the doctor with attribute set S, the central authority runs
KeyGen-2 algorithm to choose a random    p . Then central
authority random chooses rj   p for each attribute j  S , and

outputs the attribute key AK.

AK  ( D0  g (  )  ,{D j  g  H 2 ( j ) j , D j  h j } jS )
r

k

 (  H1 ( IDi ))

k

identities, and picks a random k   p to protect the EK based on



  H1 ( IDi )
H ( ID )

i
1
C3  h
, C4  u
Then the patient customizes an access policy T and chooses a
polynomial px for each node x (including the leaves) in the
IDiU

IDi U

access tree. We set the degree d x of polynomial px to be one less
than the threshold value k x of node x, that is d x  k x  1 . These
polynomials are chosen in a top-down manner. Beginning with
root node R, the patient chooses a random t and sets pR (0) = t,
and then chooses d R other points of the polynomial p R
randomly to define it completely. For any other node x , it sets
px (0)  p parent ( x ) (index( x )) and randomly chooses d x other
points to completely define px . Let Y be the set of leaf nodes in
T, the patient computes
C4  u  t  C4 , C5  h  t , C6 
 e( g , h) t ,
p (0)
p (0)
C  {C  h y , C   H (attr ) y }
7

y

2

y

yY

y

The patient chooses a random l   p , and then generates

C8  h l (   H1 ( ID )) , C9  v l H 2 ( M )  H 3 (e(v, h ) l ) .

Finally, the patient outputs the initial ciphertext CT .
CT  (C0 , C1 , C2 , C3 , C4 , C5 , C6 , C7 , C8 
, C9 )
D. Re-encryption Key Generation
If the doctor needs to collaborate with the specialist with
identity IDs , he then runs ReKeyGen algorithm to pick s   p

randomly and computes the following with his identity ID and
secret key SK.
R1  K 0  u s H1 ( ID  )  g 1 (  H1 ( ID ))  u s H1 ( ID ) ,
R2  IBE.Enc ( IDs , PK , h s ), R3  D0  u s  g (  )   u s
Then the doctor generates the result with attribute key AK.
r
r
R4  {R j  D j  g  H 2 ( j ) j , R j  D j  h j } jS

Finally, the doctor outputs the re-encryption key RK  ( R1 ,

R2 , R3 , R4 
).

E. Data Re-encryption
The CSP runs ReEnc algorithm to re-encrypt CT with the
re-encryption request from the authorized doctor. First, the CSP
generates

C1  C1  (e(C2 , h

 ( ID ,U )



1

)  e(C3 , R1 )) IDiU  IDi  ID

r

C. Data Encryption
In order to protect the security of data M in MHSN, the
patient runs Enc algorithm and outsources the result to the CSP.
First, the patient chooses a random EK to encrypt M with
symmetric encryption algorithm SE, and generates result
C0  SEEK ( M ) . Then the patient chooses a set U of doctors’
IBBE [3]. It computes as follows.

C1  EK  e( g , h) k , C2  g   k ,

 C1  e( g , h)  k  e(u s H1 ( ID) , h

k

H1 ( IDi )

 (  H1 ( IDi ))

IDi U



1

) IDiU IDi ID

H1 ( IDi )

  H ( ID )

 H1 (1IDi )i
 EK  e(u s , h  k ) IDiU
Then, the CSP runs DecryptNode algorithm which takes CT,
RK associated with attribute set S, and a node x in T as input. If
the node x is a leaf node, then we let a  attrx and compute as
bellow. If a  S , we have DecryptNode( RK , CT , x)  null.
Otherwise, the algorithm is computed as follows.
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DecryptNode( RK , CT , x) 

e( Ri , C x )
e( Ri, C x )

match his all ciphertexts, he runs TrapGen-1 algorithm to
generate a trapdoor with his secret key as follows.
TDi  K i ,1  v1 (   H1 ( IDi ))

e( g  H 2 (a) ri , h px (0) )

e( h ri , H 2 ( a) px (0) )
 e( g , h) px (0)
On the other hand, if x is a non-leaf node, the algorithm
DecryptNode( RK , CT , x) is defined as follows. For all
children n of node x, it runs DecryptNode( RK , CT , n) and
denotes the result as Fn . Let S x be an arbitrary kx-sized set of
child nodes n such that Fn  null. If S x does not exist, then Fn 
null. Otherwise, we compute

Fx   Fn

 j , S x (0)

, where

nS x

  ( e ( g , h)

j  index ( n )
S x {index ( n ):nS x }

)

.

nS x

  e( g , h)

 e( g , h) px (0)
If S satisfies the whole access tree, the CSP generates the
result A  DecryptNode( RK , CT , R)  e( g, h) t and computes
(  ) 

e(C5 , R3 ) e( h , g
u )

 e( h  t , u s )
t
C6  A
e( g , h )  e( g , h ) t
Finally, the CSP outputs the re-encrypted ciphertext.
CT   (C0  C0 , C1, C2 , C3  R2 , C4  C4 )
s

 (e ( g

 k

,h

 H1 ( IDi )
)  e( K 0 , C3 )) IDiU  IDi ID
)  e( g

1 (  H1 ( ID  ))

k

,h

 (  H1 ( IDi ))

IDi U

))



1
H1 ( IDi )

IDi U  IDi  ID

Then, the doctor recovers symmetric key EK  C1 K and
decrypts data M using algorithm SE. On the other hand, if the
ciphertext is a re-encrypted one, specialist runs Dec-2
algorithm to compute h s  IBE .Dec ( K 0 , PK , C3 ) , and then
computes the following
C   e(h s , C4 )
EK  1
C2
k

EK  e(u , h )



  H1 ( IDi )
H1 ( IDi )

t k

 e( h , u

t
e( h , u s )
Then, the specialist could recover data M.
IDi U

s



IDi U

X b  Cb ,9  H 3 ( Eb )  v lb H 2 ( M )

The CSP outputs 1 if Ea  e( h, X b )  Eb  e(h, X a ) holds.
(2) User to ciphertext authorization. The CSP runs Test-2
algorithm with TDa  v1 (   H1 ( IDa )) and TDb  Eb , and computes

  H1 ( IDi )
H1 ( IDi )

Then, the CSP computes
X a  Ca ,9  H 3 ( Ea )  vla H 2 ( M )
X b  Cb ,9  H 3 ( Eb )  v lb H 2 ( M )

The CSP outputs 1 if Ea  e( h, X b )  Eb  e( h, X a ) holds.
(3) Ciphertext to ciphertext authorization. The CSP runs
Test-3 algorithm with TDa  Ea and TDb  Eb , and computes
X a  Ca ,9  H 3 ( Ea )  vla H 2 ( M )
X b  Cb ,9  H 3 ( Eb )  v lb H 2 ( M )

 e( g , h) k

s

X a  Ca ,9  H 3 ( Ea )  vla H 2 ( M )

Ea  e(TDa , Ca ,8 )  e(v1 (   H1 ( IDa )) , hla (   H1 ( IDa )) )  e(v, h)la

1

 ( ID ,U )

algorithm with TDa  v1 (   H1 ( IDa )) and TDb  v1 (   H1 ( IDb )) , and
computes Ea and Eb with chosen ciphertexts CTa and CTb.

Ea with chosen ciphertext CTa.

F. Data Decryption
If the ciphertext is an initial ciphertext CT , the doctor
computes the following by running the Dec-1 algorithm if his
identity ID  is included in U.
 ( ID  ,U )

H. Profile Matching
The CSP determines whether the ciphertexts of two patients
contain the same data according to the authorization type.
(1) User to user authorization. The CSP runs Test-1

Then, the CSP computes

nS x

K  (e(C2 , h

Then the patient generates a trapdoor TDi  Ei .

Eb  e(TDb , Cb ,8 )  e(v1 (   H1 ( IDb )) , hlb (   H1 ( IDb )) )  e(v, h)lb

 px ( j )  j , S x (0)

C2 

Ei  e( K i ,1 , Ci ,8 )  e(v1 (  H1 ( IDi )) , hli (   H1 ( IDi )) )  e(v, h)li

Ea  e(TDa , Ca ,8 )  e(v1 (   H1 ( IDa )) , hla (   H1 ( IDa )) )  e(v, h)la

 p parent ( n ) ( index ( n ))  j , S x (0)

t

Otherwise, the patient runs TrapGen-2 algorithm to compute
the following with his secret key and a specific ciphertext.

)

G. Trapdoor Generation
In order to match the profile, the patient generates a trapdoor
according to his authorization type. If the patient prefers to

The CSP outputs 1 if Ea  e( h, X b )  Eb  e( h, X a ) holds.
VI. SECURITY ANALYSIS
Theorem 1. If an adversary  breaks our scheme, we can
build an algorithm B which interacts with A to break the
selective CCA-security of IBBE scheme [3].
Proof. The adversary  can query the re-encryption for the
chosen identity sets. In order to respond to the ReKeyGen
queries of  , algorithm B needs to call the key generation
oracle of IBBE scheme and then run the ReKeyGen algorithm
with the output keys to get the requested re-encryption keys.
With the proof in [17] and the security of ABE [4], B cannot
respond by giving the queried key if it is queried by  to
generate a re-encryption key for the challenge identity. If  has
an advantage in breaking the CCA-security of our scheme, B
can break the security of IBBE with this advantage.
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Theorem 2. Our scheme is collusion-resistant against
colluding doctors based on the security of ABE.
Proof. For the purpose of re-encrypting the ciphertext stored
in CSP, the authorized doctor must recover e( g , h) t . If an
attacker does not hold enough attributes, he may run
DecryptNode algorithm with some colluding patient’s
re-encryption key RK. However, the RK is generated with a
random and unique  defined by trusted central authority.
Hence, the attacker cannot generate the correct C2 and the
re-encrypted ciphertext by collusion attack.
Theorem 3. Our scheme is one-way chosen-ciphertext
secure against a chosen identity attack (OW-ID-CCA).
Proof. As proved in [27], if  is an OW-ID-CCA adversary
that has advantage against our scheme, then there is an one-way
chosen-ciphertext security (OW-CCA) adversary B that has
advantage against PKE scheme. Hence, the OW-ID-CCA
attack on our scheme can be converted to an OW-CCA attack
on PKE scheme [33]. However, the PKE scheme is OW-CCA
secure under bilinear Diﬃe-Hellman assumption, thus our
scheme is OW-ID-CCA secure, which guarantees that the
ciphertexts cannot be decrypted by CSP during the test process.
VII. PERFORMANCE EVALUATIONS
A. Functionality Comparison
We first compare our scheme with several PRE-based data
sharing schemes and two recent representative IBEET schemes
in terms of data confidentiality, conditional re-encryption,

Functionality
Data
confidentiality
Conditional
Re-encryption
Re-encrypted data
confidentiality
Profile matching
Flexible
authorization

re-encrypted data confidentiality, profile matching and flexible
authorization etc. The result is shown in Table 1.
First of all, Zhou et al. [17], Xu et al. [19] and our scheme
adopt IBBE to share confidential data with a group of users
efficiently. With the PRE technique, the compared schemes can
share ciphertext with other users by re-encrypting the
ciphertext via proxy. However, Zhou et al. [17], Wang et al. [14]
and Liang et al. [20] are not practical in MHSN, since the
doctor authorized by a patient can re-encrypt all the healthcare
data of this patient. Xu et al. [19], Yang et al. [21] and our
scheme support conditional data re-encryption. Specially, Yang
et al. [21] and our scheme adopt ABE technique which supports
complex operations to represent flexible condition set in
MHSN. Further, Wu et al. [29], Qiu et al. [26], and Ma et al. [27]
and our scheme all support profile matching on ciphertexts.
Although Qiu et al. [26] achieves flexible authorization, the
authorization token is generated by two negotiated users, which
may not applicable in MHSN. In our scheme and Ma et al. [27],
the user can choose the data which to be matched according to
their wishes by defining different trapdoors.
B. Performance Analysis
Let Texp, Tpair, Thash, Na, Nu denote the computation cost of
exponentiation operation in multiplicative groups, the
computation cost of pairing operation, the computation cost of
hash operation H3, the number of attributes in access policy, the
number of doctors, respectively. For simplicity, we ignore the
symmetric encryption, general hash and multiplication
operations.

Table 1 Functional comparison
Liang et
Xu et al.
Yang et al.
al. [20]
[19]
[21]

Zhou et al.
[17]

Wang et
al.[14]

Wu et al.
[29]

Qiu et al.
[26]

Ma et al.
[27]

Our
scheme

IBBE

IBE

ABE

IBBE

PKE

IBE

IBE

IBE

IBBE

No

No

No

keyword

Access
policy

No

No

No

Access
policy

IBE

IBE

ABE

IBBE

PKE

-

-

-

IBE

-

-

-

-

-

Yes

Yes

Yes

Yes

-

-

-

-

-

No

Yes

Yes

Yes

Frist, we discuss the comparison during the data encryption,
re-encryption and decryption phases. Table 2 shows the results.
In the data encryption phase, Xu et al. [19] grows linearly with
Nu at the slowest pace. However, it can only support simple
keyword condition. Liang et al. [20] costs (2Na+6)Texp to
encrypt data, which has almost the same cost with Yang et al.
[21]. Unfortunately, the former scheme cannot support data
conditional re-encryption and the latter one cannot support
multiple receivers which is not practical in MHSN. In our
scheme, the encryption computation cost is relevant to two
factors, that are Na and Nu, since the patient encrypts data with a
set U and pre-defines an access policy to restrict which
intended users can re-encrypt the ciphertext.
From Table2, we can learn that during the data re-encryption
phase, the computation cost of our scheme grows slower than
that in Liang et al. [20], but faster than that in Xu et al. [19] and

Yang et al. [21], due to that our scheme made some sacrifices to
support more essential functionalities. In the data decryption
phase, it is clear that computation cost of our scheme and Xu et
al. [19] are the same when decrypting the initial ciphertext
encrypted by IBBE. Liang et al. [20] and Xu et al. [19] cost
(4Na+4)Tpair+4NaTexp and 3Tpair+ (Nu+2)Texp to decrypt the
re-encrypted ciphertext, which both increase linearly with Na or
Nu respectively. Conversely, decryption cost of re-encrypted
ciphertext keeps constant in our scheme, which is irrelevant to
the above factors.
Next, we compare our scheme with several profile matching
schemes to evaluate the trapdoor generation and test algorithms.
Table 3 indicates the comparison results. In terms of
computation complexity of trapdoor generation, our scheme
adopts TrapGen-1 algorithm to generate trapdoor from the
secret key, and only cost one paring operation to generate
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trapdoor by using TrapGen-2 algorithm, which is less than
other schemes. With regard to computation complexity of test
algorithm, Wu et al. [29] and Ma et al. [27] cannot achieve
flexible authentication, while our scheme and Ma et al. [30]
which protects data confidentiality using PKE support several
types of authorization, that are Test-1, Test-2 and Test-3
algorithm respectively. The computation cost of Test-1 in our
scheme is slightly smaller than that in Ma et al. [30], while the
Test-2 and Test-3 algorithm in our scheme have higher
computational costs.
Table 2 Computation efficiency in secure data sharing
Enc
ReEnc
Dec-1
Dec-2
Schemes
Liang et
(2Na+6)
(2Na+3)Tpair+ (2Na+2)Tpair (4Na+4)Tpair
(3Na+5)Texp
+2NaTexp
+4NaTexp
al. [20]
Texp
Xu et al.
(Nu+6)
2Tpair+
2Tpair+
3Tpair+
[19]
Texp
(Nu+2)Texp
(Nu+2)Texp
(Nu+2)Texp
Yang et
(2Na+4)
(2Na+1)Tpair+
Texp
Tpair+Texp
al. [21]
Texp
Texp
Wu et al.
2Texp
2Tpair
[29]
Ma et al.
6Texp
2Tpair+2Texp
[27]
Our
(2Na+2Nu (2Na+3)Tpair+
2Tpair+
Tpair
scheme
+7)Texp
(Nu+2)Texp
(Nu+2)Texp
Table 3 Computation efficiency in profile matching
TrapGen-1 TrapGen-2
Test-1
Test-2
2Tpair+
Wu et al.
2Texp+
0
[29]
2Thash
Ma et al.
4Tpair+
0
2Thash
[27]
2Tpair+
2Tpair+
Ma et al.
0
Texp+Thash
2Texp+
Thash
[30]
2Thash
3Tpair+
Our
4Tpair+
0
Tpair
2Thash
2Thash
scheme

Schemes

increases.

Fig. 2. Computation cost of encryption

Test-3
2Tpair
2Tpair+
2Thash

C. Experimental Results
We implement the proposed system with java pairing-based
cryptography library [34] to evaluate its performance. The
experiments are conducted on a Windows platform with Intel
Core CPU @ 2.70 GHz, 8 GB memory.
Since the encryption computation time is mainly related to
Na and Nu, we evaluate the impact of these two factors on the
computation cost respectively by setting one of the factors as a
fixed value. The results are shown in Fig. 2, and corroborate the
fact that the Enc algorithm of our scheme performs linear
computations with the Na and Nu. The computation cost with 5
attributes and 20 doctors is about 670 ms, while the
computation cost with 5 doctors and 20 attributes is about 960
ms, which is realistic and should suffice to meet the complex
requirement of data access control in MHSN.
The experimental result of re-encryption phase is depicted in
Fig. 3, which shows the computational time of ReEnc varies
linearly with Na and Nu in the CT. Obviously, the computation
time grows at a faster pace with the increasing of Na than with
the increasing of Nu. It is reasonable because more pairing
operations will be required in the re-encryption phase, as Na

Fig. 3. Computation cost of re-encryption

Fig. 4. Computation cost of decryption

Fig. 4 reveals the computation time on the user side by
decrypting the initial ciphertext and re-encrypted ciphertext. It
is obvious that the computation time to decrypt the initial
ciphertext is increasing with Nu, and the computation time to
decrypt the re-encrypted ciphertext is almost constant, which
takes about 11 ms.
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A comparative summary of profile matching is presented in
Table 4. It is clear from our evaluation that the computation
cost in the TrapGen-1 of our scheme is close to the other three
schemes, and the computation cost in the Test-1 of our scheme
is little lower than Ma et al. [27], but slightly higher than Wu et
al. [29], that is because that our scheme supports three types of
authorization. The computation cost in the TrapGen-2 of our
scheme is much lower than Ma et al. [30], since the heavy hash
operation is performed by the CSP which has rich computing
resources. Hence, the computation costs in the Test-2 and
Test-3 of our scheme are higher than Ma et al. [30].

[6]

Table 4 Computation time (ms)
TrapGen TrapGen
Test-2
Test-1
-1
-2

[10]

Schemes
Wu et al.
[29]
Ma et al.
[27]
Ma et al.
[30]
Our
scheme

Test-3

0.0172

-

53.7969

-

-

0.0103

-

63.3425

-

-

0.0213

32.0129

75.7607

45.2521

12.6613

0.0166

5.4253

62.0125

57.1098

51.4711

VIII. CONCLUSION
The MHSN has improved the healthcare through its
convenient data sharing. For the purpose of guaranteeing data
confidentiality and availability in MHSN, we propose a secure
identity-based data sharing and profile matching scheme in
cloud computing. We first realize secure data sharing in MHSN
with IBBE cryptographic technique, which allows the patients
to store EHRs to cloud securely and share them with a group of
doctors efficiently. Then we present an attribute-based CPRE
mechanism in MHSN, which allows doctors who satisfy the
pre-defined conditions to authorize the cloud to convert a stored
ciphertext into a new ciphertext under IBE for the specialist,
without leaking any sensitive information. Further, we provide
a profile matching mechanism based on IBEET, which can
achieve flexible authorization on encrypted EHRs and help
patients to find friends in a privacy-preserving and efficient
way. The analysis and results show that the computation cost on
patient side is reduced.
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