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• care.data is the plan to join up patient information to improve health outcomes for all 
 
• By joining up GP information with hospital information we will be able to: 

– Map diseases more quickly 
– Understand patients’ journeys through the health system 
– See the outcomes of their treatments and address variations in care across the 

country 
– Improve the quality of care by monitoring adherence to national treatment 

guidelines 
– Plan where investment and changes are needed in NHS services 
– If you decide to opt out it won’t affect the care and treatment you receive 

however, if significant amounts of people do opt out, we won’t be able to collect 
enough information to help us improve NHS services across the nation.  

What is care.data?  
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Using linked data to improve patient care 
 
This example shows how linked information can be used to improve patient care.  
 
This type of analysis can be done locally but care.data would enable this kind of research to be 
done nationally and much more routinely. 
 
Colorectal cancer is the third most common cancer and a major cause of mortality. Early 
diagnosis improves survival rates to 93%, versus 6% for those diagnosed late. 
 
25% of colorectal cancer cases are diagnosed during emergency admissions via A&E. 
 
In a project in North East London, GP information linked to hospital information is being used  
to examine variations in routes to diagnosis among patients with colorectal cancer. The project 
is exploring existing diagnostic pathways and aims to identify those pathways that give the best 
outcomes for patients, including the fewest avoidable healthcare episodes. 
 
In this scenario, care.data would guide national development and implementation of care 
pathways, and support patients and clinicians in making shared, informed decisions about 
treatment options.  
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• NHS England agreed to listen to and work with professionals and patients 
to get their feedback and reconsider how to implement care.data. 

• Over 180 listening events and meetings were held across the country. 
• Engagement involved GPs, practice managers, patient groups, other health 

professionals, patients and data experts. 
• More than 3000 people shared comments and  concerns. 
• A care.data advisory group was set up, chaired by Ciaran Devane, chief 

executive of Macmillan Cancer Support and a non-executive director of 
NHS England and includes health and data security experts. 

• Our listening is ongoing 
 

care.data listening events 
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You told us your concerns: 

Lack of clarity on 
the benefits of 

care.data 

 What about the 
communications 
with patients on 
their right to opt 

out? 

What about 
support for GPs to 

inform patient’s 
about care.data? 
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Who will have 
access to 
information and 
how will 
information be 
used? 

Possible risks 
of disclosure 
of medical 
records. 

Confusion about 
how this differs 
from other NHS 
information 
collection. 



Established pathfinders - we are now working with a small number of GP 
practices to ensure we get this absolutely right. We are: 
• working with CCGs in four areas (Leeds North, Leeds West and Leeds 

South and East, Somerset, West Hampshire, and Blackburn with Darwen), 
which represent around 265 GP practices and 2m patients. 

• developing communication materials and approaches with GPs and 
patients to explain care.data.  

• planning to send a letter to every patient in each pathfinder GP practice, 
explaining care.data and their right to opt-out.   

• testing other methods - such as email and texts.  
• The pathfinder stage will be scrutinised by the Independent Information 

Governance Oversight Panel, chaired by Dame Fiona Caldicott.  
• There will be a full evaluation before deciding to roll-out care.data nationally. 
 

What we have done 
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You said: present the benefits 

Confusion between 
Summary Care 

Record and care.data  
 

Want clear 
examples how 
care.data will 

specifically benefit 
patients and public 

health 

 Why can’t claimed 
benefits be gained 
without care.data? 

Support 
programme and 
understand need 

for big data 

Show examples 
how big data has or 

will improve the 
quality of 

healthcare 

More work needs 
to be done to show 

benefits  
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• We have developed a range of case studies to illustrate the expected 
benefits of care.data. 

• These include:  
– Medical research and outcomes of treatments 
– Improving services and planning 
– Benchmarking care provision, treatments and outcomes across the 

country 
– Improving the NHS ability to predict and plan for demand 
– Analysis of treatment pathways  
– Quality assurance. 

• Communications with patients will explain clearly the difference between 
care.data and Summary Care Records, which are used to improve patients’ 
direct care.  
 

Response: the benefits case 
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You said: keep information safe 

Health & Social Care 
Information Centre 
(HSCIC) must be a 
secure repository  

 

Why can’t you 
remove any risk of 

identification? 

Need strong 
administrative 
controls and 

assurance 

NHS has poor track 
record on data 

security 

Why do we need 
full postcode, date 

of birth, NHS 
number?  

HSCIC must be 
transparent on who 

uses the data 
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• The  rules around how information will be shared by the NHS’s Health and 
Social Care Information Centre (HSCIC) will be clearly stated before coded 
information is collected from pathfinder GP practices. 

• The HSCIC will implement these rules before any of the collected 
information is made available to any organisations outside the HSCIC.  

• NHS numbers, dates of birth, postcode and gender are needed to link 
information to hospital information. 

• As a patient’s coded information from their GP reaches the HSCIC and is 
linked with hospital information, information that could identify them, like 
their NHS number, will be automatically replaced with a reference number. 

• During the pathfinder stage of care.data, access to the information collected 
will only be given to a limited number of approved analysts who will have to 
travel to a new secure data facility that the HSCIC is setting up.  

• The HSCIC will publish details on who is given access to the information  
and why. 

  

Response: protecting privacy 
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You said: explain the opt-out clearly 

12 

Only happy with opt-
out if public 
awareness is 

improved 
 

Patients are 
confusing 

care.data, Summary 
Care Record and 
hospital episode 
statistics (HES)  

Need national 
system for opt-out, 
setting out clearly 

what has been 
opted-out of  

Too much going on 
around patient 

records, causing 
confusion around 

information sharing 
for patient care 

Why not opt-in?  

Now they want to 
opt-out of 
everything 



• An opt-in approach won’t provide the universal information needed to 
achieve health benefits and it would exclude more of those who most need 
health and care services, worsening health inequalities. 

• We are committed to an opt-out approach and to raising patients’ 
awareness of:  
– Our care.data vision 
– The reasons for the opt-out approach 
– How they can (easily) opt-out if they want. 

• The Department of Health is commissioning work on how people’s 
preferences for sharing information should be handled more broadly across 
the whole health and care system.   

• We are testing communications messages during the pathfinder stage so 
that we can better understand how to take this forward.  

• You can opt out at any time. Just talk to your GP Practice.  

Response: opt-out approach 
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You said: improve legal protection 
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Lack of legal status 
for opt-out 

Need stronger 
policing and clear 

sanctions 

Care Bill 
amendments 

(specifying health 
care purpose only) 

not enough 

Concerns that 
legislation may 
change in the 

future 

Tension between 
Health and Social 
Care Act and Data 

Protection Act 



• Law changed so information can only be shared if there is a clear purpose 
to provide health care, adult social care or to promote health.  

• This clarifies that information may be made available for a wide range of 
health and care related purposes including for: 
– Commissioning health and care services 
– Public health  
– Research relating to health and care provision, for example, the 

epidemiological research that is needed at the earlier stages of 
developing new treatments. 

• The law prohibits information sharing for solely commercial purposes, such 
as marketing.  

• Further secondary legislation will specify the factors that will govern 
decisions to share information and the controls on the release of 
information.  

Response: legislative changes 
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You said: restrict access to data 

Why not sell the 
information and 

generate income? 
 

Need different 
rules about sharing 
in NHS and sharing 

outside 

Some strong views 
that information 
should never be 

shared with 
commercial bodies 

Any sharing with 
commercial sector 

needs very tight 
control 

Mixed support for 
sharing information 

outside the NHS 
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• The Confidentiality Advisory Group will be placed on a statutory footing and 

have a future role in advising HSCIC on their publication or dissemination of 
information. 

• The Independent Information Governance Oversight Panel (IIGOP), chaired 
by Dame Fiona Caldicott, has scrutinised care.data and will evaluate the 
pathfinder stage. 

• Dame Fiona Caldicott has been appointed National Data Guardian for 
health and care, where she will become the “the patients’ champion on 
security of personal medical information”.  

• We are committed to transparency and laying a clear audit trail on who is 
granted access to the information, for what purpose and to what outcome. 

• The HSCIC will not sell the information. It will only charge a fee to cover its 
costs and will not profit from providing information to other organisations.  

• An applicant’s track record in handling confidential information will influence 
our decisions to share information with them. 

  
Response: access safeguards 
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You said: more support for GPs 

Some GPs feel the 
scheme conflicts 
with their ethical 

stance 
 

Provide free toolkit 
to GP practices  

Be clear about  role 
of GPs in care.data 

and NHS 
expectations 

Any mention of GP 
information 

controller role 
creates conflict 

NHS England 
should fund all 

extra work 

Greater burden on 
staff, asking them 
to do something 
they don’t have 
capacity to do 
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• We will test all communication materials with patients during the pathfinder 
stage to understand what methods work best with different population 
groups.  

• We are already working with CCGs, local patient groups including 
Healthwatch organisations and GP practices to co-produce materials to 
ensure each patient makes an informed decision about the future of their 
information. 

• We will also use the pathfinder stage to assess the burden on GPs and 
practices, including:  
– The provision of information to patients for fair processing 
– The management of the opt out process 
– The management of the data transfer process. 

Response: building GP support 

19 



You said: inform patients properly 

 Communications 
with patients on 
care.data should 

not be GP job 
 

Want guidance 
from Information 
Commissioner on 

information 
protection duties 

National initiative, 
so NHS England 

should liaise with 
patients 

GPs not happy with 
information 

controller duty to 
communicate with 

patients 

Be clear about 
purposes, risks and 
benefits in honest 

language 

 Test materials with 
clinicians and other 

groups 

Materials in easy 
read and accessible 

formats 
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• We are working with CCGs, local Healthwatch organisations and GP 
practices to co-produce the public facing communication materials. 

• Dame Fiona Caldicott’s Independent Information Governance Oversight 
Panel (IIGOP) has agreed to advise us on implementing the first stage of 
the programme. 

• We are working with Mencap and other charities to ensure we produce 
accessible materials alongside the mainstream materials so that as many 
people as possible understand our plans for information sharing.  

• We are working with research agency Ipsos MORI to get feedback from the 
public on our communications materials. 

• We are working with the Information Commissioner’s Office (ICO) to 
develop guidance for practices to be tested in the pathfinder stage. 

Response: talking to patients 
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• As a patient’s coded information is matched with hospital records as it 
arrives with the HSCIC, the information that could identify a patient will be 
removed and a reference number will be allocated instead. This is called 
pseudonymisation.  

• It could be possible to track back to individuals in some cases using other 
information held for another valid reason (where you received treatment at 
hospital).  

• The HSCIC is minimising these risks with its secure data area and applying 
strict rules about who can access the information and for what purposes. 

• Information collected during the pathfinder stage will go to the HSCIC, will 
be linked to hospital information and be kept securely by the HSCIC. 

• The HSCIC is responsible for the security of personal information and has 
secure systems in place for storing and processing information that are fully 
compliant with the latest UK and European standards. 

care.data : addressing risks 
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• The pathfinder stage will inform the next stage of care.data including: 
– Testing communications with patients 
– Testing the collection and joining up of coded information from GPs with 

hospital information.  
• The next stage of care.data will be informed by a full evaluation of the 

pathfinder stage and will only go ahead when we are confident it is right. 
• We will continue our work with Ipsos MORI, the care.data advisory group, 

and engagement events to ensure we listen to feedback. 
• NHS England is committed to consulting publicly and widely on future 

options.  
• Future options include: 

– Expanding the set of information codes collected from GPs to cover 
more conditions and over a longer time period 

– Expanding the sources of information to include other health and social 
care settings, not just GPs and hospitals. 

care.data : next steps 
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THANK YOU 

For more information on NHS England or Health and Social 
Care Information Centre support or speakers about the 
care.data programme, email:  
Care.data@nhs.net 
 
Or look online:  
http://www.england.nhs.uk/ourwork/tsd/care-data/  
http://www.hscic.gov.uk/gpes/caredata  
 

 

We welcome your feedback on the care.data programme 
and this presentation, so please share your comments 
with us.  

mailto:Care.data@nhs.net
http://www.england.nhs.uk/ourwork/tsd/care-data/
http://www.hscic.gov.uk/gpes/caredata
http://www.hscic.gov.uk/gpes/caredata
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