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• 88 page document

• 5 December 2015, the European Parliament, the 
Council and the Commission reached agreement on 
the new data protection rules, establishing a modern 
and harmonised data protection framework across the 
EU

• 8 April 2016 the Council adopted the Regulation and 
the Directive

• 14 April 2016 the Regulation and the Directive were 
adopted by the European Parliament.

• 25th May, 2018

http://ec.europa.eu/justice/data-protection/reform/files/regulation_oj_en.pdf
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http://ec.europa.eu/justice/data-protection/reform/files/regulation_oj_en.pdf
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http://ec.europa.eu/justice/data-protection/reform/files/regulation_oj_en.pdf

• 88 page document

• The Regulation is an essential step to strengthen 
citizens' fundamental rights in the digital age and 
facilitate business by simplifying rules for companies in 
the Digital Single Market. A single law will also do away 
with the current fragmentation and costly 
administrative burdens, leading to savings for 
businesses of around €2.3 billion a year.

• The Directive for the police and criminal justice sector 
protects citizens' fundamental right to data protection 
whenever personal data is used by criminal law 
enforcement authorities. It will in particular ensure 
that the personal data of victims, witnesses, and 
suspects of crime are duly protected and will facilitate 
cross-border cooperation in the fight against crime and 
terrorism.
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• 88 page document

• The Regulation is an essential step to strengthen 
citizens' fundamental rights in the digital age and 
facilitate business by simplifying rules for companies in 
the Digital Single Market. A single law will also do away 
with the current fragmentation and costly 
administrative burdens, leading to savings for 
businesses of around €2.3 billion a year.

• The Directive for the police and criminal justice sector 
protects citizens' fundamental right to data protection 
whenever personal data is used by criminal law 
enforcement authorities. It will in particular ensure that 
the personal data of victims, witnesses, and suspects of 
crime are duly protected and will facilitate cross-border 
cooperation in the fight against crime and terrorism.

http://ec.europa.eu/justice/data-protection/reform/files/regulation_oj_en.pdf

Regulations have binding legal force throughout every Member 
State and enter into force on a set date in all the Member States. 

Directives lay down certain results that must be achieved but 
each Member State is free to decide how to transpose directives 
into national laws
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Key Facts

http://ec.europa.eu/justice/data-protection/reform/files/regulation_oj_en.pdf

1. The GDPR applies to all companies worldwide that 
process personal data of European Union (EU) citizens.
• This means that any company that works with information relating 

to EU citizens will have to comply with the requirements of the 
GDPR, making it the first global data protection law.

2. The GDPR widens the definition of personal data
• The GDPR considers any data that can be used to identify an 

individual as personal data. It includes, for the first time, things 
such as genetic, mental, cultural, economic or social information.

• means parts of IT that have been unaffected by data protection 
laws in the past will need attention from businesses to ensure they 
comply with the new regulation

3. The GDPR tightens the rules for obtaining valid consent to 
using personal information
• Having the ability to prove valid consent for using personal 

information is likely to be one of the biggest challenges presented 
by the GDPR

• Organisations need to ensure they use simple language when 
asking for consent to collect personal data, they need to be clear 
about how they will use the information, and they need to 
understand that silence or inactivity no longer constitutes consent
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Key Facts

http://ec.europa.eu/justice/data-protection/reform/files/regulation_oj_en.pdf

4. The GDPR makes the appointment of a DPO mandatory for 
certain organisations
• The GDPR requires public authorities processing personal information to 

appoint a data protection officer (DPO), as well as other entities, when 
“core activities” require “regular and systematic monitoring of data 
subjects on a large scale” or consist of “processing on a large scale of 
special categories of data”

5. The GDPR introduces mandatory PIAs
• The GDPR requires data controllers to conduct PIAs (privacy impact 

assessments) where privacy breach risks are high to minimise risks to 
data subjects

• This means before organisations can even begin projects involving 
personal information, they will have to conduct a privacy risk assessment 
and work with the DPO to ensure they are in compliance as projects 
progress

6. The GDPR introduces a common data breach notification 
requirement
• he regulation requires organisations to notify the local data protection 

authority of a data breach within 72 hours of discovering it. This means 
organisations need to ensure they have the technologies and processes 
in place that will enable them to detect and respond to a data breach
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http://ec.europa.eu/justice/data-protection/reform/files/regulation_oj_en.pdf
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Key Facts

http://ec.europa.eu/justice/data-protection/reform/files/regulation_oj_en.pdf

7. The GDPR introduces the right to be forgotten
• the data minimisation principle that requires organisations not to 

hold data for any longer than absolutely necessary, and not to 
change the use of the data from the purpose for which it was 
originally collected, while – at the same time – they must delete 
any data at the request of the data subject.

• This means organisations will have to get fresh consent before 
they can alter the way they are using the data they have collected

8. The GDPR expands liability beyond data controllers
• The GDPR also covers any organisation that provides data 

processing services to the data controller, which means that even 
organisations that are purely service providers that work with 
personal data will need to comply with rules such as data 
minimisation

9. The GDPR requires privacy by design
• The GDPR requires that privacy is included in systems and 

processes by design. This means that software, systems and 
processes must consider compliance with the principles of data 
protection
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Key Facts
10.The GDPR introduces the concept of a one-stop shop

• Previously every country could have difference data protection 
rules allowing companies to available of these less restrictive 
rules. However, that all disappears with the GDPR, which allows 
any European data protection authority to take action against 
organisations, regardless of where in the world the company is 
based

• Fines
• €20m or 4% of group annual global turnover
• !

http://ec.europa.eu/justice/data-protection/reform/files/regulation_oj_en.pdf
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7 Principals
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Countries affected by EU GDPR
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When GDPR takes effect May 2018, organisations will be required, for the first 
time ever, to be able to demonstrate the provenance of the personal data they 
process. They must be able to prove that they know:

1. How and when they acquire it
2. Where it goes
3. Who can see it
4. Who they share it with
5. What they can do with it
6. Where they store it
7. How they secure it
8. Who is accountable for it
9. How long they retain it
10. How they delete it
11. Their legal basis for acquiring and processing it
11. Etc.
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Data Management
This Module
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What about Data Science / Machine Learning ?
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Depends on your definition of Data Science.

For us and GDPR Data Science means

Machine Learning
Using automatic or semi-automatic algorithms to make decisions or predictions

? ?
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Main Challenges

1. Can I use the data

2. Can I ensure there is no Discrimination & Bias 

3. Why me !
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Typical Machine Learning

• Is Brendan a Risky Customer? Should we give him a loan?

• NO!  Brendan has a 70% probability of defaulting on his loan

• Predicted value
• Predicted probability

20



19/10/2019

11

21

Am I allowed to use this data?

What permissions do we have?
on what data?
from when?
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Time to update the T&Cs
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Discrimination & Bias
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Typical Machine Learning

• Is Brendan a Risky Customer? Should we give him a loan?

• No  Brendan has a 70% probability of defaulting on his loan.

• Predicted value
• Predicted probability
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Articles 13 and 14 state that, when profiling takes place, a data subject 
has the right to “meaningful information about the logic involved.”
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Typical Machine Learning

• Is Brendan a Risky Customer? Should we give 
him a loan?

• NO!  Brendan has a 70% probability of defaulting on 
his loan

• Predicted value
• Predicted probability
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•What Algorithms you are using ?
• Depends on what ML Software/Tools you are using?

• Generally  Decision Tree seems to be OK!

• Everything else is  ???
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Challenge

•Multiple models being used including 
• Rules 
•Machine Learning
• Other Statistical methods

Model 2

Model 3

Model 4

Model 1
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Some Vendors already support

select cust_id, 

prediction(clas_svm_1_27 using *) pred_value, 

prediction_probability(clas_svm_1_27 using *) pred_prob, 
prediction_details(clas_svm_1_27 using *) pred_details

from mining_data_apply_v;
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Challenge

•Adaptive Intelligence 

•AutoML
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Challenge

•Adaptive Intelligence 
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Discrimination & Bias
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Legal/Laws

Country Description

Brazil Brazil’s Lei Geral de Proteçao de Dados (LGPD) was modeled directly after GDPR and is nearly identical 
in terms of scope, applicability, and financial penalties for non-compliance. Companies wishing to do 
business with Latin America’s largest economy will have to comply with LGPD by February 2020

Australia Australia’s Privacy Act came into effect in February 2018. Organizations with an annual turnover of over 
3 million AUD will have to disclose data breaches that pose a “real threat of serious harm” within 30 
days

USA (California, New York, etc) There is currently no data privacy law applicable to all industries on the federal level, every state in the 
Union has their own data privacy laws.
California Consumer Privacy Act (CCPA), which has many provisions that overlap with GDPR.
New York Privacy Act, 2019, other States to follow

Japan Japan's Act on Protection of Personal Information was amended in May 2017 and now applies to both 
foreign and domestic companies that process the data of Japanese citizens.
Japan and the EU reached an agreement on "reciprocal adequacy" of their respective data protection 
laws.

South Korea South Korea's Personal Information Protection Act has been in effect since September of 2011 and from 
the outset has included many GDPR-like provisions, including requirements for gaining consent, the 
scope of applicable data, appointment of a Chief Privacy Officer, and limitation and justification of data 
retention periods.

Thailand Thailand Personal Data Protection Act (PDPA) was published May 2019 and will come into effect exactly 
a year later on 27 May 2020. The PDPA is similar to GDPR in a number of ways, including the broad 
definition of personal data, the requirement to establish a legal basis for collection and use of personal 
data, extraterritorial applicability, and potentially harsh penalties for non-compliance.
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Summary

• Can you use the data ?

• Are you using Machine Learning?

• You might need to throw out and/or rebuild – For Explanation
• You might need to throw out and/or rebuild – To prevent Discrimination 

• Many ML solutions cannot provided required details
• Many vendors are actively working on this
• So already support 

• Open Source ML is a major issue !    (for now)

$  /  £
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