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1. References: 

• General Data Protection Regulation 2016 

• Data Protection Bill 2017 

• Security Breach Notification Information – ICO 2018 

• Data Protection Policy 

• Information Sharing Policy 

• Information Governance Policy 

• Information Technology Policy 
 
2. Scope: 
 
All staff at EnViva Complex Care who process personal data about other staff, Service Users and 
other individuals. 

The following stakeholders may be affected by this policy: 

• Family 
• Advocates 
• Representatives 
• Commissioners 
• External health professionals 
• Local Authority 
• NHS 

 
3. Policy Statement: 

 
4. Overview: 

This policy will assist with defining accountability and establishing ways of working in terms of 
EnViva Complex Care appropriately dealing with breaches of GDPR and any notifications that 
need to be made as a result of the breach (for example, to the ICO and to affected Data Subjects). 

This policy will encourage GDPR compliance at our company by ensuring that breaches of GDPR 

(and "near misses") are dealt with appropriately by staff. 

This policy will facilitate the process of dealing with breaches of GDPR which will improve our 

company's compliance with GDPR and will also benefit Data Subjects affected by a breach, 

including Service Users. 

 

 

The purpose of this policy is to explain what a breach of GDPR may consist of and to ensure that 
all staff at EnViva Complex Care know how to recognise a breach or potential breach, and how 
they should deal with it. 
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5. Definitions: 
 
Data Protection Act The law that relates to data protection in the UK.  It will be replaced on 

25th May 2018 by the GDPR. 

GDPR   The General Data Protection Regulation 2016.  It will replace the Data 
Protection Act 1998 from 25 May 2018 as the law that governs data 
protection in the UK.  It will come into force in the UK via the Data 
Protection Bill 2017 

Data Subject  a natural person whose personal data is processed by a controller or 

processor. 

Data Processor   the entity that processes data on behalf of the Data Controller 

Data Controller  the entity that determines the purposes, conditions and means of the 

processing of personal data. 

Personal Data  any information related to a natural person or ‘Data Subject’, that 

can be used to directly or indirectly identify the person 

Special Category Data Has an equivalent meaning to “Sensitive Personal Data” under the Data 
Protection Act 1998.  Special Categories of Data include but are not 
limited to medical and health records and care plans (including 
information collected as a result of providing health care services) and 
information about a person’s religious beliefs, ethnic origin and race, 
sexual orientation and political views 

6. Procedure: 
 

Staff will read and understand this policy and procedure together with the process map set out in the 
form attached and will ensure they adhere to the process map if EnViva Complex Care breaches GDPR.   
 
EnViva Complex Care acknowledges that if its processes differ from those set out in this policy, it will 
modify them to the extent necessary to reflect its processes and procedures.   
 
EnViva Complex Care understands that if it breaches GDPR, it may be required to notify the ICO as well 
as the Data Subjects who have been affected by the breach.  
 
EnViva Complex Care recognises that failure to report a breach could result in significant fines being 
imposed on EnViva Complex Care, as well as reputational damage.   
 
EnViva Complex Care recognises that it is reliant on its employees notifying if they breach or think they 
may have breached GDPR.   EnViva Complex Care will therefore encourage all of its staff to review the 
policy and understand their obligations in terms of reporting a breach to their line manager and the 
Data Protection Officer. 
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What is a breach 
 
A breach of GDPR is any breach of security that leads to the destruction, loss, alteration, unauthorised 
disclosure of, or access to, personal data. 
 
Examples of a breach may include: 
 

• Sending an email to the incorrect recipient 
• Copying rather than blind copying recipients of an email 
• Losing a USB device containing personal data 
• Leaving a hard copy of personal data (for example, a Service User record or 

employee file) in an easily accessible area so that details can be viewed or 
recorded, or the document taken 

• Leaving a laptop or documents containing personal data on a train or other public 
transport; or 

• Leaving a cupboard or filing drawer unlocked that contains personal data  
 

EnViva Complex Care recognises that the above list is by way of example only and is not exhaustive or 

definitive. 

EnViva Complex Care will ensure that its staff members understand that if they breach or think they may 

have breached GDPR, they should immediately notify their line manager and the Data Protection Officer, who 

will determine the next steps to take.   EnViva Complex Care understands that, once its employees are 

aware of a breach of GDPR, EnViva Complex Care is deemed to be aware of the breach, at which point 

the 72-hour timescale for notifying the ICO will begin. 

Process Map  

Stage 1 – Log Breach 

• EnViva Complex Care understands that it should maintain a log of breaches.  
EnViva Complex Care will also record any potential breaches notified to it by 
employees or third parties which it determines not to be a breach, setting out 
its rationale for such a decision. 

• EnViva Complex Care will record the date of the breach, the date of notification 
of the breach (i.e. by the relevant employee) and actions taken in respect of the 
breach, using the process map attached to this policy. 
 

Stage 2 and 2a - Has the breach resulted in the destruction, loss, alteration, unauthorised 

disclosure of, or access to, personal data? 

 
EnViva Complex Care recognises that not every breach of GDPR must be notified to the ICO. For 

example, there is no requirement to notify the ICO of a failure to respond to a Subject Access Request. 
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EnViva Complex Care understands that the notification requirements focus on the loss of, or 

unauthorised access to, personal data. EnViva Complex Care will therefore consider: 

 
• Whether personal data has been affected by the breach (if, for example, only 

business data has been disclosed EnViva Complex Care understands that GDPR 
will not apply and there will be no requirement to notify the ICO); and 

• Whether the personal data has been destroyed, lost, altered, disclosed or 
accessed as a result of the breach 

 
EnViva Complex Care will record information about the breach and decisions taken for future reference. 

If there has been a security breach (irrespective of whether it requires notification to the ICO), EnViva 

Complex Care will consider whether, from a best practice perspective, it will proceed with Stages 4 

and 5 to identify the cause of the breach and whether further steps can be taken to prevent further loss 

and disclosure of data (whether the data is personal data or otherwise). 

Stage 3 – Identify the relevant team to investigate 

EnViva Complex Care anticipates that more than one team or individual may need to be involved or lead 

the investigation into the breach, and it will ensure that the appropriate people are involved at an early 

stage in the process. 

Stage 4 – Identify the cause of the breach and whether the breach has been contained 

Refer to further information at stage 5. 

Stage 5 – Take all steps necessary to prevent further loss/disclosure 

EnViva Complex Care understands that the ICO must be notified within 72 hours of EnViva Complex 

Care becoming aware of the breach.  EnViva Complex Care will also focus on ensuring that the breach is 

contained to prevent it worsening prior to notification.  EnViva Complex Care will, where possible, 

notify the ICO in its initial notification of the steps it has already taken to mitigate the impact of the 

breach and will record all action it has taken. 

Stage 6 – Identifying if the breach is likely to result in a risk to the rights and freedoms of individuals 

EnViva Complex Care understands that the ICO must be notified of the breach unless it is unlikely to 

result in a risk to the rights and freedoms of individuals.  EnViva Complex Care recognises that guidance 

provided by the ICO explains that a breach is likely to result in a risk to the rights and freedoms of 

individuals if, left unaddressed, it is likely to have a significant detrimental effect on individuals in 

terms of, for example, discrimination against that individual, damage to reputation, financial loss, loss 

of confidentiality or any other significant economic or social disadvantage. 
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EnViva Complex Care recognises that if the lost data is business personal data (i.e. individuals’ work 

email addresses or phone numbers), it is unlikely that such loss will result in a risk to the rights and 

freedoms of those individuals, particularly if the information is publicly available elsewhere. 

Stage 6a – No need to take further action if response to Stage 6 is negative 

Although EnViva Complex Care may not be required to notify the ICO if there is no risk to the rights and 

freedoms of individuals, it should take steps to avoid a similar breach occurring in the future, 

particularly if a similar breach in the future could result in a risk to the rights and freedoms of individuals 

– see Stage 10. 

Stage 7 – Notify ICO within 72 hours of becoming aware of the breach 

EnViva Complex Care understands that the ICO has provided a notification template for serious 

breaches under the Data Protection Act 1998 that should be notified to the ICO. 

EnViva Complex Care will ensure that any breach notification it submits includes: 

 
• The nature of each breach, including the categories and approximate 

numbers of individuals concerned and the categories and approximate 
numbers of personal data records concerned 

• The name and contact details of the Data Protection Officer/point of contact for 
the breach 

• A description of the likely consequences of the breach; and 
• A description of measures taken or proposed to be taken to deal with the 

breach and any measures taken to mitigate effects of the breach 
 

Under the Data Protection Act 1998, the form should be sent to casework@ico.org.uk with “DPA 

breach notification form” in the subject field or by post to: The Information Commissioner’s Office, 

Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF.  

EnViva Complex Care will review the relevant page on the ICO website to check whether the 

information around breach notification is updated in line with GDPR. 

Stage 8 – Consider whether affected individuals should be notified  

EnViva Complex Care understands that if the breach is likely to result in a “high” risk to the rights and 

freedoms of individuals, those individuals must be notified directly. 

EnViva Complex Care recognises that the threshold is higher than the threshold for notifying the ICO.  

It should be determined on a case by case basis.  Examples may be loss or disclosure of Special 

Categories of Personal Data, or the potential for significant financial impact. 

mailto:casework@ico.org.uk
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If EnViva Complex Care is unable to notify affected Data Subjects individually (because, for example, 

of the number of Data Subjects affected), it will take out a public notice, for example in a national 

newspaper, informing affected individuals of the breach. 

Stage 9 and 9a – Notify data controller 

If EnViva Complex Care is acting as a data processor rather than a data controller, it will notify the 

relevant data controller of the breach.  EnViva Complex Care will, if necessary, refer to the guidance 

note entitled "GDPR - Key Terms" for further information. 

Stage 10 – Check if there is a risk of a future breach occurring  

EnViva Complex Care will have taken possible steps to mitigate the effect of the breach in accordance 

with Stage 5 above.  EnViva Complex Care will also consider the breach more widely, in particular 

whether the breach could occur again and take the steps necessary to prevent such recurrence. 

Stage 11 – Consider whether further internal training or guidance for staff is necessary 

If the breach was caused by a member of staff, EnViva Complex Care will consider how and why the 

breach happened EnViva Complex Care will consider whether further training or guidance would be 

beneficial, either for the member of staff or for the Organisation more widely. 

Stage 12 – Log all actions and decisions 

EnViva Complex Care will document all decisions taken in respect of any breaches, including whether 

or not to notify the ICO and/or affected individuals, steps taken to mitigate the breach and steps taken 

to prevent future recurrence and additional training.  EnViva Complex Care will keep a record of all 

relevant dates and copies of relevant documents such as the initial report from the relevant member 

of staff and the notification to the ICO. 

Stage 13 – Action and log any related future correspondence from the ICO 

EnViva Complex Care will record any correspondence it receives from the ICO in respect of breaches 

and comply with any suggestions and requirements of the ICO. 
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