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1. References: 

 

• Caldicott Principles 2013 

• Data Protection Act 1998 

• General Data Protection Regulations 2018 

• Confidentiality Policy 

• Information Governance Policy 

• Home-working Procedure 

• Social Media Policy 

• Security Policy 
 

2. Scope: 
 

• All staff 
 
3. Policy Statement: 

4. Overview: 
 
Information technology is increasingly a vital part of working life.  Its use is essential in supporting 
Company growth, improving systems and processes, offering our clients, customers and our 
employees the level of service they expect and in meeting many of our legal obligations regarding 
record keeping.  We are, therefore, committed to the increasing use of information technology.  In 
addition to creating many benefits, these developments create many challenges.  As a result, we need 
to apply and regularly revise rules covering access to and the use of information technology. 

This policy is intended to set out to all employees, contractors and agent’s guidance rules 
and responsibilities relating to computer hardware, software, data storage, and email, use 
of the Internet, telephones, fax machines, mobile phones and other electronic devices. 

 

It is vital that all employees, contractors and agents with access to computer hardware, 
software, data storage, email, the internet, telephones, fax machines, mobile phones and 
other electronic devices provided by us familiarise themselves with and comply with this 
policy. Your use of any of these facilities is on the basis that you will comply with this policy.  
This policy should be read alongside any other guidance notes issued. 

 
For the purpose of this policy the term “IT Systems” includes computer hardware and software, 
data storage, email, the internet, telephones, mobile phones, fax facilities and other electronic 
devices. 

 

Any queries should be directed to the IT Department, Group Finance Director or the Operations 
Director. 
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5. The Procedure: 
 

COMPUTER USAGE 
 
Some employees have access to computers at work for use in connection with the Company’s 
business. Computers are provided to employees to undertake business-related activities only. 
 
Except in a genuine emergency, personal use should be kept to non-working hours.  For example, any 
personal emails or text messages should be read and any personal work on your PC carried out outside 
of your working hours.  Employees who are discovered unreasonably using the Company’s computers 
for personal and private purposes will be dealt with under the Company’s disciplinary procedure. 
 
Vandalism of, or otherwise intentionally interfering with, the Company’s computers/network 
constitutes a gross misconduct offence and could render the employee liable to summary dismissal 
and further legal action. 
 
SECURITY 
 

As many computer files contain some form of confidential or otherwise sensitive business, customer, 
client or support worker information, the Company takes the security of these files very seriously.  
With this in mind, we have introduced some basic security precautions that all employees must abide 
by.  These are as follows: 
 

If you need to leave your computer for more than a couple of minutes, lock the computer screen 
 
If you need to leave your computer for a long period of time, log off - never leave an unattended 
computer logged on 
 
Always keep your password private, do not write it down and do not divulge it to anyone else 
(including other members of staff), except for the IT Department.  The option to save passwords on 
the computer must not be used.  In an emergency (such as unexpected absence) IT can access your 
account if urgent information is needed 
 
If you suspect that someone knows your password, speak to the IT Department to arrange for the 
password to be changed 
 
As instructed by the IT Department, change your password as follows: 3 monthly (desktop and laptop) 
and 3 monthly for VPN/People Planner. The system is set to remind you of this 
 
Always shut down and switch off your computer when you go home at the end of the day – if you have 
remote access to your office-based computer you may elect to log off rather than perform a full 
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system shut down. This is to reduce the risk of fire/overheating as well as security. 
 
If you notice any suspicious activity, for example an employee trying to gain unauthorised access to 
another member of staff’s computer, notify your manager or the IT Department immediately.  If you 
are provided with a Company computer for use in your home, family members are not allowed to use 
it. 
 

Data containing sensitive information must not be stored/saved on laptops or computers memory 
(this include the desktop). All sensitive data should be removed from documents if being stored 
temporarily on computers. Data then needs to be transferred and stored on secure server (Business 
Drive/People Planner etc.) 
If you have been provided with a personal drive/folder on the network, this should be used for all 
work of a personal nature and, where appropriate, should be password protected if further levels of 
security are required (e.g. personnel/HR files, financial records) 
 

PASSWORDS 
 
When creating a computer password, do not use one that is obvious, such as your date of birth or the 
name of a close family member - passwords should preferably be a mix of letters and numbers and 
should not be the same as any other personal passwords you may have (such as Internet banking 
passwords). 
 

Passwords must contain characters from three of the following four categories: English uppercase 
characters (A through Z) 
English lowercase characters (a through z) Base 10 digits (0 through 9) 
Non-alphabetic characters (for example, !, $, #, %) 
 
DATA 
 

The computers and the data they contain are provided to undertake business-related activities and to 
enable you to carry out your job duties. As such, data should not be amended, deleted, copied or 
taken away unless this is both specifically related to the work you are undertaking, and you have the 
authority to make such amendment, deletion or copy.  You should not delete or amend any 
documentation or programs which are stored on the Company’s communal drives unless you have the 
requisite level of authority to do so. 
 

Non-work-related data should not be copied onto or stored on Company computers. 
 

USE OF PORTABLE STORAGE DEVICES 
 

The USB access port for all company laptops and computers (download and upload use only) have 
been disabled to ensure system security. Any employee with authorisation to continue to use this 
facility will have specific instruction on its use. This can only be authorized by the Chief Executive 
Officer. 
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SOFTWARE 
 
The Company licenses the use of computer software from a variety of outside companies. The 
Company does not own this software and, unless authorised by the software developer, neither the 
Company nor any of its employees have the right to reproduce it. To do so constitutes an infringement 
of copyright. Contravention is a disciplinary matter and will be dealt with in accordance with the 
Company’s disciplinary procedure and the employee may face legal action. 
 
Software that you need to use to carry out your job duties will be provided and installed on your 
computer for you. Installation of any non-approved software is prohibited. This includes screen savers 
and wallpapers.  Personal photos or downloaded images/photos should not be used as screensavers. 
Only the IT Department has the authority to load new software onto the network system. Even then, 
software may be loaded only after having been checked for viruses. 
 
All software purchases must be approved by the Chief Executive Officer. This will ensure that only 
software which meets business needs, and which is compatible with hardware and other software is 
installed, it also ensures that all software is licensed, inventoried and loaded in a standard fashion. 
 

ANTI-VIRUS SOFTWARE 
 

All networked servers and PCs are installed with Kaspersky antivirus software in place. In addition, all 
our servers are installed with security software to monitor and control the specific use of management 
approved software. The Antivirus software will be regularly updated to ensure that it is and remains 
adequate for our business needs. 

 
EMPLOYEE RESPONSIBILITY 
 

All employees with access to company Laptop/PC Computer are responsible for ensuring it safely 
accesses all systems. 
 
Employees are responsible for daily visual checks on their computer: this includes the safety of the 
laptop and confirmation that Kaspersky software is active. 
 
Should staff detect any potential risks such as unprocessed items (via Kaspersky) they must ensure 
these items are deleted immediately and the laptop rescanned before accessing the system and 
inform the IT Department immediately. 
 
Staff must complete a weekly manual scan. Programmed scans are completed weekly on a Monday 
and a Friday for all computers connected to the network. 
 
VIRUSES 
 

It is the responsibility of all employees to be aware of the potentially damaging risks posed by viruses 
and other unwanted software and materials. 
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You should always be alert to the risk of receiving emails, software or data (on disk or otherwise) 
potentially containing viruses, Trojans, worms or other harmful or unwanted material.  
 
As a general guide, employees should: 

 
• Ensure that any software or data to be installed on computer hardware is screened by the IT 

Department or through the approved antivirus software prior to being installed or loaded 
onto our computers. This must be done anytime software or data is installed or loaded 
regardless of the source of the data or information.  Failure to screen may be considered a 
disciplinary offence. 

• “Phishing” emails often pretend to be from trusted sources such as your bank and aim to get 
you to click on a link to confirm your account details, or simply to login. Anyone who does click 
will be entering their online banking details into a fake website, which the spammers can then 
exploit fraudulently. The fake site may also download a virus onto your computer. Staff must 
be wary of emails and electronic material from an unusual or unknown source. In the case of 
any doubt you should delete the email and delete the email from any Deleted Items folder. 
Staff should report this to IT immediately so colleagues can be notified of this also. 

• If you believe you may have received a virus in an email or attachment that you need to keep 
then you should immediately contact the IT Department to seek urgent assistance (do not 
open or forward the email). If you receive an email containing a virus that you do not need 
you should delete the email and remove it from your deleted items and then inform the IT 
department of the sender of the email. 

 
GAMES 
 
Employees may only access computer games that are on their laptop outside their normal working 
hours. Games must not be downloaded onto a work computer. 
 
REMOTE ACCESS 
 
Some employees may spend at least part of their working week on Company business away from the 
main office premises. This includes those members of staff who have been given remote access to 
their desktop and those who may work from home. These employees and any others who may work 
remotely on an informal basis should be aware that all aspects of this policy apply equally to them. 
Remote working employees will also be expected to comply with any additional guidelines that may 
be introduced in order to reduce the likelihood of the Company’s computer networks being 
compromised as a result of remote access. Care should be taken when working on documents that 
contain personal/sensitive information as these documents must not be saved on the individual’s 
personal laptop/device. 
 

TEMPORARY WORKERS 
 

From time to time, the Company may need to use temporary staff in order to cover busy periods or 
annual leave. Should any temporary worker need to use a computer as part of their job role, the 
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manager responsible for their day-to-day supervision will be required to bring this policy and its 
contents to their attention. The Manager should also advise the IT Department of the name of the 
temporary worker and the dates they will be working. 
 
It is also Company policy that any temporary workers who are required to use a computer be given 
their own log-in details. Managers will need to identify if there are any directories or computer files 
on the computer that will be used by the temporary worker that are of a sensitive or confidential 
nature. If so, the IT Department will need to be involved in restricting access to them. The same 
principles apply to any self-employed contractors engaged by the Company. If such staff members 
have access to Shared Drives or People Planner, they will attend formal training and be supplied with 
all policies and procedures relating to the processing of personal and sensitive data. 
 

MANAGER’S DUTIES 
 

Managers will be required to notify the IT Department in advance of any computer users that will be 
leaving the Company. This should be done at least two weeks before the leave date, so that the 
individual’s account can be closed down on their departure. 
 

Likewise, managers should notify the IT Department in advance of any new computer users that will 
be starting work for the Company. This should be done at least two weeks before the employee starts, 
so that the individual’s account can be set up ready for their start date. 
 
From time to time, the Company will review its storage of confidential information and the media 
upon which it is stored. Managers will be expected to cooperate in terms of identifying such files, the 
employees or other staff with access to them and the file locations. 
 

COMPANY MOBILE TELEPHONES 
 
Where a mobile phone has been issued by the company, it is for business use only and at all times will 
remain the property of the Company. The user(s) will be responsible for its safekeeping; this includes 
password protecting it and changing this password regularly (minimum of 3 monthly). If the telephone 
is lost or stolen, you should notify your Line Manager immediately to report the loss or theft. In the 
absence of your Line Manager you should take all reasonable steps to report the matter to the Data 
Protection Officer so that arrangements can be made to disconnect the telephone and any potential 
data breaches can be investigated. 

 
The staff member is responsible for the proper use, condition and eventual return of the phone to the 
Company. The user will also be responsible for any cost of repair or replacement other than fair wear 
and tear. If a replacement is required, the Company will organise this. 

 
A mobile phone is provided primarily to enable the user to do their job, i.e. to keep the Company 
informed at the earliest opportunity of matters which it needs to know about and to be similarly 
contactable by the Company, or to contact customer/client/support worker when working away from 
base. Therefore, it is the user’s responsibility to ensure that the mobile phone is kept charged and 
switched on whilst on duty. 
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Users should not sign up to text-based information services, e.g. RAC traffic alerts, text voting etc. The 
use of the internet on Company mobile phones is strictly prohibited, except in the case where specific 
authorisation has been given by the Senior Management team to designated Smartphone users. 
Smartphone users should only use the internet to access their Company emails and for other essential 
Company use. 

 
Unless agreed by Senior Management, applications/other programmes may not be downloaded to 
any mobile phone under any circumstance. 
 
The SIM card from Company mobiles should not be placed into any other mobile, unless to another 
Company issued mobile phone. Neither should the camera facility be used for anything other than 
work related matters, e.g. company car accident where evidence may be required. 

 
If it is found, following investigation, that there has been excessive personal data use, then the user 
will be asked to reimburse the company for the cost of this and action may be taken under the 
Disciplinary Procedure. 

 
The user agrees that upon termination of employment, should they not return the allocated mobile 
phone, or should the mobile phone be returned in an unsatisfactory condition, the cost of 
replacement, or a proportional amount of this as decided by the Company, will be deducted from any 
final monies owing, or the user will otherwise reimburse the Company. 

 
Staff should not make commercially sensitive or confidential calls in public areas particularly if you 
may be overheard (i.e. on a train or at a client’s premises) 

 
Health and safety 
We are committed to continuously improving health and safety for our employees and also believe 
that using a hands-free mobile phone when driving or a handheld or hands-free phone when operating 
industrial machinery is dangerous. 

 
Driving 
Under the Road Traffic Act 2006, it is illegal to use a hand-held mobile phone while driving, even if the 
car is stationary, and if you are caught the penalty is now a £200 fine and six points on your driving 
license.  Your case could also go to court and you could be disqualified from driving or riding and get 
a maximum fine of £1,000 

 
In addition to the legal implications of using a mobile phone while driving there is also an increased 
risk of an accident happening because the driver is distracted from managing their vehicle safely. 

 
Employees should not try to contact company mobile phone holders when they are aware that they 
are travelling other than to leave a text or answer phone message. 

 
Messages received on your company mobile phone should be retrieved and calls returned at the 

https://www.gov.uk/driving-disqualifications
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earliest opportunity but only once the vehicle is parked safely and stationary and the engine switched 
off. Please remember you should never park on a motorway hard shoulder except in an emergency 
i.e. breakdown. 

 
You should check your company mobile phone for messages regularly i.e. at a service station if on a 
long journey (but not on a petrol station forecourt) or at delivery destinations and after returning to 
your normal place of work. 

 
Appropriate messages should be recorded on your company mobile phone inviting callers to leave a 
brief message and phone number and detailing. 
 
Operating machinery 
All mobile phones should be switched off and you should not make or receive calls when operating 
equipment or machinery which is hazardous to your health should you not be paying it full and proper 
attention (and whether the phone is hands free or hand held). 

 
In addition, any other device such as a pager should be switched off where any distraction when 
operating equipment or machinery may be dangerous. 
 

CONTRAVENTION OF THIS POLICY 
 
Failure to comply with any of the requirements of this policy is a disciplinary offence and may result 
in disciplinary action being taken under the Company’s disciplinary procedure. 
 

 

Procedure Review 
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