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Introduction

Information and Communication Technology (ICT) has the potential to enhance
and improve learning and teaching and also to assist efficient administration.
There are, however, many features of ICT which require careful management to
ensure that these benefits are realised. This document outlines the current
situation in schools with regard to ICT. Individual practice within each school has
been allowed for and included where possible. As the use of ICT develops all the
time, the policy will be reviewed on an annual basis. As necessary, a revised
version will be issued according to The Stanway School policy review procedures.

Aims

Aim 1

To ensure ICT plays its part in the fundamental aim of ensuring that all students
fulfil their potential academically, personally, socially and vocationally within a
safe and secure learning environment.

Aim 2
To ensure the best possible use is made of available and appropriate
technologies to enhance teaching and learning within each school and across
The Stanway School.

Aim 3
To make the best possible use of ICT for efficient and cost effective
administrative practises within each school.

Rationale
This policy supports the principle that everyone within the community of each
school should have the opportunity to benefit from the use of ICT to help them
achieve their maximum potential. This policy supports the School Improvement
Plan and other School and Federation policies.

Whole school issues
The Stanway School has an Acceptable Use Policy (AUP) which applies whenever
staff or students are using the school network. It also applies when staff or
students are using ICT on a portable or personal device within school or when
conducting school related business.

See appendix 1a AUP -  Acceptable Use policy
1b AUP – Guidance for staff
1c AUP – Guidance for students

E safety
Training/instruction will be given to both staff and students to ensure that
students and staff are appropriately safeguarded while engaged in ICT related
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activities. Training will take into account the emerging technologies (inc. social
networking/ebay/ twitter/ blogs/chat etc.) and the increasing use of handheld
technical devices (inc. Smartphones).

Network access
Staff and students have access to the school network via a user ID and secure
password. (Access subject to the terms and conditions of the AUP)

Internet access
Staff and students have access to the internet via the filtered internet access
provided. (Access subject to the terms and conditions of the AUP)

E-mail
Staff and students have access to a school email account. In exceptional
circumstances access to an additional email account for a specific educational
purpose (eg a work group) may be granted. (See E-Safety Policy)

Home access
Home access is available to staff and students via the individual schools, Office
365 and Google Drive. This will provide additional access to staff, students and
parents.

Security
Passwords used to access different systems will have levels of security in terms
of strength, sharing/privacy and intervals for changing: eg SIMS passwords may
be more complex and require changing more often.

Staff are expected to log off from the PC they are using when they are finished. If
they need to leave the PC temporarily they must lock it (Control, Alt, and Delete).
A timed screen saver in place helps prevent any unauthorised access. (See
technician if you need help with this)
Guest/supply/visitors access may be granted access at the request of the SLT
and will be given access appropriate to their need.

The use of ICT for administration and management of student data
ICT clearly has the potential to assist with the efficient administration of the
school.  Arbor (cloud-based) is the main system for recording information about
students, student attendance, timetable information etc.  It is also used to
process information required by the Exams Officer and to record incidences of
individual behaviour.

Information to parents, staff and students will shortly be available through Arbor
or Go4Schools, Class charts and the Xpressions App and is likely to include
attendance data and some assessment data in the first instance.

Confidential student information is held securely on a separate administration
server. Security measures are in place to protect this confidential information.
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Technical support
All users may request help and support through the online helpdesk. Technicians
all undergo appropriate training and have access to the very latest information to
help staff or students with technical issues regarding the network. More general
technical help and advice available and this can be requested through The
Stanway School Network Manager.

Teaching and support materials produced by staff can be placed in suitable
locations on the network to be shared by staff and students. Any queries
regarding the level of support should be addressed to the member of SLT within
the individual school.

Assessment
All the schools have systems for tracking student achievement (GO 4 Schools).
These will be made available to staff in the appropriate format, at the request of
the member of SLT responsible for assessment. ICT technical staff will be
available to support controlled assessment in line with the Controlled
Assessment Policy.

Curriculum issues
Discrete ICT and Cross curricular ICT is broadly similar across The Stanway
School with a high degree of cooperation and support between the schools.
Individual school information is available in the ICT Department and Cross
Curricular Action Plans for each school.

Student issues
Students have an entitlement to appropriate access to the network, network
resources and the internet. However, that entitlement is dependent on following
the conditions of the AUP. (Guidance to understanding the AUP is available in all
schools). The school reserves the right to follow all the consequences outlined in
the school behaviour policy to ensure the use of the network and network
facilities reflect the AUP. As inclusive institutions, any individual requirements for
network access should be referred to the School’s Network manager, who will
endeavour to enable the level of access required, within a reasonable time/cost
constraint. Consideration will be made to ensure that special units (including SEN
in general) within The Stanway School are appropriately equipped within the level
of funding made available. Laptops, specialist software and out of hours access
may all be considered as options to provide an inclusive provision.

Staff issues
Staff have an entitlement to appropriate access to the network, network
resources and the internet. However, that entitlement is dependent on following
the conditions of the AUP. (Guidance to understanding the AUP is available in all
schools). The school reserves the right to follow all the conditions of employment
to ensure the use of the network and network facilities reflect the AUP. As
inclusive institutions, any individual requirements for network access should be
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referred to the Network manager, who will endeavour to enable the level of
access required, within a reasonable time/cost constraint.

Staff have a particular responsibility to use the facilities provided to enhance the
education of students and to make efficient use of resources. There is an
expectation that, in general, the ICT systems will be used as a tool in the
productive use of school time. Training will be given within the constraints of
budget and time and should be requested through the appropriate member of
the SLT.

Staffing
There is a member of the SLT with the responsibility for ICT in each school.
Within each school there are teachers with a range of responsibilities including
ICT co-ordination, department organisation and subject delivery.
The Stanway School has a Network Manager with an oversight of the various
sites and has appropriate technical support staff located on each site.

School Website
The school website provides an extremely useful service to the school, providing
an invaluable means of communication.  The sites are very popular with students,
parents and friends of the school. The sites are administered by the main office.
Members of staff are encouraged to use the site to give students access to
curricular information.

Technical aspects of ICT
ICT support focuses on providing a timely, appropriate, and cost effective
response to the needs of the user. The quality of the user experience and/or
satisfaction must be the priority for technical support staff.

The type, distribution and placement of ICT hardware facilities across The
Stanway School and The Thomas Lord Audley School are determined by the
program for the replacement of computer equipment. Requests for any
additional provision should be made through the request system and then
through SLT within each school.

All student and staff data is backed up across The Stanway School. It must be
noted that data overwritten, permanently deleted or out of date cannot be
routinely recovered.

Individual systems are in place within each school to allow some measure of
recovery in the event of a disaster situation.

Network security is maintained in all schools by routines supervised by The
Stanway School and The Thomas Lord Audley School Network Manager. The
Member of the SLT responsible for ICT within each school has an overview of
these security measures. All network activities are monitored for security
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breaches and will be dealt with by the Network Manager and may, when
appropriate, be referred to the Headteacher.

Antivirus software is implemented in all schools and is kept up to date
automatically. There is some form of email filtering carried out in each school.

All schools are considering the use mobile devices such as Laptops, tablets and
Smartphones.
Core software replacement planning is determined by an overarching plan.
Additional software may be requested subject to justification of educational need
and/or budgetary considerations.
Implementation/installation is planned and carried out to minimise the disruption
to school systems. However, inevitably some disruption will be necessary and the
Network Manager will consult with relevant SLT to minimise any effects
detrimental to the network service. Major changes will be discussed at the Trust
Information Steering Group.

All hardware is disposed of in compliance with the WEEE regulations. Hard drives
are wiped or destroyed where appropriate.

Wireless access is available to a greater or lesser extent in all SIGMA schools.
However, wireless as a technology is still not as reliable or fast as fixed network
connections and the user must not always expect the same level of functionality
as on a networked PC. Access to wireless connection is provided for school
owned devices only. Requests for the connection of any personal device must be
addressed to the Network Manager.
Cleaning and maintenance is carried out on a routine and regular basis. Higher
level cleaning and maintenance is usually carried out in the school holiday period.

Conclusion
The procedures outlined in this document are intended to ensure that everyone
in the school derives the maximum possible benefit from the use of ICT
resources available within The Stanway School.

If you have any suggestions for improving any of the above procedures, or for
improving this document, please contact relevant members of the SLT.

Related policies/plans
Controlled Assessment Policy
Staff Induction Policy
Data Protection and Confidentiality Policies
School Improvement Plan
Discrete ICT Action Plan
Federation Hardware Replacement/Maintenance Plan
Federation Software Replacement/Maintenance Plan
E-Safety Policy
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Appendices

1a. AUP (Acceptable Use Policy)
1b. AUP – guidance for staff
1c. AUP – guidance for students
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ICT Acceptable Use Agreement: Staff

ICT (including data) and the related technologies such as e-mail, the internet and mobile devices
are an expected part of our daily working life in school. This policy is designed to ensure that all
staff are aware of their professional responsibilities when using any form of ICT. All staff are
expected to sign this policy and adhere at all times to its contents. Any concerns or clarification
should be discussed with Mr Child, our school e-Safety Coordinator, or Mr Bland, Headteacher.

● I will only use the school’s email / Internet / Intranet / Learning Platform and any related
technologies for professional purposes or for uses deemed ‘reasonable’ by the Head or
Governing Body.

● I will take all reasonable measures to ensure that pupils are not exposed to any inappropriate
images or web links. This includes remaining in the room when students are using the internet
and regularly checking screens.

● I will report any accidental access to material which might be considered unacceptable
immediately to my line manager and the network manager (Gary Robinson) and ensure it is
recorded.

● I will comply with the ICT system security and not disclose any passwords provided to me by
the school or other related authorities

● I will ensure that all electronic communications with pupils and staff are compatible with my
professional role.

● I will not send unnecessary mass e-mails without consultation with the Headteacher. I will also
ensure I do not copy others into e-mails unless I am sure they need the information contained.

● I will not give out my own personal details, such as mobile phone number, personal e-mail
address and social networking identities to pupils.

● I will only use the approved, secure e-mail system(s) for any school business.
● I will ensure that personal data (such as data held on MIS software) is kept secure and is used

appropriately, whether in school, taken off the school premises or accessed remotely.
Personal data can only be taken out of school or accessed remotely when authorised by the
Head or Governing Body. Personal or sensitive data taken off site must be encrypted.

● I will not install any hardware of software without permission of the ICT Manager.
● I will not browse, download, upload or distribute any material that could be considered

offensive, illegal or discriminatory.
● Images of pupils and/or staff will only be taken, stored and used for professional purposes in

line with school policy and with written consent of the parent, carer or staff member. Images
will not be distributed outside the school network without the permission of the parent/ carer,
member of staff or Headteacher.

● I understand that all my use of the Internet and other related technologies can be monitored
and logged and can be made available, on request, to my Line Manager or Headteacher.

● I will respect copyright and intellectual property rights.
● I will ensure that my online activity, both in school and outside school, will not bring my

professional role into disrepute.
● I will support and promote the school’s e-Safety and Data Security policies and help pupils to

be safe and responsible in their use of ICT and related technologies.

This Acceptable Use Agreement is a summary of our e-Safety Policy which is available in full on
the staff network.

User Signature

I agree to follow this code of conduct and to support the safe and secure use of ICT throughout
the school

Signature …….………………….………………………………………………...… Date ……………………
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Full Name …………………………………..........................................................................................(printed)

Job title ……………………………………………………………………….....................................................
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Appendix 1a

ICT Acceptable Use Policy

ACCOUNT SECURITY
Users are responsible for the protection of their own network account and should NOT divulge
passwords to anybody.  Passwords must be complex and meet the requirements set by the
school. Users should NOT logon to or use any account other than their own and should logoff
when leaving a workstation.

USE OF FACILITIES
It is NOT acceptable to:

Attempt to download, store or install software to school computers.
Attempt to introduce a virus or malicious code to the network.
Attempt to bypass network or system security.
Attempt to access another user's account.
Attempt to gain access to an unauthorised area or system.
Attempt to use any form of hacking/cracking software or system.
Access, download, create, store or transmit material that; is indecent or obscene, could cause
annoyance or offence or anxiety to others, infringes copyright or is unlawful, - brings the name of
the school in to disrepute.

INTERNET ACCESS
The school’s Internet service is filtered to prevent access to inappropriate content and to maintain
the integrity of the computer systems. Users should be aware that the school logs all Internet use.

The use of public chat facilities is NOT permitted.
The playing of games is NOT permitted, unless permission from the teacher is obtained first.
Users should ensure that they are NOT breaking copyright restrictions when copying and using
material from the Internet.
Inappropriate use of the Internet will result in a minimum ONE week ban, all Internet misuse is
reported to the relevant member of staff.

EMAIL
Automated software scans all email and removes content that could compromise the integrity of
the computer systems or contain unsuitable/offensive content.

Students are NOT allowed to use email during lessons, unless the teacher for that lesson has
permitted its use.
If a user receives an email from an unknown person or that is offensive or upsetting, the relevant
Head of Year or a member of the ICT Services department should be contacted. Do NOT delete
the email in question until the matter has been investigated.
Sending or forwarding chain emails or forwarding/sending emails to a large number of recipients
is unacceptable.Where possible, emails should be sent at a reasonable hour, sticking wherever
possible to working hours and term time, especially if communicating to students.
Staff should consider copying (or blind copying) another member of staff if communication is
being made to an individual student.
Do NOT open attachments from senders you do NOT recognise, or that look suspicious.
Users should periodically delete unwanted sent and received emails.
Pupils may only use the email facilities provided by the School.
ICT Services reserved the right to accesses users email accounts when there is due cause to do
so.

All users of the system should only use the email address provided for them by the school for all
school related communications. Please do NOT use or give out personal email addresses to any
member of staff, student or third party.
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PRIVACY AND PERSONAL PROTECTION
Users must, at all times, respect the privacy of others.
Users should NOT forward private data without permission from the author.
Users should NOT supply personal information about themselves or others via the web or email.
Users must NOT attempt to arrange meetings with anyone met via the web or email.
Users should realise that the school has a right to access personal areas on the network. Privacy
will be respected unless there is reason to believe that the Acceptable Use Policy or school
guidelines are NOT being followed.

SUPPORT
Faulty equipment should be reported to the IT Services department in person or by sending an
email to support@stanway.essex.sch.uk.

HARDWARE
You have a responsibility to the school to ensure any equipment you use is looked after and NOT
in any way abused. Any damage that occurs whilst the equipment is in your care can result in
disciplinary procedures (see below) and the potential recovery of costs.

Examples are:
Laptops, including staff laptops and loan laptops (including power supplies)
PCs
Printers
Whiteboards (including pens)
Projectors (including Remote controls)
Cameras (including memory cards and Power Supplies)
Any other equipment supplied to you by the school

DISCIPLINARY ACTION PROCEDURES
Students

Verbal Warning
Formal written warning (recorded for future reference) to the user and his/her parents/guardians
Withdrawal of user account

Employees

Failure to comply with any of the below will be followed by disciplinary proceedings and your job
could be at risk.
Serious breaches of any of the Legal Acts highlighted below may result in the issue being referred
to the relevant authorities
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ACTS OF PARLIAMENT WHICH GOVERN THE USE OF ICT
The Data Protection Act (1988)
The Computer Misuse Act (1990)
Unauthorised access (e.g. using another user’s username and password)
“hacking”, “introduction of viruses”
Unauthorised modification of the contents of a computer (installing software in your account)
The Copyright, Designs and Patents Act (1988)
Copyright(computer programs) regulations (1992)
It is an offence to:
Copy software unless allowed by license
Download copyright materials (which may include MP3’s)
Link to a site that contains material used without permission
Public Interest Disclosure Act (1998)
Obscene Publications Act (1959)
It is an offence to sell, hire or lend material that is obscene
This includes publishing or downloading pornographic or other offensive material from the web
Telecommunications Act (1984)
It is an offence to transmit messages over telecommunications systems (including computer
networks) of an obscene, slanderous, threatening or annoying nature
This INCLUDES the contents of e-mail
Theft Act (1968)
The following are ILLEGAL
Hacking
Intentional introduction of viruses
Giving someone unauthorised access (which includes giving away your password): It is NOT your
account to lend to others. Actions of another whilst using your account are YOUR responsibility.
Downloading/storing material that is obscene
Downloading illegal copies of software
Sending messages of an obscene, slanderous, threatening nature
Installation of unlicensed software

These explanations are intended to be a guide as to how the acts relate to your use of the
computing or network facilities and are NOT a legal interpretation of those acts.
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Appendix 1b

Acceptable Use of ICT - Guidelines for Staff
(Remember you agree to be bound by the AUP every time you click accept to log on to the
network)
The school has provided computers for use by staff as an important tool for teaching, learning,
and administration of the school. Use of school computers, by both members of staff and
students, is governed at all times by the following policy. Please ensure you understand your
responsibilities under this policy and direct any questions or concerns to the IT Network Manager
in the first instance.
All members of staff have a responsibility to use the school’s computer system in a professional,
lawful, and ethical manner. Deliberate abuse of the school’s computer system may result in
disciplinary action (including possible termination) and civil and/or criminal liability.
Please note that use of the school network is intended to be as permissive and flexible as possible
under current UK legislation and DfE guidelines. This policy is not intended to arbitrarily limit the
ways in which you can use the system, but to ensure compliance with the legal responsibilities of
the school and staff, to safeguard the reputation of the school and to ensure the safety of all
users. Please respect these guidelines, many of which are in place for your protection.
Lastly, the school recognises that the distinction between computer use at work and at home is
increasingly blurred, with many of us now using our own computers for work. While the school
neither wishes nor intends to dictate how you use your own computer, staff should consider that
the spirit of this policy applies whenever you are undertaking an activity that stems from your
employment with the school.
Computer Security and Data Protection
You will be provided with a personal account for accessing the computer system, with your own
username and password. This account will be tailored to the level of access you require, and is for
your use only. As such, you must not disclose your password to anyone, including ICT support
staff. If you do so, you will be required to change your password immediately.
You must not allow a student to have individual use of a staff account under any circumstances,
for any length of time, even if supervised.
When leaving a computer unattended, you must ensure you have either logged off your account,
or locked the computer to prevent anyone using your account in your absence. (Press the
Windows Key “c” and “L” to lock your PC quickly)
You must not store any sensitive or personal information about staff or students on any portable
storage system (such as a USB memory stick, portable hard disk, or personal computer) unless
that storage system is encrypted and approved for such use by the school.
You must not transmit any sensitive or personal information about staff or students via email
without the data being encrypted by a method approved by the school.
When publishing or transmitting non-sensitive material outside of the school, you must take
steps to protect the identity of any student whose parents have requested this.
If you use a personal computer at home for work purposes, you must ensure that any
school-related sensitive or personal information is secured to prohibit access by any non-member
of staff, and encrypted to protect against theft.
You must make your own backup of data kept on any storage system other than the network
storage drives or your ‘My Documents’ folder. This includes USB memory sticks (even those
owned or issued by the school) or a personal computer.
You must ensure that items of portable computer equipment (such as laptops, digital cameras, or
portable projectors) are securely stored in a locked room or cupboard when left unattended.
Equipment taken offsite is not automatically insured by the school. If you take any school
computer equipment offsite, you should ensure that you have signed a loan agreement form to
ensure you are covered.
Personal Use
The school recognises that occasional personal use of the school’s computers is beneficial both
to the development of your ICT skills and for maintaining a positive work-life balance. Such use is
permitted, with the conditions that such use
must comply with all other conditions of this AUP as they apply to non-personal use, and all other
school policies regarding staff conduct;
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must not interfere in any way with your other duties or those of any other member of staff;
must not have any undue effect on the performance of the computer system; and
must not be for any commercial purpose or gain unless explicitly authorised by the school.
Personal use is permitted at the discretion of the school and can be limited or revoked at any time.
Use of your own Equipment
Any mains-operated personal computer or electrical equipment brought on site, for any use, is
subject to a Portable Appliance Test (PAT) by site maintenance staff and must not be used until
approved. This test must be performed at regular intervals as required by school’s normal rules on
electrical safety testing.
You must not connect personal computer equipment to school computer equipment without prior
approval from IT Network staff, with the exception of storage devices such as USB memory
sticks.
If you keep files on a personal storage device (such as a USB memory stick), you must ensure that
other computers you connect this storage device to (such as your own computers at home) have
an up-to-date anti-virus system running to protect against the proliferation of harmful software
onto the school computer system.
Conduct
You must at all times conduct your computer usage professionally, which includes being polite
and using the system in a safe, legal and business appropriate manner. Among uses that are
considered unacceptable are the following:
Using, transmitting, or seeking inappropriate, offensive, pornographic, vulgar, suggestive,
obscene, abusive, harassing, threatening, racist, sexist or defamatory language or materials;
Making ethnic, sexual-preference, or gender-related slurs or jokes.
You must respect, and not attempt to bypass, security or access restrictions in place on the
computer system.
You must not intentionally damage, disable or otherwise harm the operation of computers.
You must make efforts not to intentionally waste resources. Examples of resource wastage
include:
Excessive downloading of material from the Internet;
Excessive storage of unnecessary files on the network storage areas;
Use of computer printers to produce class sets of materials, instead of using photocopiers.
Excessive Personal files, i.e. Holiday Photos
You should avoid eating or drinking around computer equipment.
All use of the Internet is governed by a legal agreement with our Internet Service Provider (ISP) in
addition to the guidelines here.
Use of Social Networking websites and online forums
Staff must take care when using social networking websites such as Facebook or MySpace, even
when such use occurs in their own time using their own computer. Social Networking sites invite
users to participate in informal ways that can leave you open to abuse, and often make little or no
distinction between adult users and children. You must not allow any student to access personal
information you post on a social networking site. In particular:
You must not add a student to your ‘friends list’.
You must ensure that personal information is not accessible via a ‘Public’ setting, but ensure it is
set to a ‘Friends only’ level of visibility.
You should avoid contacting any student privately via a social networking website, even for
school-related purposes.
You should take steps to ensure that any person contacting you via a social networking website is
who they claim to be, and not an imposter, before allowing them access to your personal
information.
Staff should also take care when posting to any public website (including online discussion forums
or blogs) that their comments do not harm their professional standing or the reputation of the
school – even if their online activities are entirely unrelated to the school.
Unless authorised to do so, you must not post content on websites that may appear as if you are
speaking for the school.
You should not post any material online that can be clearly linked to the school that may damage
the school’s reputation.
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You should avoid posting any material clearly identifying yourself, another member of staff, or a
student, that could potentially be used to embarrass, harass, or defame the subject.
The school reserves the right to withdraw or restrict the use of social networking websites
available through the school network without notice.
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Use of Email
All members of staff with a computer account are provided with an email address for
communication both internally and with other email users outside the school. The following
considerations must be made when communicating by email:
E-mail has the same permanence and legal status as written hardcopy (paper) documents and
may be subject to disclosure obligations in exactly the same way. Copies of e-mails may therefore
have to be made available to third parties. You must be cautious when sending both internal and
external mails. The professional standards that apply to internal memos and external letters must
be observed for e-mail.
E-mail to outside organisations has the same power to create a binding contract as hardcopy
documents. Check e-mail as carefully as written contracts, always use a spell checker and, where
appropriate, obtain legal advice before sending. You must not purchase goods or services on
behalf of the school via e-mail without proper authorisation.
All school e-mail you send should have a signature containing your name, job title and the name of
the school.
E-mail is not a secure method of communication, and can be easily copied, forwarded and
archived. Unless explicitly authorised to do so, you must not send, transmit, or otherwise
distribute proprietary information, copyrighted material, trade secrets, or other confidential
information belonging to the school.
Having an external e-mail address may lead to receipt of unsolicited e-mail containing offensive
and/or sexually explicit content. The school will take measures to minimise the receipt and impact
of such content, but cannot be held responsible for material viewed or received by users from the
Internet.
You must not send chain letters or unsolicited commercial e-mail (also known as SPAM).
Supervision of Student Use
Students must be supervised at all times when using school computer equipment. When
arranging use of computer facilities for students, you must ensure supervision is available.
Supervising staff are responsible for ensuring that the “Acceptable Use Policy for Students” is
enforced.
Supervising staff must ensure they have read and understand the separate guidelines on e-safety,
which pertains to the child protection issues of computer use by students.
Privacy
Use of the school computer system, including your email account and storage areas provided for
your use, may be subject to monitoring by the school to ensure compliance with this Acceptable
Use Policy and applicable laws. This may include remote monitoring of an interactive logon
session. In particular, the school does keep a record of sites visited on the Internet by both
students and staff, however, usernames and passwords used on those sites are NOT monitored or
recorded.
You should avoid storing sensitive personal information on the school computer system that is
unrelated to school activities (such as personal passwords, photographs, or financial information).
The school may also use measures to audit use of computer systems for performance and
diagnostic purposes.
Use of the school computer system indicates your consent to the above described monitoring
taking place.
Confidentiality and Copyright
Respect the work and ownership rights of people outside the school, as well as other staff or
students.
You are responsible for complying with copyright law and licenses that may apply to software,
files, graphics, documents, messages, and other material you wish to use, download or copy. Even
if materials on the school computer system or the Internet are not marked with the copyright
symbol (©), you should assume that they are protected under copyright laws unless there is an
explicit permission on the materials to use them.
You must consult a member of IT Network staff before placing any order of computer hardware or
software, or obtaining and using any software you believe to be free. This is to check that the
intended use by the school is permitted under copyright law (as well as to check compatibility and
discuss any other implications that the purchase may have). Do not rely on the claims of suppliers,
who do not have specific knowledge of the school’s systems.
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As per the standard staff contract, any invention, improvement, design, process, information,
copyright work, trade mark or trade name made, created or discovered by you during the course
of your employment in any way affecting or relating to the business of the School or capable of
being used or adapted for use within the School shall be immediately disclosed to the School and
shall to the extent permitted by law belong to and be the absolute property of the School.
By storing or creating any personal documents or files on the school computer system, you grant
the school a non-exclusive, universal, perpetual, irrevocable, and royalty-free license to use, copy,
and distribute those documents or files in any way the school sees fit.
Reporting Problems with the Computer System
It is the job of the ICT Network Manager to ensure that the school computer system is working
optimally at all times and that any faults are rectified as soon as possible. To this end:
You should report any problems that need attention to a member of ICT support staff as soon as
is feasible. Problems that seriously hinder your job or teaching and require immediate attention
should be reported by telephone; any other problem must be reported via the online Support
Request system.
If you suspect your computer has been affected by a virus or other malware, you must report this
to a member of ICT Network staff immediately.
If you have lost documents or files, you should report this as soon as possible. The longer a data
loss problem goes unreported, the lesser the chances of your data being recoverable (mere
minutes can count).
Reporting Breaches of this Policy
All members of staff have a duty to ensure this Acceptable Use Policy is followed. You must
immediately inform a member of the ICT Network staff or the member of the SLT responsible for
ICT, of abuse of any part of the computer system. In particular, you should report:
any websites accessible from within school that you feel are unsuitable for staff or student
consumption;
any inappropriate content suspected to be stored on the computer system. This may be
contained in email, documents, pictures, etc;
any breaches, or attempted breaches, of computer security; or
any instance of bullying or harassment suffered by you, another member of staff, or a student via
the school computer system.
Reports should be made either via email or the online Support Request system. All reports will be
treated confidentially.
Review and Evaluation
This guidance will be reviewed regularly and in response to any changes affecting the basis of the
original risk assessment, for example: significant security incidents, new vulnerabilities and
significant changes to the organisation or technical infrastructure. Changes to this guidance will
be made available to all staff.
Notes
"Sensitive personal information" is defined as information about an individual that is protected by
law under the Data Protection Act 1998. Examples of such data include addresses and contact
details of individuals, dates of birth, and student SEN data. This list is not exhaustive. Further
information can be found in the school’s Data Protection Policy.
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Appendix 1c

Acceptable Use of ICT – Guidance for students

(Remember you agree to be bound by the AUP every time you click accept to log on to the
network)

Introduction

This policy outlines an acceptable code of conduct for the use of the ICT equipment and systems
within the Stanway Federation of Schools. The school provides computers and networked
resources for student use in teaching classrooms and other resource areas. As part of this facility,
Internet, e-mail and school-owned software are available for use on the proviso that these
resources are used for the purpose of education .It is the school policy to respect all computer
software copyrights and adhere to the terms and conditions of any licence to which The Stanway
Federation is a party. The downloading and/or installation of unauthorised software and
applications are expressly forbidden. This includes software downloads/installations from
compact disc, flash drive, Internet, email or any other external sources. The Stanway Federation
will not condone the use of any software that does not have a licence and any student found to be
using, or in possession of, unlicensed software will be the subject of disciplinary procedures.

Privacy

The purpose of the provision of ICT facilities is for use in connection with teaching, learning,
research and other approved activities by the school. The school therefore reserves the right to
monitor, inspect, copy and review files and activity at any time and without prior notice. Each
student is given a unique username and password that allows them access onto the system and
which also provides them with the ability to save their work into their own secure area. This area
must be used for educational purposes only. Routine checks of network storage areas will be
carried out without prior notice.

Copyright

Many of the resources you find on the Internet are copyright protected, including music and video.
You may only use all or part of a copyrighted work if you have the copyright owner's permission or
if your use of the work falls under a legal exemption. Check the documents you are viewing for
appropriate statements indicating copyright ownership and usage. It is your responsibility to
respect these rights including all copyrights. Any copyright protected files found during routine
checks will be removed and a warning will be given, repeat offenders will receive further
disciplinary action.

Network and Computer Etiquette

• Be polite. Use appropriate language.
• Be safe. In using the computer network and Internet, do not reveal personal information such as
your home address and telephone number.
• Be careful. Do not jeopardise the security of student access and of the computer network or
other networks on the Internet. For example, don't disclose or share your password with others,
use someone else’s password, or pretend to be someone else.
• Be respectful. Do not intentionally bring viruses; copyright protected material or applications into
school.

Security and Accountability

• Students should not use the services of the school, Internet and/or e-mail to obtain or send such
material which is against the law or published school policies (articles/files which are sexist, racist,
obscene, copyright protected or promote illegal behaviour).
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• Students are advised that all email sent from an email account is the responsibility of the
individual account holder.
• Students are advised that the use of email to send personal data (e.g. about staff or students) to
a third party is expressly forbidden under the Data Protection Act.
• Students are advised that the contents of a network account home directory (H: drive) are the
responsibility of the individual account holder and not the School.
• Students are advised that in the event of a security breach they must inform a member of staff
and ensure that passwords are changed in order to be as secure as possible.

ICT Equipment Usage

• Students must not deliberately damage or vandalise any ICT equipment.
• Students must not intentionally waste resources, including printer ink and paper.
• Students must not unplug any cables from the back of machines.
• Students should treat ICT equipment with respect as it is provided as a tool for education.
• Students should report any computer problems to a member of staff immediately.
• Students should only use USB drives to bring in school work, if there is any breach of this or
suspicion of breach, the ICT Technicians have the right to check USB drives and remove
inappropriate material.

Service Usage

• Students should always respect the privacy of other users’ files.
• Students should be polite and appreciate that other people might have different views than their
own. The use of strong language, swearing or aggressive behaviour is not allowed.
• Students are advised that computer-based audio services are provided for work-related and
studying purposes only.
• Students are advised that their network accounts will be deleted when they leave The Stanway
Federation and it is the responsibility of the student to save any files before leaving.
• Students must ensure they log-off the system correctly.
• Students must not disclose any password or login name to anyone.
• Students should not download, use or upload any material which is copyright protected.
• Students should refrain from sending or displaying offensive messages or pictures.
• Under no circumstances should students view, upload or download any material which is likely to
be unsuitable. This applies to any material of a violent, dangerous or inappropriate context.
• Students should report any breach of this policy to a member of staff, who will then inform the
ICT Services Department.

Internet Usage

• Students must be aware that access is a privilege, not a right and that access requires
responsibility.
• The internet is provided for educational and research purposes.
• Students must not use chat or play online games (unless authorised by a member of staff).
• Individual users of the internet are responsible for their behaviour and communications over the
network, whatever the medium (email, web etc)
• Student must not share/upload any personal information of anyone (staff or student) at the
school.
• Students are responsible for good behaviour on the internet, just as they are in a classroom or a
school corridor.
• General school rules apply.

Failure to Follow Policy and Breach of Agreement
The use of the school’s computer network and Internet connection is a privilege, not a right. Any
student user found or believed to be using the service inappropriately, will automatically have
their entitlement to use this facility suspended without notice. A student user who violates this
policy and breaches his/her agreement may have his or her access to the computer network and
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internet terminated indefinitely. A student user breaches the agreement not only by violating the
ICT policy themselves, but also by failing to report any violations by other users that come to their
attention. Moreover, a student user violates this policy if they permit another student to use their
account or password to access the computer network and Internet, including any user whose
access has been denied or terminated. The school may also take other disciplinary action.

Help and Assistance

If you have any questions regarding this policy or require help using the school network, please
ask an ICT Technician. If you notice someone using the school’s ICT equipment or network
inappropriately, or would like to report a fault, please contact a member of the ICT Services
Department or any member of staff.
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