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Introduction 
Precise face recognition rapidly pinpoints people of interest in real-time using digital images extracted 
from video, external image sources and pre-defined watchlists. 

The accuracy of face recognition is dependent on many factors including camera location (placement), 
distance of cameras, resolution (pixels), video quality, lighting, quality of the face image, angle of camera, 
and type of camera.  

To achieve the best accuracy for face recognition, cameras should ideally be placed at eye level, there 
should be good lighting and people should walk and look directly into the camera. However, for most of 
the scenarios that BriefCam customers encounter, things are a bit more complicated and cameras are not 
always positioned and configured in an ideal manner for face recognition. For these scenarios we to need 
figure out how to best balance the variables at hand to achieve the best possible results. 

 Face Feature Extraction Flow 
In BriefCam, face features are extracted as illustrated in the diagram below. 

 
1. BriefCam first uses its head detection abilities.  

2. In this way, BriefCam can focus its search for faces only from the detected heads, resulting 
in quicker processing.  

3. Then, BriefCam uses its three-level classification of the quality of the face image (discussed 
in detail in the Face Recognition Quality section).  

4. Once it is determined that the facial image is of high enough quality, the face attributes are 
analyzed, including the landmarks of the face, such as distance between eyes, width of 
nose and shape of cheekbones. Face recognition algorithms identify these features and 
assign each person a numerical code, a faceprint. This number is compared to other 
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numbers in the system. The closer the numbers, the higher the chance that it is the same 
person. 

5. Once BriefCam knows where the eyes, the nose and the mouth are located, an alignment 
of the image is run. 

6. BriefCam extracts the unique facial features of the face, which are the unique identifier of 
this face. This feature vector is stored in the database and is used to compare it to the 
watchlist or as a reference when faces are searched for. 

Main Market Use Cases 
The main market use cases for face recognition are access control and “in the wild”. 

Access control means that you want to decide whether to let a person enter (access) an area. For this 
scenario, the face recognition is 1:1 (one to one) meaning that each face is compared to another face in a 
controlled environment, such as at an airport when passport control compares the passport image in the 
biometric database with a scan of the person standing in front of them. In this scenario, the accuracy rate 
is very high since the algorithm is only comparing one face to one image and since in most access control 
scenarios, the camera is positioned in an ideal way   

“In the wild” is a 1:N (one to many) face recognition that occurs in a non-controlled environment. The 1:N 
refers to a one-to-many relationship, meaning that each face is compared to many faces in the dataset of 
images. Here you identify people based on a watchlist. An example of this type of scenario is identifying 
criminals or thieves on a street. 

Face Recognition Challenges 
There are many factors that affect the performance of face recognition including changes to a face, 
camera placement, bitrates and more. 

Face Changes 
Face recognition needs to take into account changes to the face including:   

• Aging and wrinkles 

• Facial expressions 

• Makeup 

• Beards 

• Glasses 

• Hats 
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• Disguises 

• Partially hidden face – At least one eye visible is needed by BriefCam to attempt to 
recognize the face.  

Camera Types 
The type of cameras that are installed effect the performance of the face recognition.  

Fish eye and multi-sensor cameras, which provide a 180 or 360 degree view of the scene, and thermal 
(infrared) cameras, which are useful in poorly lit areas or at night, produce less quality results for face 
recognition than regular videos.  

Surveillance (CCTV) cameras, in general, produce smaller and low quality face images, resulting in poorer 
results for face recognition.   

In addition it is recommended that color cameras be used wherever possible.  

Camera Placement 
For face recognition, a good recommendation when using BriefCam, is to place cameras in all entrances 
and exits, and the cameras should be positioned in such a way that the occlusions are minimal, with a 
vertical angle of approximately 45 degrees or more. In addition, it’s best to have the scene set up, when 
possible, where the people are walking in and out individually and not in groups, such as through a turn 
style. 

In general, face recognition produces the best results when: 

• The cameras are positioned at eye level. 

• The lighting is sufficient, resulting in a quick shutter speed that produces a crisp image. 

• The lighting gives good contrast, but the faces are not lit from behind. 

• The focus of the camera is on the area where you expect faces to appear. 

• The camera is steady to prevent image smearing. 

Framerate Per Second (FPS) 
A framerate is how often a camera produces frames, which are consecutive images. 

BriefCam recommends a minimum framerate of 8 FPS. BriefCam can work with a lower framerate, but 
then there is an increased risk of losing objects that only appear in a small number of frames, as well as a 
risk of reducing the classification and face matching due to a lower number of frames that the object 
appears in. 
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The maximum recommended frame rate is up to 15 frames per second (FPS). 

 

• FPS of 15 or lower are handled as-is (see the table below for examples). 

• For FPS above 15, the engine only handles half the number of frames. This wastes decoding 
power and lowers the accuracy. 

• Each card is limited by the absolute frames per second that it can process.  

 
FPS Processed Frames 

6 6 

15 15 

16 8   (16÷8) 

25 12 (25÷2=12.5) 

60 15 (60÷2=30 and then 30÷2=15) 

 

Variable FPS 
Variable FPS is not officially supported, because results are unpredictable.  

It is unpredictable because during a 5-minute warmup, the engine determines the amount of FPS and 
uses this number to extract 3 frames per second for detection. For example, if 15 FPS is used, every 5th 
frame is used for detection.  

For Variable FPS, the number selected in the 5-minute warmup is probably incorrect for different parts of 
the movie, which leads to unpredictable detection accuracy. 

Bitrate 
The bitrate is the rate in seconds that bits are transmitted from one location to another. However, bitrate 
is not directly related to the number of pixels per frame (the resolution). 

Bitrate can be used to control the quality of the video. On the one hand, the higher the bitrate, the better 
the quality. On the other hand, low bitrates save storage and transmission bandwidth. Two video streams 
of the same resolution can be configured to a different bitrate, where the higher the bitrate, the higher 
the quality, if all other parameters are identical. 
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Because the bitrate determines the quality of the video, the bitrate affects the performance of face 
recognition. The better the quality of the video and images, the better the performance of face 
recognition since more facial features will be extracted accurately. 

To achieve successful face recognition, higher bitrates are necessary in scenes that are more challenging, 
such as partial occlusions or dark scenes. When the camera’s field of view is very wide and objects look 
smaller, a higher resolution and bitrate contribute to the face recognition accuracy.  

Speed of Objects 
The speed that a person is travelling affects the accuracy of the face recognition. This is because the 
person may become blurred as the speed increases, due to the way cameras capture the image. Another 
factor is that when an object is travelling faster, it appears in less frames, which also affects the accuracy. 

Benchmark Datasets 
There are a multitude of datasets available for testing face recognition accuracy. 

One of the datasets that BriefCam used for benchmarking is IJB-A, which is an industry-accepted standard 
for face recognition benchmarking. The dataset was created by NIST and is based on public data.  

The IJB-A dataset is made up of unconstrained faces “in the wild”, including variations in pose, 
illumination and age.  

There are two important terms when looking at the benchmark: 

• False acceptance rate (FAR), also known as false positives, is when the system decides 
that the face is a match, when it isn’t. 

• False rejection rate (FRR), also known as false negatives, is when the system decides that 
the face is not a match, when it actually is a match.  

When you look at a false rejection rate (FRR) you have to take into consideration the false acceptance 
rate (FAR), because you need both to determine the face recognition performance. The FAR working point 
determines the resulting FRR, which means that when the number of false rejections goes down, the 
number of false acceptances will go up and vice versa. On one hand, if you have a higher FRR, the 
system is less tolerant and, on the other hand, if you have a higher FAR, the system is less secure.  

The testing of BriefCam’s face recognition using the IJB-A 1:N test resulted in the following: 
 

 
  For an FAR of 1%, BriefCam v5.4’s FRR is 5.1%.  
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What does this mean? 

Let’s look at a scenario where you are using face recognition for access control. Let’s say 1,000 
authorized people want to enter the area, 51 of them won’t be allowed in. On the other hand, if 1,000 
unauthorized people try to enter, 10 of them will be falsely allowed in. (As we explained above, usually 
access control applications do not work on this 1:N comparison, but rather 1:1 where the person identifies 
himself/herself first and then the identity is verified biometrically.) 

When you are using face recognition for surveillance, for example when you have an FBI watchlist and 
you are monitoring a street, there is a 94.9% percent chance that you will find a suspect from the 
watchlist when he/she appears in the video. If there are 1,000 people walking in the protected area, the 
cost will be 10 false alarms. If this level of false alarms is too much, the FAR working point can be 
changed to yield a lower number of false alarms. However, this will come at the expense of false 
positives, meaning more of the people on the watchlist will not trigger an alert. On the other hand, if a 
lower rate of false positives is required and the operator prefers to reduce the probability of missing 
people on the watchlist, the result will be a higher level of false negatives, meaning alerts will be triggered 
for people that are actually not on the watchlist. 

Tolerance Levels 
In BriefCam, the Face Recognition filter includes three tolerance levels to help you fine-tune your results. 

The available values for the Tolerance field are: 

• Strict – With this tolerance level, there is a higher FRR and lower FAR. This means that you will 
see mainly thumbnails of the same matching object. However, false positives might be received, 
but less than with the Normal tolerance level, and some of the correct matches might be missed. 

• Normal (default) – With this tolerance level you will see the majority of the appearances of the 
same object, but you may also see a few wrong matches. 

• Loose – With this tolerance level, there is a lower FRR and higher FAR. This means that you will 
see all thumbnails of the same object, but you will also see wrong matches.  

The tolerance levels change the working point, that is, instead of FAR=1% and FRR=5.1% you get for 
instance FAR=8% and FRR=2% (as FAR rises, the FRR drops and vice versa). 

In addition, as the number of objects in the case grows, the number of false matches will increase. 

Dataset Size 
The size of the dataset impacts performance.  

Face feature extraction uses the system’s GPU while face matching utilizes the system’s CPU. It takes 
BriefCam 0.2 seconds to match a subject against a database of 10,000 faces on CPUs such as i7700 or 
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E5-2560. BriefCam’s performance is linear; therefore, it will take BriefCam 20 seconds to match a subject 
against a watchlist of 1,000,000 faces.  

Uploading Images in BriefCam 
Using BriefCam, you can search for faces across sources regardless of the angle or date of the sources. 

The minimum face size in pixels is 30x30. A larger face size will result in better facial feature extraction 
and a higher matching accuracy.  

It is recommended to:  

• Upload images where the face is in the center of the image.  

• Upload images with not too much context around the face; the face should not be less 
than one quarter of the image. 

• Upload images that have not been resized.  

• Add several images of the same identity to a watchlist. This will increase the reliability and 
the success of the face recognition. 

• Upload additional images when you know that there has been a significant change in the 
appearance of the person, for example a different haircut or the shaving off of a beard. 

Face Recognition Quality 
The accuracy of face recognition is highly dependent on scene characteristics, video quality and face 
image quality. 

Each image is assigned one, two or three stars.  

Note that the images are blurred in this document to protect the identities of the people. They do not 
appear blurred in BriefCam. 

 
The star rating is assigned by BriefCam and is a combination of:   

• Face detection  

• Face resolution  
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• Face image quality   

• Face landmarks  

• Face pose  

• Post analysis of the person’s identity feature vector 

In general, 1 star is for faces that are not possible for BriefCam to extract facial features from and 
compare to other faces, 2 stars is for faces that BriefCam can extract facial features from with medium 
confidence and 3 stars is for faces that BriefCam can extract facial features from with high confidence.  

In the Review module, 2-star and 3-star images can be added to the filter. 1-star images cannot be 
added. 

In the Respond module, 3-star images can trigger alerts and 1-star images cannot trigger alerts. By 
default, 2-star images cannot trigger alerts; however, for high-sensitivity configurations, 2-star images 
can trigger alerts.  

The table below summarizes this: 

 Review Respond 

1 star X X 

2 stars √ X - default 
√ - high-sensitivity 

3 stars √ √ 
 
The presenting of 1-star images is important because it allows users to see what types of images are not 
of good quality. This can help them to improve their environment by, for example, repositioning the 
camera or adding illumination. 

Quality by Scene 
The quality of the scene effects the accuracy of the face recognition. The quality is based on various 
parameters including camera location, orientation, resolution, illumination and video compression as 
detailed in the table below. 
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 Category Camera  
Location Orientation Typical 

Resolution Illumination Video 
Compression 

 

Respond 

  

Distance <2m 
 
People walking 
towards camera 
 
Indoor & Outdoor  
(e.g. entrance door 
or passageway)  

Frontal 1080p-4K 

Special Lighting 
or 
 
Daylight 

Bitrate > 7Mbps 

 
Review 

 

Indoor: Distance  
< 4m 

Frontal or 
 
Profile or 
 
Look 
Down (partial) 

1080p Normal 

Bitrate > 7Mbps  

 

Outdoor: Distance  
< 20m 
(e.g. Light pole, 
traffic light)  

Look Down  4K Daylight 

 

Watchlists 
BriefCam provides scalable face recognition watchlist management and powerful alert rule configuration 
enabling rapid notification of events in your environment. 

From within BriefCam, you can upload up to 500 images at a time. If you have more than 500 images, 
divide them up into batches of up to 500 or upload the images using the monitored folder feature 
(described below).  

When using a Chrome version below 72.0.3626.81, the limit is 125 images per upload. 

Uploading Multiple Faces from a Monitored Folder 
You can upload multiple faces from a monitored folder that will be synced to a watchlist every 60 minutes. 
You can upload multiple faces for identities and multiple identities for each batch. 

The default settings for this functionality can be changed by an administrator. For more information, see 
the BriefCam Administrator Manual. 
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Face Recognition Alerts 
You can trigger rule-based alerts by face recognition. BriefCam offers two types of alerts. Face recognition 
alerts can be used for both real-time alert and smart alerts. 

 Smart Alerts Real-Time Alerts 

Advantage  More accurate because it uses 
more frames per face 

Better in crowded scenes 
because it uses face tracking 
instead of full body tracking 

Alert time 30-60 seconds Up to 5 seconds 

Tracking Tracking objects from the 
moment they enter the frame 
until they leave the frame 

Tracking faces from the 
moment they enter the frame 
until they leave the frame 

BriefCam object type Video clip Still image 

Repeated alerts A single alert per object Multiple alerts may occur for a 
single object in certain 
conditions 

Data Protection and Privacy 
BriefCam's software includes tools for quickly extracting personal identifiable information (PII) and 
deleting them from the system when requested by the person.  

BriefCam’s User Settings screen can be configured to let approved users view, export and delete data on 
individuals that is stored in your systems. 

For more information, see the BriefCam Data Protection white paper. 
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