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T
he 2016 Fraud Risk Management Guide from the 
Committee of Sponsoring Organizations of the 
Treadway Commission (COSO)1 emphasizes the 
importance of establishing rigorous and ongoing 

efforts to protect organizations from acts of fraud. Although 
the general principles of managing fraud risk are intended 
to apply to all types of organizations, the high incidence of 
healthcare fraud makes them particularly appropriate for 
these organizations and their internal auditors.

Healthcare internal auditors should become intimately 
familiar with these principles, and promote and support 
their adoption within their respective organizations. 
Specifically, the Guide outlines five core principles, 
summarized in Exhibit 1, that your organizations would be 
well advised to follow.

Principle 1 – Risk governance
At the outset, any organization must develop a strong 
governance structure to oversee risk management and other 
activities that help achieve business objectives. Similarly, a 
structure must be established to oversee the identification 
and management of fraud risks. Effective governance 
enables the creation and maintenance of an ethical climate 
within an organization, which can help prevent or deter 
fraud. The overall tone from the top, in effect, establishes the 
organization’s fraud tolerance.

Fraud risk governance must start with the governing board. 
The board helps to set the tone for fraud risk management 
and can encourage management to establish specific 
policies that encourage ethical behavior and promote 
the prevention and detection of fraud. The board is 
1 https://www.coso.org/Documents/COSO-Fraud-Risk-Management-Guide-

Executive-Summary.pdf

also responsible for monitoring the effectiveness of the 
organization’s fraud risk management program. Due to the 
unique risks in healthcare, those in charge of governance 
must also be educated about regulatory compliance and 
fraud risk factors.

Principle 2 – Risk assessment
A fraud risk management program will not be successful 
without management first understanding the inherent fraud 
risks the healthcare organization faces. An organization must 
first identify the potential fraud events or scenarios to which 
it may be vulnerable. These events or scenarios will vary 
from one healthcare organization to the next, depending on 
the business model and specialization, locations where the 
organization operates, culture and other similar factors.

When compiling a list of scenarios where a heightened 
risk of fraud exists, helpful information can be gathered 
from external regulatory bodies, industry sources and 
guidance-setting groups such as the National Health Care 
Anti-Fraud Association. Also, professional organizations, 
such as the Association of Healthcare Internal Auditors 
and the Institute of Internal Auditors, are a source of 
relevant information.

After the potential fraud risks have been identified, the 
significance and likelihood of each risk must be assessed. All 
possible effects of fraud scenarios need to be considered, 
not just the financial effect. The occurrence of fraud can 
have a detrimental effect on an organization’s reputation, 
or can violate laws and statutes like HIPAA, even if the event 
does not result in a material financial loss. For example, 
reputational loss is at its greatest when fraud involves billing 
for unnecessary procedures, especially where patients are 
put at risk.
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Finally, an organization must decide what fraud 
risk responses are appropriate for the various fraud 
scenarios. Healthcare organizations have various options 
for dealing with each fraud risk—avoiding the risk, 
sharing the risk, reducing the risk, accepting the risk, or 
some combination of those options. The key step is to 
determine a cost-effective option that will reduce the 
risk to an acceptable level, considering all possible risk 
consequences.

Principle 3 – Prevention
A fraud risk management program must have soft and hard 
prevention controls. The soft controls include developing 
a fraud-resistant culture. The tone at the top, the mood in 
the middle, and the buzz at the bottom are intentionally 
orchestrated to be in cultural harmony. Harmonization 
discourages anyone from acting on an impulse to do 
something harmful to the organization.

Further, this culture should be tested through 
professionally conducted surveys, and the results provided 
to everyone in the form of feedback and incorporated 
into periodic training. Soft controls are also implemented 
in conjunction with policies, procedures, training and 
communication.

Hard controls include those controls that management 
has traditionally implemented and internal auditors test. 
In the healthcare arena, hard controls must be designed to 
ensure contractual compliance with private payers as well 
as the government regulations associated with Medicare, 
Medicaid, and other programs.

Prevention controls may not provide absolute assurance that 
fraud will be prevented, but they do serve as an important 
first line of defense in minimizing fraud risk. Prevention 
controls, including a strong fraud awareness program, can 
serve as an important deterrent by discouraging fraud, and 
thus creating a fraud-resistant organization.

Principle 4 – Detection
While an organization naturally prefers to prevent fraud, 
that is not always possible. According to the Association of 
Certified Fraud Examiners (ACFE), the most common way 

All possible effects of fraud scenarios need to be 
considered, not just the financial effect.

Exhibit 1 – Principles for managing 
fraud risk

1. Set the tone – The organization establishes and 
communicates a fraud risk management program 
that demonstrates the expectations of the board 
of directors and senior management and their 
commitment to high integrity and ethical values 
regarding managing fraud risk.

2. Comprehensive assessments – The organization 
performs comprehensive fraud risk assessments 
to identify specific fraud schemes and risks, assess 
their likelihood and significance, evaluate existing 
fraud control activities, and implement actions to 
mitigate residual fraud risks.

3. Prevention and detection – The organization selects, 
develops, and deploys preventive and detective 
fraud control activities to mitigate the risk of fraud 
events occurring or not being detected in a timely 
manner.

4. Communication and coordination – The 
organization establishes a communication 
process to obtain information about potential 
fraud and deploys a coordinated approach to 
investigation and corrective action to address 
fraud appropriately and in a timely manner.

5. Continuous assessment – The organization selects, 
develops, and performs ongoing evaluations to 
ascertain whether each of the five principles of 
fraud risk management is present and functioning, 
and communicates fraud risk management 
program deficiencies in a timely manner to parties 
responsible for taking corrective action, including 
senior management and the board of directors.

See page ix, https://www.coso.org/documents/COSO-Fraud-Risk-
Management-Guide-Executive-Summary.pdf
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fraud is discovered is when someone close to the fraudster is 
motivated to communicate their observation of red flags.2

This communication of course gets us back to culture. Do 
employees have an awareness of the red flags of healthcare 
fraud? More importantly, do employees advise management, 
internal audit, legal, compliance or some other appropriate 
official when they observe a red flag? If an organization can 
answer yes to these two questions, they will have much 
better detection results than those that cannot.

Culture should be tested 
through professionally 
conducted surveys.

To facilitate this process, management must establish a 
hotline to offer employees an anonymous alternative for 
reporting. When employees do report suspicious activity, 
management must act swiftly and keep the reporting 
employee in the loop.

Detection controls should also include manual or automated 
activities that will timely recognize that a fraud has occurred 
or is occurring. A variety of data analysis tools can assist 
healthcare internal auditors to detect aberrant billing trends 
or patterns.

Principle 5 – Reporting, investigation and resolution
Given that frauds are more likely to be detected by a tip 
than by audits, controls or other means, organizations 
must establish a reporting system to facilitate and 
encourage reporting of potential fraud incidents. For 
example, a whistleblower hotline provides a means for 
prompt notification and helps in gathering the necessary 
information to enable an investigation. If necessary, the 
hotline process provides for confidentiality, if desired by the 
individual reporting the incident.

A member of management can manage the reporting 
system. But a reporting mechanism directly to the board 
may be required in certain circumstances—especially when 
one or more members of senior management may be 
involved in the fraud incident.

Once an allegation has been received, a structured process 
must be in place for evaluating and investigating the incident. 
If the bad actor or actors have not been alerted, trained 
investigators can covertly investigate the allegations, which 

2 www.acfe.com/rttn-detection.aspx

often yields excellent results. Depending on the circumstances, 
internal or external legal counsel may need to be involved in 
the investigation, as well as other functions in the organization, 
such as human resources, IT and internal auditing.

The decision to use internal or external counsel is often 
driven by costs; a hybrid model may be appropriate. If 
the matter involves a government investigation where 
civil or criminal penalties may result, finding competent 
external counsel will be necessary. Regardless of whether an 
investigation results in prosecution, disciplinary action or no 
action at all, an organization must have a consistent means 
of resolving investigations.

Conclusion
Most organizations have written policies and procedures 
relating to fraud, and typically have some activities 
associated with assessing risks, designing effective controls, 
monitoring compliance, conducting investigations, and 
educating employees on fraud topics and red flags.

However, few organizations have tied all of this together 
into a comprehensive and integrated program containing 
all the prescribed principles. Including these principles in 
a fraud risk management program will not eliminate fraud 
risk. A complete program, however, will provide reasonable 
assurance for your organization that fraud incidents are 
prevented or detected timely, and dealt with appropriately. 
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