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ultiple media outlets are suing the Federal Bureau 
of Investigation (FBI) over its refusal to disclose 
information on the cracking of the iPhone 5C 

belonging to Syed Rizwan Farook, who together with his 
wife carried out a shooting in San Bernardino, California. 
USA Today, Vice, and the Associated Press alleged that 
the FBI was concealing even basic information about 
the alleged third-party contractor who provided the 
tool, including not just the identity of that contractor but 
the amount paid as well. They are making this suit on 
Freedom of Information Act (FOIA) grounds.

The suit raised concerns as to the fact that the tool 
allowed the FBI to exploit “a serious undisclosed security 
vulnerability… in one of the most popular consumer 
products in the world.” It also raised doubts as to the 
reliability of the unknown contractor, calling into question 
their security measures and whether it would act only in 
the public interest. In addition, the plaintiffs are seeking 
information about the transparency of expenditure of 
public funds. 

In March 2016, officials at the FBI successfully unlocked 
the iPhone 5C of Farook, marking the end of a month-long 
saga in which the FBI submitted a court order to attempt 
to compel Apple to comply. Apple refused, with CEO Tim 
Cook writing a letter to the public informing the world 
why he would not comply. FBI Director James Comey fired 
back in response to Apple’s concerns. 

The initial order, issued by Judge Sheri Pym, of the Federal 
District Court for the District of Central California called 
for Apple to: 1) provide “reasonable technical assistance,” 
including uploading software to the iPhone that would 
enable the FBI to bypass the auto-erase function on the 
iPhone (which executes upon more than 10 incorrect 
password entry attempts), and 2) allow officials to submit 
potential passcodes to the device electronically (in order 
to crack it and gain access).

Apple Defies Court Order

Hours after the order, Cook posted his response. In 
it, he called the FBI’s demand “an overreach by the U.S. 
government.”

He alleged that the judge essentially ordered Apple 
to build special, all-new software that would work 
as a skeleton key or a universal “unlocker,” capable 
of bypassing the device’s security and allowing law 
enforcement access to the data inside. Cook said that 
Apple does not have such a capability, nor would they want 
to create it, for security and privacy reasons. 

He called the potential “backdoor” into iPhone security, 
“…something we simply do not have, and something we 
consider too dangerous to create.”

He continued, “The FBI may use different words to 
describe this tool, but make no mistake: Building a version 
of iOS that bypasses security in this way would undeniably 
create a backdoor. And while the government may argue 
that its use would be limited to this case, there is no way 
to guarantee such control.”

Cook stated that Apple has cooperated with the authorities 
on multiple occasions in the past, complying with search 
warrants and subpoenas and making Apple engineers 
available as advisors to the FBI. But, he believes this 
latest request goes beyond what they have asked for in the 
past, and is a dangerous precedent which would open the 
door to further government collection of data as well as 
compromise their devices’ security.

Cook tempered his criticism by adding, “We are 
challenging the FBI’s demands with the deepest respect 
for American democracy and a love of our country. We 
believe it would be in the best interest of everyone to step 
back and consider the implications.”

The FBI Responds to Apple’s Concerns

Comey’s reply to Cook’s letter came several days later. He 
exhorted the American public to, “take a deep breath 
and stop saying the world is ending, but instead use that 
breath to talk to each other.”

In response to Cook’s worry that giving the FBI this 
workaround would create what he called “a dangerous 
precedent,” Comey stated: 
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“The San Bernardino litigation isn’t about trying to set 
a precedent or send any kind of message… We simply 
want the chance, with a search warrant, to try to guess 
the terrorist’s passcode without the phone essentially 
self-destructing and without it taking a decade to guess 
correctly. That’s it. We don’t want to break anyone’s 
encryption or set a master key loose on the land.” 

Comey continued, “It is about the victims and justice. 
Fourteen people were slaughtered and many more had 
their lives and bodies ruined. We owe them a thorough 
and professional investigation under law. That’s what this 
is. The American people should expect nothing less from 
the FBI.”

Apple’s Rebuttal

The morning after Comey’s statement, Cook offered a 
rebuttal. In an email to Apple employees, he stood by 
his conviction that complying with the order would be 
damaging to privacy, and he reiterated the company’s 
stance regarding the attacks:

“As individuals and as a company, we have no 
tolerance or sympathy for terrorists. When they 
commit unspeakable acts like the tragic attacks in San 
Bernardino, we work to help the authorities pursue 
justice for the victims. And that’s exactly what we 
did. This case is about much more than a single phone 
or a single investigation, so when we received the 
government’s order we knew we had to speak out. At 
stake is the data security of hundreds of millions of law-
abiding people, and setting a dangerous precedent that 
threatens everyone’s civil liberties.”

Reminiscent of Comey’s admonition to “talk to each 
other,” Cook summarized his arguments by saying, 

“Our country has always been strongest when we come 
together.”

The FBI Finds Its Backdoor

Just as abruptly as the story began, it seemed to end. The 
FBI announced they had successfully unlocked Farook’s 
iPhone, and withdrew their legal complaint against Apple. 
The Bureau has declined to inform Apple of the method 
they used to break the encryption – despite Apple’s 
requests that it does so. The only information the FBI has 
released to the public is that the method or device was 
purchased from the private sector for $1.3 million and only 
has limited applications. Due to the lack of transparency 
on this issue, it cannot be known for sure that the Bureau 
is being forthright, nor can the exact method the Bureau 
used to gain access to Farook’s iPhone be known unless 
the FBI chooses to disclose this information.

Government security agencies regularly purchase exploits 
to gain backdoor access to consumer software – and 
rarely do they inform the private companies of their 
vulnerabilities.

Other Cases Set a Precedent

This exchange between Apple and the FBI was the most 
high-profile in recent months, but there have been other 
instances of the government requesting backdoor access 
to devices or data. In February 2016, a federal judge denied 
the Department of Justice’s request for a court order that 
would have compelled Apple to bypass the security on a 
phone belonging to the criminal defendant in a drug case. 

In that instance, Magistrate Judge James Orenstein found 
that the federal government failed to establish that the 
All Writs Act (the 1789 law that the FBI invoked in its fight 
for access to Farook’s iPhone) permits the action the DOJ 
sought, or that “discretionary factors” important in the 
case weighed in favor of granting the motion. 

Orenstein continued to outline those “discretionary 
factors” – the rules for interpreting the All Writs Act’s text, 
specifically.

One reason Orenstein gave for denying the court order 
was that Congress has considered legislation that 
would give the DOJ the relief it sought, but it has not 
adopted it. In addition, he pointed to applicable case 
law for the All Writs Act, which he said highlights three 
important factors in deciding whether to issue an order 
under the Act: “the closeness of Apple’s relationship 
to the underlying criminal conduct and government 
investigation; the burden the requested order would 
impose on Apple; and the necessity of imposing such a 
burden on Apple.”

A similar case stems from a December 2013 New York 
district court judge’s issuance of a warrant to compel 
Microsoft to turn over emails stored in an overseas server 
in Dublin, Ireland. Microsoft Corporation v. United States 
of America (known colloquially as the “Microsoft Ireland” 
case, in part to distinguish it from the antitrust case 
against Microsoft that has a similar name) invoked the 
issue of whether a domestic search warrant can compel 
American companies to produce data stored in servers 
outside the United States.

The eventual decision, reached in July 2016, hinged on 
whether the basis the government used for its search 
warrant – the Stored Communications Act – applied 
outside of the U.S. The appeals court ruled that it did not, 
and Microsoft did not have to turn those emails over to the 
federal government.
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Impact for Consumers

If the FBI used a hardware method – in other words, if 
they physically took apart Farook’s iPhone to gain access 
to the data – then that does not necessarily mean harm to 
consumers on a mass scale.

However, if the Bureau gained access using a software 
exploit of some kind – such as a virus – this would indicate 
that there are potential vulnerabilities in consumers’ 
iPhones that government information could help resolve.

According to tech news site The Verge, even if an FBI 
software exploit method was only applicable to the iPhone 
5C or even just specific to the device in question (using the 
serial number of that device) then it could still present a 
security liability:

“But while the precise software proposed by the FBI can’t 
be used to unlock other phones, it can still be useful to 
thieves. If the code fell into the wrong hands, it could 
potentially be reverse-engineered into a generic version, 
removing the code that ties the attack to a specific phone. 
That reverse-engineered version would still need Apple’s 
signature before it could be installed — something 
thieves are not likely to have — but that signature 
system would be the only thing protecting a stolen 
iPhone and the information inside it.”

The government asking tech companies to provide 
backdoors that would circumvent their own encryption 
is a move that could materially harm consumer privacy. 
There is risk of such a backdoor falling into the wrong 
hands, and that would be disastrous for consumers – 
millions of iPhone users, for example. 

In the next few years, requests such as this may become 
even more common, and the way companies and law 
enforcement agencies handle these situations will have 
immense consequences not just for the tech industry, but 
for consumers as well. ◀


