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f  you use a credit card or share your date of birth or social 
security number to fill out forms or confirm your identity, 
you are vulnerable to risks such as identity theft, credit 

card transaction fraud, or even having lines of credit opened 
in your name. As demonstrated by all the recent cyber hacks, 
it’s nearly impossible to fully protect your identity and credit, 
given the prevalence of security breaches in commerce and 
even government activities involving personally identifying 
information (PII), such as birth dates, home addresses, 
telephone numbers, and social security numbers.

Typically, when financial account information, such as credit 
card information, is stolen, it can be replicated to make 
fraudulent purchases. However, something you may not be 
aware of is that fraudsters can use stolen PII to apply for and 
receive credit cards, loans, apartment leases, vehicle leases, 
mobile phone accounts, and anything else that requires a 
credit history check – all in your name! Compared to the 
slight inconvenience caused by having a current account 
hacked (i.e. notifying your bank or credit card company and 
getting a new card, usually with the fraudulent transactions 
covered by your financial institution), it may take you a over 
a month to resolve issues caused by someone using your 
PII to open a new account in your name. Unlike noticing 
transactions on your statement that you didn’t make or 
having the bank call you to notify you that your account was 
compromised, you often don’t know a fraudster has opened 
an account in your name until it’s too late and they have 
wreaked havoc on your credit score.

One thing consumers can do to protect themselves from 
this type of fraud is to implement a security freeze or credit 
freeze. “What’s that?” you ask. A credit freeze blocks third 
parties, such as leasing agents or credit card companies, 
from accessing your credit report. These third parties are 
usually looking at your credit history to determine the 
likelihood you’ll repay your debt if they give you a loan 
or lease you an apartment or car. If third parties cannot 
accesses your credit report, then they will not extend credit 
to you, or fraudsters posing as you. You can grant permission 
to unfreeze or “thaw” your credit report when you actually 
do wish to open a new line of credit and need to grant third 
parties access to your report.

To implement a credit freeze, you can call or go to 
the websites of the consumer credit bureaus (such as 
Equifax, Experian, TransUnion, and Innovis) and follow the 

instructions they provide. Depending on your home state, 
fees are roughly $10 per credit bureau.

According to a 2013 U.S. Department of Justice report, 
people “who had personal information used to open a 
new account or for other fraudulent purposes were more 
likely than victims of existing account fraud to experience 
financial, credit, and relationship problems and severe 
emotional distress.” This is likely due to the lengthy and 
involved process of resolving this type of fraud. Credit 
freezes aren’t free and the process can take a half-an-hour 
to set up; however, if you’re one of the unfortunate 50% 
of American adults whose PII has been exposed due to 
a hack, $30-$40 is a price you may be willing to pay for a 
little extra peace of mind and the potential headache and 
stress associated with new credit line fraud.

Why have I never heard of a credit freeze before, you ask? 
Well, it’s complicated. Businesses that issue credit want 
to ensure that consumers have easy access to credit. 
By doing so, they can generate revenue off that credit. 
Having consumers freeze their credit runs contrary to 
this interest, so they do not market credit freezes to 
consumers. Of course, credit issuers also have to deal 
with the cost of fraud, but presumably they believe that 
cost to be lower than the ubiquitous use of credit freezes. 
Financial institutions are regulated and have an obligation 
to protect consumer information, but those requirements 
only cover so much. Credit report companies generate 
revenue off credit reports, so they do not market credit 
freezes either. That leaves organizations like Consumers’ 
Research, which exist to serve consumers and give them 
the information they need to make informed decisions.

It is important to bear in mind that credit freezes do not 
protect you from other kinds of identity theft or credit 
fraud on existing accounts. You should always be 
careful with your PII, only sharing it when necessary 
with trusted parties. It is also a good idea to regularly 
monitor your credit and debit card statement activity. 
There are a number of other steps you can take, such 
as making sure that your browser is on a page with a 
verified security protocol, such as an SSL certificate, when 
purchasing items or services online. Lastly, don’t be afraid 
to say no when asked for your PII. We’ve gotten so used 
to reciting our birth dates and social security numbers 
whenever asked, that we forget to stop and think about 
whether those we’re interacting with truly need that 
information to conduct whatever activity we’re engaging 
in. You’re your own best advocate when it comes to 
safeguarding your PII. ◀
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