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o, what is an EMP? 

An electromagnetic pulse (EMP) is a disturbance 
of the Earth’s electromagnetic field that can affect 
all electronic equipment, including consumer and 
commercial goods and machinery with electronic 
components, but is not directly dangerous to people. 
Although some other minor categories exist, major EMP 
events are typically classified in two ways: EMPs caused by 
a high-altitude nuclear explosion and natural EMPs caused 
by a solar storm. A nuclear EMP has three components, 
known as E1, E2, and E3, but natural EMPs have only 
the E3 component, making it comparatively less severe, 
although likely more extensive and longer-lasting. 

E1 is a freely propagating wave that strikes nearly 
instantaneously and lasts less than a second. It causes 
high-frequency “electromagnetic shock” to electronics 
and electronic systems over a very large area – in other 
words, it “fries” them. The usual protections against 
lightning and normal electrical surges are not sufficient to 
defend against an E1 EMP. Protection requires specialized 
technological hardening and if the E1 surge is intense 
enough, it may destroy even equipment with light 
specialized shielding and most consumer electronics. 
Furthermore, any device using an antenna is set up to 
accept electronic signals and cannot be shielded. Only 
specialized technology integrated into equipment can 
harden it against E1 EMPs. E1 also destroys supervisory 
control and data acquisition (SCADA) components that 
are essential components of many parts of the national 
infrastructure.

E2 is also nearly instantaneous, following E1 by a fraction 
of a second and affecting a somewhat larger area. It 
is a lower amplitude phenomenon having effects on 
electronics similar to a lightning strike. An E2 pulse would 
compound E1 damage, destroying many items surviving 
an E1 pulse, either because their protections were already 
damaged by an E1 pulse or because they are inherently 
more vulnerable to an E2 pulse. 

E3 is a longer duration pulse, lasting up to one minute, 
that is not a freely propagating wave, but a result of 
electromagnetic distortion in the earth’s atmosphere. E3 
disrupts long electricity transmission lines and damages 
the electrical supply and distribution systems connected 

to these lines. E3 is particularly damaging to long-line 
infrastructure, such as electrical cables and transformers. 
An E3 pulse could do very widespread damage to the U.S. 
power grid, depending on its strength and geographic 
location.

What is the potential fallout of an EMP?
While a solar storm can cause temporary disruption of 
broadcast and satellite communications and damage 
satellites, its most dangerous aspect is ionized plasma 
particles moving at a much slower speed that cause 
a “geomagnetic storm” producing E3 EMP effects at 
or near ground level. Current solar storm forecasting 
provides 12-18 hours to a few days’ warning of these 
plasma particles. The risk of severe effects is much 
greater at high latitudes and drops off at lower latitudes, 
especially below 40 degrees north. The warning time 
would allow the adoption of many mitigating measures 
to protect power plants and prepare for electrical supply 
interruptions. Nevertheless, a severe natural EMP would 
likely cause blackouts that could last weeks or months, 
because its effects do not simply collapse the grid, but also 
destroy critical components necessary for its restart and 
functioning. 

Most of us have experienced a blackout, at least locally, 
as a result of severe storms and many a longer one, as 
with Hurricane Sandy. But the effects of an EMP-caused 
blackout would be more pervasive and prolonged, even for 
entities with backup power, such as hospitals, that usually 
have reserves good for hours or a few days. Light, heat, 
water, banking, communications, the Internet, sanitation 
and medical services would all be affected. Cell phones 
would work, until their charge or battery is exhausted or 
until cell phone towers’ backup power is exhausted. Many 
motor vehicles would not be initially affected, but fuel 
supply would be difficult. Trains would be immediately 
affected, as most are electric-powered and track control 
and switching equipment is electric. The effects of a 
natural EMP event would be exacerbated if it occurred in 
the winter, as cold would be an immediate threat to health 
and life. The magnitude of the disaster would depend 
critically on the ability to maintain civil order and bring 
in fuel for transportation and generators to keep some 
critical centers minimally functional.
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A nuclear EMP would cause all the effects of a natural 
EMP and many other damaging effects. Its E1 and E2 
components would destroy the actual electronics in many 
kinds of equipment and machinery. A major additional 
obstacle to recovery would likely result from damage 
to or destruction of electronic components of power 
plants that would render them inoperable; and in many 
instances actual physical damage would result from the 
consequent loss or inoperability of control mechanisms. 
Largely because there is no actual experience with such 
E1 and E2 pulses, there is a considerable range of opinion 
as to the percentage of destruction and as to how much 
protection equipment would receive if it is turned off or 
even unplugged and/or disconnected at the time. There 
also is disagreement among experts as to what percentage 
of motor vehicles would be inoperable because of the 
destruction of their electronic components, but many, 
especially older models with fewer electronics, would 
survive.

How likely is a severe EMP event?
The August 28-September 2, 1859 “Carrington Event” was 
the most intense solar storm in modern times, but it 
did little damage to a pre-electric economy. The general 
consensus is that a Carrington-level event strikes Earth 
about every 150 years, but one could occur at any time or 
not for many years. Although such solar storms are rare, 
one similar to the Carrington Event did narrowly miss 
Earth on July 23, 2012. The worst actual solar storm in 
recent times caused the Quebec blackout of 1989, an event 
similar to the New York City and Northeast blackout of 
1965 or the Northeast blackout of 2003 (non-EMP caused 
events). 

While the likelihood of a natural EMP event is subject to 
some level of scientific prediction, this is not true for a 
nuclear EMP attack which depends on the capabilities 
and decisions of nuclear nations. An effective EMP attack 
requires nuclear weapons and missile systems able to 
deliver them at a high altitude above the United States. 
The intensity of the E1 and E2 EMP is proportional to 
the square root of the size of the explosion, so moderate 
kiloton-level explosions do nearly as much damage as 
larger ones. The area of the serious EMP is proportional 
to the height at which the explosion occurs, as the 
propagation of E1 and E2 EMP is line-of-sight. Such an 
attack does not require many or large nuclear explosions. 
Even one such explosion at the relatively low yield of 30 
kilotons at a height of only 20 miles above Pittsburgh 
would affect the entire Northeast and much of the 
Midwest and Border States. Three or four such explosions 
in the proper pattern or one explosion centrally placed at 
a greater height, such as 100 miles, would hit most of the 
United States.

Such an attack would cause great and lasting damage, 
probably the worst that America has ever experienced. 
While there are a range of opinions on the likelihood of 
this threat, most observers consider the major threat to 

be from irresponsible nuclear or near nuclear powers such 
as North Korea and Iran. While Iran is not yet nuclear 
and North Korea does not have an ICBM, an attack 
could be launched from a ship offshore with a missile as 
unsophisticated as a Scud. 

What actions are being considered or have been taken?
The most comprehensive review of the threat has been the 
2008 Report of the Commission to Assess the Threat to 
the United States from EMP Attack – which also considers 
the dangers from a natural EMP. Since its publication, 
no comprehensive plans have been developed and no 
extensive programs have been initiated to protect civilian 
infrastructure against either EMP threat (the military is 
extensively protected). 

The Federal Energy Regulatory Commission (FERC), the 
most directly responsible federal agency has worked 
with the North American Electric Reliability Corporation 
(NERC), an electric industry group, in developing new 
electricity reliability standards which were adopted 
October 16, 2014. Some of the resulting improvements 
marginally increase survivability in an EMP event, but they 
are generally considered not to be effective against a major 
natural or nuclear EMP event. FERC has not adopted or 
even proposed a comprehensive plan specifically directed 
toward protecting against the natural EMP danger. On 
July 22, 2015, the Government Accountability Office (GAO) 
issued GAO Report 15-692T in which it reviewed all EMP 
efforts nationally and noted some good initiatives, but 
found that no overall program exists to effectively mitigate 
an EMP attack; it did note the existence of useful research 
and development, such as the RecX project to produce 
more survivable transformers. 

Legislation, known as the SHIELD Act, was proposed 
and passed the U.S. House in 2014 requiring industry and 
government to promulgate and implement standards 
and processes to address the electric grid’s current 
vulnerabilities to a natural EMP, but the bill died in the 
Senate and has not advanced in either House this session. 
This year, the House Oversight and Government Reform 
Committee’s subcommittees on National Security and 
Interior held a May 23rd hearing on the EMP threat, and 
the full committee held a hearing on July 22nd as did 
the Senate Homeland Security Committee on the same 
day. However, neither the SHIELD Act nor any other EMP 
legislation has advanced in either House this year.

Costs are a critical consideration in any EMP protection 
effort. Unless upgrades are done as a crash program, these 
costs could be spread over several years and incorporated 
into currently scheduled infrastructure upgrades. 
Estimates vary as to the cost to protect key components 
of the electric grid, such as high-energy transformers, 
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from a natural EMP well enough to prevent a long-term 
catastrophic blackout. The range is from about $2-6 
billion, with the higher numbers looking more credible, 
because a set of systems needs protection and damage to 
any one of them could greatly retard recovery. Protecting 
separate natural gas systems would be less expensive, 
likely costing under $1 billion. These measures would, in 
the general opinion of experts, greatly mitigate the results 
of any such natural EMP. 

Discussion of EMPs often does not differentiate between 
threats from weapon-generated EMPs without use of 
nuclear technology (not addressed in this article), the 
serious threat of a natural E3 EMP, and the even more 
serious threat of a nuclear EMP with E1, E2, and E3 pulses 
and little or no warning time. Credible protection against 
a nuclear EMP is much more expensive, which explains 
some of the controversy that exists between those who say 
the job can be done relatively cheaply and those who say it 
is much more expensive.

For protection against nuclear EMPs, the most expensive 
component is the protection of power stations from E1 
and E2 surges, with one estimate at $23 billion for that 
component alone, and an estimated total price tag of 
$30 billion over five years for a program to protect all 
major power systems. An additional possible protection 
against a nuclear EMP that could defeat such an attack 
entirely would be extension of the current antimissile 
system to protect the whole country. Existing technology 
would be used, adding an East Coast base, already under 
consideration, to the existing Alaskan base and adding 
radar installations to monitor the southern approaches 
to the United States – also, existing Aegis missile defense 
navy ships could be reassigned to protect the southern 
approaches to the United States.

The decision on EMP protection is analogous to a business 
or consumer decision on what risks to insure and how 
much insurance to carry. Currently, we as a society are 
essentially uninsured against both natural and nuclear 
EMP risks. The decisions we face are which of them are 
likely and/or dangerous enough to require such insurance, 
what technological fixes are available and how much we 
are willing to spend. One consideration to keep in mind 
is that complete protection is neither technically nor 
financially possible; protective measures under discussion 
aim to protect key components, mitigate damage and 
make recovery feasible. ◀


