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n the wake of revelations regarding National Security 
Agency (NSA) surveillance programs and the theft 
of personal data from the Office of Personnel 

Management (OPM) as well as from major retailers, 
much attention has been paid to the security of online 
communications and data. However, relatively little 
attention has been given to the data collection practices 
employed by online advertising companies such as 
Google and Facebook. By tracking users’ online activities, 
scanning messages and emails, and collecting user 
passwords for other websites, Facebook and Google 
have been able to use the data collected through these 
aggressive practices in order to achieve and maintain 
market dominance in online advertising.

With over 1.44 billion active users communicating and 
sharing interests on Facebook, the social media company 
has compiled a vast store of data that are highly conducive 
to targeted advertising. However, the company has been 
aggressively expanding its data collection efforts beyond 
compiling the information users knowingly share with the 
public. For example, Facebook tracks the place and time 
of pictures uploaded to the site, and logs user location 
information to further target friend recommendations and 
advertising based on geolocation data.

News and video streaming websites often include a button 
to “like” or “share” a particular article on Facebook. It 
would likely come as a surprise to many that the company 
is notified whenever such pages are visited and by 
whom, regardless of whether the visitor clicks on either 
of the buttons. When a user logs into Facebook from a 
mobile device, the company automatically connects the 
device’s unique identification to that Facebook profile. 
The company’s Atlas advertising platform is then able to 
serve online ads based on that profile, even if the user 
is not logged in, while also compiling all of the websites 
visited on the device in order to further hone ad targeting. 
Atlas does not rely on cookies, which means there is little 
one can do to reduce the data collection. Facebook now 
allows users to opt-out of interest-based advertising on 
the Digital Advertising Alliance website, but this option 
notably does not allow users control over the amount or 
kind of data collected. It merely promises that the data 

companies collect will not be used to target advertising. 

Facebook has come under fire from the Federal Trade 
Commission (FTC) for its privacy practices in the past. In 
2011, the company settled charges with the Commission 
that it had violated its promise to users that it would keep 
their information private. Among the charges enumerated 
in the FTC complaint was that the social media company 
made changes to its website in 2009 that made public 
certain information, such as “friends lists,” that users had 
designated as “private,” without notification or consent. 
Facebook also falsely claimed that third-party applications 
would only receive data necessary for them to run, and 
that user data designated as “friends only” would only be 
shared with people on a user’s friends list, when in fact it 
was also shared with third-party apps. Facebook told users 
their data would not be shared with advertisers, but shared 
it anyway. The FTC settlement included a consent decree 
requiring the company to receive consent from users prior 
to any future changes in their privacy practice.

Google’s data collection is even more pervasive than 
that of Facebook, thanks to its diverse array of platforms 
and programs it can employ for this purpose. Google, 
like Facebook, scans the messages and emails sent to or 
from users of its Gmail e-mail service. Unlike Facebook, 
however, this practice is not limited to its own users, 
but also extends to senders and recipients with non-
Google email accounts. Online search engine queries 
and the websites selected from search results are likewise 
compiled and analyzed. Google’s popular Chrome browser 
records all web pages a user visits unless the user manually 
turns this function off, and does not use the company’s 
“recommended” settings.

Google also has a long history of collecting passwords 
for wireless networks and online services by less-than-
transparent means. For example, it was revealed in 2010 
that Google’s “street view” cars included Wi-Fi receivers 
that were used to collect wireless data from surrounding 
networks. Google has admitted to collecting the MAC 
addresses (unique Wi-Fi hotspot device IDs), network 
SSIDs (network names assigned by users), and Wi-Fi 
transmission data (including online passwords and 
email content) from networks within range. The Federal 
Communications Commission (FCC) fined Google 
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$25,000 for obstructing its investigation into the matter, 
but the company was able to prevent the Commission 
from making a determination as to whether Google 
violated the Wiretap Act. A lawsuit regarding this issue 
filed by 38 states was eventually settled for $7 million. 

In 2012, the FTC fined Google $22.5 million – the largest 
civil penalty it had ever handed out – for violating a 2011 
consent decree issued by the Commission over privacy 
issues relating to its Buzz social media platform. Buzz, 
which has since been discontinued, allowed Gmail users 
to share photos, videos, and status updates with their 
contacts. Privacy concerns arose when users discovered 
that their email contacts were automatically added to 
their social network, prompting an FTC inquiry that 
resulted in a settlement barring the company from “future 
privacy misrepresentations,” requiring it to implement 
a comprehensive consumer privacy program, and 
subjecting it to “regular, independent privacy audits” for 
the following 20 years. Just one year later, the FTC found 
that Google had violated the previous settlement by 
misrepresenting its privacy policy to users of Apple Inc.’s 
Safari web browser. Google had told Safari users that their 
browser’s default settings automatically opted them out 
of having advertising cookies installed on their devices. 
While Safari’s default settings did in fact have this feature, 
Google purposefully bypassed the privacy software to 
install tracking cookies in spite of these protections. 

 A central issue with the practice of widespread data 
collection is that companies expose users to some degree 
of risk by storing so much of their personal information, 
and by the methods used in doing so. A September 2014 
study by Experian found that 43 percent of companies 
experienced a data breach in the previous year, and that 60 
percent had experienced a breach within the previous two 
years. It is simply impossible for Google and Facebook to 
guarantee that the data they collect will remain secure, and 
great financial harm could be done to millions of users if 
their vast stores of data were to be stolen. Additionally, 
the same unseen connections that the companies use to 
gather data can also be exploited by cybercriminals to steal 
personal information. Governments also regularly request 
data from both companies for use in ongoing criminal 
investigations, which raises important concerns regarding 
the civil liberties of users whose records are turned over 
and used as evidence in criminal proceedings. In effect, 
Google and Facebook can thereby be used as warrantless 
evidence-gathering tools for governments around the 
world and at home. 

 There is also evidence that the personal data 
being collected is not only used for targeted advertising, 
but also for personalizing prices for online goods and 
services. This takes two principal forms: price steering 
(manipulating the order of search results so that higher- 
or lower-priced items appear at the top of the list) and 
price discrimination (showing different consumers 

different prices for the same item on the same website). 
A Northeastern University study released in November 
2014 measured the prevalence of these two practices 
on a variety of e-commerce and comparison shopping 
sites, while controlling for geolocation and other 
extraneous factors. While only one of the major retailers 
examined was found to engage in price personalization, 
comparison shopping sites such as Priceline and Expedia 
systematically employed both price steering and price 
discrimination in displaying search results. One travel 
site, for example, offered a particular hotel in Paris to one 
user for $565 per night, while the same hotel was offered 
to another user at a nightly price of $633. The report found 
that such variations amounted to “hundreds of dollars” in 
some cases.

 Both Facebook and Google have tried of late to 
give the appearance of greater transparency with regard 
to their collection and handling of user data. However, 
their previous violations of consumer privacy – and the 
ever-present possibility that hackers or government 
agencies will acquire sensitive information as a result – 
are risks of which many Google and Facebook users are 
unaware. While recent polling has shown that consumers 
are concerned about the privacy of their personal data, 
the companies’ present market dominance will make any 
change difficult to achieve without a major paradigm shift 
among their users. ◀


