
|  C onsumer s’  Research Spring 201522

asswords!

Step 1: Use them! Password protect all of your 
devices and networks. This seems obvious, but 
many people still don’t secure their phones or Wi-Fi 
networks with passwords or codes. Maybe it’s because 
they think it’s annoying to “log in” every time their 
device is turned on or comes out of “sleep mode,” 
however, it’s considerably more annoying to have 
personal information stolen and used to support some 
cyber criminal’s shoe fetish – particularly if it could 
have been avoided. You wouldn’t leave your house or 
car door unlocked if the contents of your bank account 
were in them, would you?

Step 2: Use lots of them! Use multiple passwords 
for your various devices and user accounts. Having 
one account hacked may result in some frustration, 
but having all your accounts hacked in one go could 
be devastating. If it’s likely you’ll forget your various 
passwords, consider using a password manager, such 
as LastPass, to access your accounts.

Step 3: Use good ones! Make sure your passwords 
and passcodes are strong.  Seriously, DO NOT use the 
names of your pets, spouses, children, etc. in your 
passwords. AND do not use street address numbers 
or birthdays (dates or years) in your passcodes. After 
years of being told not to, people are still doing this. 
For your own sake, please stop! Also, consider using 
a password meter, such as Ask the Geek, to ensure 
password strength if the account you’re signing up for 
doesn’t provide its own meter.

Variety is the Soul of Cyber Wit

Just as you should vary the passwords you use for 
different accounts, you may want to vary the email 
addresses you use to sign up for different user accounts. Again 
this will prevent a domino effect of multiple accounts 
being hacked as a result of one account being hacked.

You may also want to consider having multiple user 
accounts for the same social media site (each with different 
user names and contacts) in order to maintain a 
professional online presence (i.e. work Twitter and 
Facebook for work colleagues, professional networks, 

and potential or current employers) as well as a 
personal online presence (i.e. personal Twitter and 
Facebook for friends and family). Furthermore, avoid 
using your work email for personal communications 
and personal email for work communications.

Personally Identifiable Information (PII)

Keep your date of birth, telephone number, and social 
security number private. Never post them publically on 
social media or other websites, as they are often used to 
verify your identity by service providers. Additionally, 
safeguarding the last four digits of your social security 
number is just as important as guarding the entire 
number. Providing this number freely is tantamount 
to inviting identity theft, so avoid sharing it unless it 
is for something official, such as employment, taxes, 
banking, etc. The people who you would want to know 
your birth date, email address, home address, and 
phone number either already have them or can get 
them through you or trusted mutual acquaintances.

Ambiguity is Your Friend

Consider using a pseudonym with user accounts and 
social media accounts unless there is a compelling 
reason to use your full name. Furthermore, utilize 
the privacy settings provided by social media sites to 
limit how public your profile is. Even if you’re hoping 
that your long lost significant other will try to find you 
via the Internet, you do not need to keep your social 
media profiles public. If your privacy settings are 
limited but allow messages from people who are not 
your connections, your true love could still find you 
and reach out to you with the PII they should have if 
they actually know you – such as your name and where 
you’re from or what high school you went to. Speaking 
of where you’re from… avoid filling out online profiles 
with more than the basics. The more information 
you share online, the easier it is for bad actors to get 
their hands on it. Just because there’s a box for your 
employment history, doesn’t mean you need to fill it 
out. Plus, do you really need to share everything about 
yourself online?
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GPS & Wi-Fi

Disable GPS and Wi-Fi on your mobile devices (and 
PC if it is GPS enabled) unless you are actively using 
services that require them. This will safeguard your 
location information (i.e. daily routine) and prevent 
unintended broadcasts of your personal information 
(including your location, information about your 
mobile device, which apps are on your device, etc.) to 
random Wi-Fi networks you may happen by.

Privacy Policies

We know better than to tell you to read the fine 
print; however, when downloading mobile apps, 
if you read nothing else, read the access privileges 
before accepting the terms of use. Apps aren’t just 
selling your usage data to marketing firms. Some 
apps request access to your mobile device’s contacts, 
camera, and microphone despite those features not 
being integral to the apps purpose or function. Before 
granting access, ask yourself if the app really warrants 
those privileges. Access to these features can give 
companies a front row seat into your personal life, 
which they can then sell to agencies that will be able to 
send highly-targeted (read: really creepy) advertising 
your way.

Encryption is for Everyone!

Although encryption sounds like a complicated 
term that belongs locked away in the world of IT 
folks and hackers, it’s actually very simple to ensure 
that you take advantage of encryption protections 
even if you don’t understand how they work. Web 
addresses that contain “https://” are encrypted, those 
that only contain “http://” (with no “s”) are not. 
The “s” represents “secure” and the rest stands for 
“Hyper Text Transfer Protocol.” Essentially, the HTTP 
communications protocol (which apparently isn’t 
really a standalone protocol) is layered over SSL or 
TSL protocols to encode information and only share 
it with the authenticated and intended web addresses. 
Whatever that means! All you need to know is that 
when you visit a website with an address that begins 
with “https://” the site is secured end-to-end (i.e. 
the information shared between you and the site 
does not pass through a third party or unauthorized 
party).  You should only share sensitive information 
(particularly credit card information) over encrypted 
connections, otherwise your communications may be 
vulnerable to what are known as “man-in-the-middle” 
attacks. There are plug-ins you can install on your 
web browser that bring you to secure sites wherever 
encryption is supported. Furthermore, depending on 
which browser you’re using, you may see a padlock 

symbol or some other certification symbol, which 
further simplifies your understanding of when you’re 
protected by encryption. Although, we shouldn’t have 
to say it, even if your email account offers encryption
NEVER send your credit card or bank account 
information via email. Encryption isn’t guaranteed 
on the receiving end of an email and it’s just generally 
unwise to give your credit/banking information to 
others.

Other General Tips

• Use “multi-factor” authentication” on websites that 
offer it, especially banking sites. It may be slightly 
annoying to have to wait an extra ten seconds to get a 
text message with a code or pass key, but it’s a lot less 
annoying than having your bank account hacked.

• Turn off “auto-complete” to prevent having your 
PII or credit card info stored (and possibly taken 
advantage of ).

• Use “private browsing” to prevent the storage of 
cookies and temporary internet files or the creation 
of a web history of the sites you visit.

• Create and use a “throwaway” email address you 
can use to sign up for things without sharing your 
personal information. If you’re signing up for 
something that may spam you or share your PII with 
a third party, a throwaway email account is great for 
keeping spam out of your life.

• If you’re really hardcore, you can use a Virtual Private 
Network (VPN) or Tor to surf the web without being 
tracked.

However you chose to protect your privacy online is up 
to you, but it’s important to be aware of the risks you 
may not have known you were taking. Surf smart!


