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It is easy to take personal communications for granted these
days.  When we think about the ability to roam across different
parts of the US and even into other countries and still maintain
connectivity with little to no effort, we realize just how efficient
our cellular networks have become. Losing cell phone signal
does happen, but for the everyday consumer, we simply redial
and expect the call to reconnect and pick up the conversation
where we left off. For our men and women in the military, however,

Satellite networks for government and military applications
must be resilient, secure, and always available, in order to
deliver the best quality service when and where it’s needed
most. This is much more complex than most might expect,
and often involves satellite services delivered through both
government-owned and commercial entities. Kelly Nicklin,
Vice President Sales and Marketing at XTAR, outlines the
role commercial organizations have to play in delivering
survivable, assured connectivity.

Creating resilient
and survivable US
Government
satellite networks

a lost satellite signal can have disastrous implications – for the
mission and for their lives.

The network that serves the military, as well as other
government missions around the world, is a crucial component
to national security. Strengthening and optimizing this network
is a high priority.

The US National Defense Strategy of 2018 specifically
directed the Department of Defense (DoD) to develop a more
‘resilient and survivable’ communications architecture in
response to growing threats to network security.

At the recent Space and Missile Defense Symposium,
Brigadier General Tom James of the Joint Force Space
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Component Command emphasized the importance of satellite
communications to the user on the ground, stating the need to
“ensure that we have satellite communications that can fight
through what we see as a significant growing threat.”

Along with the increased security threats, the US is facing a
high demand for satellite bandwidth.   Therefore, an ideal network
addresses both resiliency and security requirements and
provides readily available cost-effective capacity.

In developing its optimal SATCOM network, it is clear that
the US Government would ideally allow users to freely roam
within an integrated ‘hybrid’ network of both military and
commercial satellites.

Going back to the cellphone consumer example, the DoD
could benefit from solutions that can transfer between satellite
networks with complete transparency to the user.

Creating this hybrid satellite architecture will involve
combining government-owned or ‘purpose-built’ Military Satellite
Communications (MILSATCOM) systems with commercial-
owned Commercial Satellite Communications (COMSATCOM)
systems. Together, this hybridized architecture will offer
unprecedented amounts of capacity, resiliency, security and
agility to the DoD end user. While there are many ideas and
technologies that can eventually move the ball towards this
objective, there are some COMSATCOM solutions available
today that are interoperable with MILSATCOM systems and can
deliver a high return on investment.

A closer look at the pool of COMSATCOM providers reveals
the existence of a class of MILSATCOM-compatible
COMSATCOM assets, purposefully designed to be 100 percent
interoperable with MILSATCOM from the ground up. Hybrids of

sorts unto themselves, these providers are not part of the
government, yet they only sell government frequencies (X-band
or Mil-Ka) to military and government users and interface with
DoD’s present arsenal of equipment. These special
MILSATCOM-compatible COMSATCOM assets readily provide
distinct capacity, resiliency, security and agility advantages to
MILSATCOM.

Compatible COMSATCOM systems can play an extremely
important role in ‘contested and congested’ RF environments,
especially in cases where MILSATCOM is not available for any
reason. Why are these assets so important?

These providers can support military needs today
These providers can provide bandwidth capacity now, where
needed, when needed. MILSATCOM-compatible COMSATCOM
providers already have satellites purposefully positioned in
zones which are vital to the military and have been supporting
DoD operations for over 15 years. A US company, XTAR, was in
fact the first company in the world to provide commercial
SATCOM services in military frequencies, since 2005, one year
before WGS-1 arrived on-orbit in 2006. The use of MILSATCOM-
compatible COMSATCOM assets like XTAR is not a long-term
plan or project on paper. These satellites exist, are operational
today, and have already been proven through mission operations.

These providers offer immediate resiliency, security and
agility advantages to the MILSATCOM user
Like the cellphone example, MILSATCOM-compatible
COMSATCOM services allow mobile users - or users in
congested or contests RF environments - to rapidly switch
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networks, by simply repointing the terminal. There is no additional
remote hardware to purchase, sustain, transport or change.
When lives matter, warfighters in charge of keeping networks
up and running cannot be burdened with changing RF feeds in
the presence of preemption, congestion or jamming. Ships at
sea, with fixed infrastructure, do not have the capability to rapidly
change RF feeds or set up new terminals during periods of
preemption, congestion or jamming. A technically uncomplicated
MILSATCOM-compatible commercial solution, where service is
quickly re-established by a simple terminal repoint, just makes
sense.

These providers offer distinct cost savings to MILSATCOM
users
When developing a hybrid MILSATCOM-COMSATCOM
architecture, using MILSATCOM-compatible COMSATCOM
assets minimizes impacts to the end users in terms of fielding,
deployment and training and avoids new, tack-on solution costs.
Using MILSATCOM-compatible COMSATCOM assets can be
advantageous for the DoD, which supports over 150 different
SATCOM terminals. While longer-term, far-reaching, tack-on
solutions may seem tempting to examine when seeking answers,
they take longer to field, may be outpaced by an evolving threat
capability, require more training and cost more to implement.

These providers offer numerous other distinct advantages
to MILSATCOM users
Once operated as a backup, or ‘surge’ capability to MILSATCOM

systems, these assets offer unique advantages that allow them
to be an integrated part of a hybridized SATCOM architecture.

Offering additional MILSATCOM-compatible capacity to meet
surging bandwidth demands worldwide, these providers, like
XTAR, can offer contractually guaranteed bandwidth that grows
with the DoD, without congesting MILSATCOM resources. Use
of commercially-available military frequency capacity facilitates
the use of spread-spectrum (LPI/LPD) communications,  more
rapid research, development, testing, evaluation (RDT&E),
adoption, and use of new waveforms, terminals and other
hardware, alongside or before use on MILSATCOM systems
like WGS. Indeed, the real advantages of these unique
MILSATCOM-compatible assets are most fully realized when
they are used side-by-side with MILSATCOM as part of a flexible,
forward-looking, integrated (i.e. a truly hybridized) MILSATCOM-
COMSATCOM architecture.

To conclude, like the evolution of the cell phone networks,
developing a hybridized MILSATCOM-COMSATCOM architecture
is not a small challenge, but it can be made easier by incrementally
building upon existing architecture and using it better. With a
capability available today, MILSATCOM-compatible
COMSATCOM assets like XTAR offer immediate resiliency,
security and agility advantages to MILSATCOM users, allowing
them to easily roam during periods of preemption - or in congested
or contested RF environments. Because these assets already
work with all MILSATCOM-compatible hardware, users can simply
repoint their terminals, without purchasing, sustaining,
transporting or even changing any remote hardware. GMC
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